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Microsoft blocks drivers with security vulnerabilities from running on your
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Some vulnerable drivers

Here are a few vulnerable drivers. No testing and PoC has been done on them. I kept some cool ones to myself (those are not listed here). Some might be 0days, didn't check.
Have fun

Drivers in this package:

Code:

X20: T —LNyFX T T74—F7 ATRBEINTWEEHERH—2IIL KT A4 NDER

1
Vulnerable Driver Megathread

Collection of signed system drivers that let you read/write privileged memory or expose some other serious vulnerability. If the driver has input buffer validation for IOCTL codes please state so before submitting to the list

ASUS

EI064.sys MmMaploSpace/MmUnmaploSpace
10Map64.sys MmMaploSpace/MmUnmaploSpace

ATSZI064.5ys ZwMapViewOfSection/ZwUnmapViewOfSection/MmGetPhysicalAddress
Device Name: ""\\.\ATSZIO"

Map Physical IOCTL: 0x8807200C

Unmap Physical IOCTL: 0x88072010

Example: hitps://

atillk64.sys ploSpace/MmL e/ 9 MmMapLockedPages
Device Name: "\\.\atillk64"
Map/Unmap 10CTLs: 0x9C402534, 0x9C402538, 0x9C402544, 0x9C402548
MDL 10CTLS: 0x9C40254C, 0x9C402558, 0XIC402560, 0x9C402564
Avast
aswvmm STISSOT Hooking
Device Name: "\\.\aswvmm'
Hook 10CTL: OXAOOOE804
Example: https://
Biostar
BS_Flash64.sys MmMaploSpace/MmUnmaploSpace/MmMapLockedPages/ExAllocatePoolWithTag/ExFreePoolWithTag
Device Name: "\\.\BS_Flash64
Map/Unmap I0CTL: 0x222000
Allocate I0CTL: 0x22203C
BS_I2c64.sys MmMaploSpace/MmUnmaploSpace

.sys M o/MmGetPhysicalAddress
BSMIXP64.5ys oSpace/MmL GetPhysicalAddress

Capcom
Capcom.sys MmGetSystemRoutineAddress

Device Name: "\\.\Htsysm72FB'
Execute IOCTL: 0xAAD13044
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The malware authors have left debug messages revealing the list of signatures it monitors:

00000478 186.51918030 [MY-1]MD5-0:9D9F343EAABFB4045A4B7D05437ACO2B

00000480 186.51918030 [MY-1]MD5-1:A269121725987B766740D43964E83CF3

00000482 186.51918030 [MY-1]MD5-2:698FD84FOAABAAGSFEBD3ETAD417F4D4

00000484 186.51919556  [MY-1]MD5-3:CE7D7EE076A74D3C53226508F6BBFF09

00000486 186.51919556  [MY-1]Sign-0:Zhang Zhenggqi

00000488 186.51921082  [MY-1]Sign-1:Haining shengdun Network Information Technology Co., Ltd
00000490 186.51921082  [MY-1]Sign-2:SHENZHEN LIRINUOS

00000492 186.51921082  [MY-1]Sign-3:Shanghai easy kradar Information Consulting Co.Ltd
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