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What’s Two-Factor

Authentication _\‘

Two-factor authentication (2FA) means you

need two factors to access your account. It
could be your password AND a special code
sent to your phone (one-time PIN or OTP) or
email.

The two factors could be:

Something you Something you Something you
KNOW HAVE ARE
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Password or passphrase Code from app or SMS Fingerprint, face scan, iris
PIN (OTP), push notification, scan, facial recognition
USB Token

You can enable 2FA in your account’s Settings or Security section for added protection. It acts as
an extra layer of security for your account. Two-Factor Authentication (2FA) typically has a time-
sensitive window to complete the verification process, ensuring that access remains secure and
reducing the risk of unauthorized login attempts.

2FA is also known as Two-Step Verification or Multi-Factor Authentication (MFA).

2FA Security Reminder

B\ Never share your verification codes or OTPs. Scammers trick victims into giving it
away, allowing them to hijack accounts and approve fraudulent transactions.
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