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Spotting Red Flags in Scams 

���� Urgency is their weapon. Scammers pressure you with alarming 
messages like “Your account is compromised!” or “You lost money!” to make 
you panic. 


��� They demand immediate action. Be cautious if you’re told to click a link, 
download an attachment, or provide personal details ASAP—it’s a trap. 


����� Check the sender’s email address. If it’s from a business (bank, mobile  
carrier, e-wallet, utility company), verify if the email is legitimate. 


���� Suspicious greetings. A real business will address you by name—not “Dear 
Customer,” “Hello Subscriber,” or worse, just your email address. 


��� Suspicious links and phone numbers. Don’t click links or call numbers in unexpected 
emails or texts. Always visit official websites or call verified numbers. 


��������� Look for grammar mistakes. Scammers may use AI to craft messages, but typos, bad 
grammar, or awkward wording are still common. 


���� "Congratulations! You won!" If you didn’t join a raffle, you didn’t win. Ignore messages 
claiming otherwise. 


��� Mark and block suspicious messages. If something seems off, mark it as spam/junk 
and block the sender. 


������� Beware of QR codes. Scammers use QR codes to redirect you to fake sites or trick you 
into making payments. Scan only from trusted sources and check for tampering. 

 

Phishing Prevention Reminders 


��� Verify before you click. Hover over links to preview the URL before clicking. 

��� Never share personal info. No real business will ask for passwords, PINs, or OTPs  
       via email or SMS. 

��� Educate yourself and others. Spread awareness—help protect your family and  
       friends from phishing scams. 

��� Snap the Scam! Use Trend Micro ScamCheck, your AI-powered tool that analyzes 
       screenshots to detect scams instantly.  
       https://www.trendmicro.com/en_ph/forHome/products/trend-micro-scam-check.html  

https://www.trendmicro.com/en_ph/forHome/products/trend-micro-scam-check.html



