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Smart Social Media Use -
and Digital Footprint [~ e_e

We enjoy the hyperconnectivity that social media brings.
With new social media apps being launched, we often join the bandwagon and install
them. However, too much social media can lead to excessive screen time, often at the

cost of sleep and real-world interactions. Be mindful of your screen time.

@ Protect Your Privacy. Setting your accounts to private ensures that you only share
with those you trust. Some platforms even allow you to lock your account, preventing
others from viewing your publicly available content. Familiarize yourself with these

privacy options and use them to your advantage.

ﬂ Control Your Location Settings. Turn off location services when you don’t want apps
tracking your whereabouts. This helps protect your privacy and reduces the risk of being

targeted by unwanted attention.

@ Secure Your Accounts. Enable Two-Factor Authentication (2FA) for added security on
your social media accounts. Always update your registered email and mobile number, as
these are essential for receiving verification codes when logging in.

Qj Think Before You Share. Never take or send photos or videos that make you feel
uncomfortable. Others can take screenshots or download them without your knowledge
or consent. Even if you send it to one person, there’s no guarantee it won't be shared.

Once something is on the internet, removing it can be nearly impossible.

(=) Be Cautious When Interacting Online. Communicate only with people you know.
Some individuals may not be as truthful as they appear. Watch out for online groomers
who pose as someone your age or claim to attend your school to gain your trust. Be
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mindful of invites or “friend requests” from people you don’'t know. If someone makes you
feel uncomfortable, report and block them. Talk to a trusted adult for guidance.

[Z] Verify Before You Share. Don’t spread misinformation. If a headline shocks you, verify
its accuracy before sharing. Check if the source is legitimate and from a credible news
organization. Use fact-checking websites that scrutinize the truthfulness of online

content. If you encounter false information, report it instead of sharing.

@ Beware of Clickbait & Deepfakes. Be cautious of suspicious ads, exaggerated
headlines, and Al-generated deepfakes—manipulated images, videos, or voice recordings
designed to spread misinformation or perpetrate fraud. Report these posts, avoid clicking
on them, and never share them.

Shop Smart & Avoid Scams. Watch out for bogus online merchants on social media.
Only transact with reputable online shopping platforms to avoid scams and ensure a safe

shopping experience.

@ Everything You Do Online Leaves a Mark — Like breadcrumbs, every video you watch,
every post you like, every photo you share, and even the comments you leave behind
shape your digital footprint. A single impulsive post or hateful comment can follow you
for years. Be mindful of what you share—spread kindness, think before you type, and
remember that your digital presence reflects who you are. If needed, review and clean up
your past posts, delete inactive social media accounts, update privacy settings, and
always engage online with respect.

By being mindful of your digital footprint and social media habits, you can protect yourself
from online threats while enjoying the benefits of staying connected.
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