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                                                                               Preface

Preface

Welcome to the Trend Micro™ Email Encryption Client User’s Guide. This book contains 
information about product settings and service levels.

This preface discusses the following topics: 
• Email Encryption Client Documentation
• Audience
• Document Conventions
iii
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Email Encryption Client Documentation
The Trend Micro Email Encryption Client (TMEEC) documentation consists of the 
following:

Online Help—Online help—Helps you configure all features through the 
userinterface. You can access the online help by opening the Web console and then 
clicking the help icon ( ).

User’s Guide—Helps you plan for deployment and configure all product settings. 

Readme File—Contains late-breaking product information that might not be found in 
the other documentation. Topics include a description of features, installation tips, 
known issues, and product release history. 

The User’s Guide and readme are available at:
http://www.trendmicro.com/download

Audience
The TMEEC documentation is written for IT managers and email administrators. The 
documentation assumes that the reader has in-depth knowledge of email messaging 
networks.

The documentation does not assume the reader has any knowledge of email encryption 
technology.
iv
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Document Conventions
To help you locate and interpret information easily, the TMEEC documentation uses 
the following conventions.

CONVENTION DESCRIPTION

ALL CAPITALS Acronyms, abbreviations, and names of certain 
commands and keys on the keyboard

Bold Menus and menu commands, command buttons, 
tabs, options, and ScanMail tasks

Italics References to other documentation

Monospace Examples, sample command lines, program code, 
Web URL, file name, and program output

Note:
Configuration notes

Tip:  
Recommendations

WARNING!  
Reminders on actions or configurations that should be 
avoided
v
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Chapter 1

Using Trend Micro’s Email Encryption 
Client

Introduction
Trend Micro's Email Encryption Client (TMEEC) is a user-friendly high level privacy 
system.

If you know someone's email address you have all the information you need to send 
them a message, safe in the knowledge that only they will be able to read it. You simply 
click a button and send your email as normal.

Also included in the system are digital signatures so your recipient knows the message 
has come from you and has not been tampered with en route. File attachments are 
protected along with your email and you can send messages in Plain Text, Rich Text and 
HTML.

System Requirements
Minimum computer requirements are:
• 233 MHz Processor
• Microsoft Windows 2000
• 128Mb RAM
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• 15Mb available disk space

The following email programs are required for enhanced TMEEC functionality:
• Microsoft Outlook XP, 2003 or 2007
• Microsoft Outlook Express 6

Installing TMEEC
Installing TMEEC is very simple. 

The installation is a three stage process as follows:

1. Downloading the TMEEC Software
2. Completing the Installation Wizard
3. Protecting Your Email Address

Downloading the TMEEC Software
In order to read and write messages in TMEEC, you need to install it. You must first 
download the TMEEC software.
1. Copy and paste the following URL into the Address field of your browser:

http://www.privatepost.com/download/index.aspx 

2. Click the Click to Download icon to download the software.
The File Download window appears.

3. Click the Run button.
The TMEEC software is downloaded.
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A Windows Security Warning appears when the download completes.

FIGURE 1-1   Security Warning Window

Note: You can click the Trend Micro link next to the Publisher to view our digital signature 
information.

4. Click the Run button.
The TMEEC Installation Wizard is launched.

FIGURE 1-2   Installation Wizard Splash Screen
1-3



Trend Micro™ Email Encryption Client User’s Guide
Completing the Installation Wizard
The TMEEC Installation Wizard presents you with an intuitive interface that enables 
you to install the software quickly and easily.

Note: Before installing TMEEC ensure that you have closed Microsoft Outlook and 
Microsoft Outlook Express and are connected to the Internet.

The Licence Agreement window appears.

FIGURE 1-3   Licence Agreement Window
1-4



Using Trend Micro’s Email Encryption Client
To install the software complete the following steps having downloaded the 
software and launched the Installation Wizard:

1. Select your home country from the drop down list.
2. Click the radio button accepting the terms of the licence agreement and click the 

Next button.

Note: If you do not accept the terms of the licence agreement the installation will be 
cancelled.

The Licence Product window appears.

FIGURE 1-4   License Product Window
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3. If you have purchased TMEEC Desktop click the Enter licence code radio button 
and enter your licence code.
If you are a home user, or installing TMEEC for non-commercial use, click the 
Home user (non-commercial use) radio button.
If you are installing TMEEC for a trial click the Free 30-day trial radio button.

4. Click the Next button.
The Install Type window appears.

FIGURE 1-5   Install Type Window

Note: To change the installation path click the Custom Install radio button.

5. Click the Next button.
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The Gathering Information window appears.

FIGURE 1-6   Gathering Information Window

6. Type your email address in the following fields:
• Email
• Confirm

7. Type your passphrase in the following fields:
• Passphrase
• Confirm

Note: There is a passphrase strength-o-meter to the right of the passphrase fields that 
indicates how difficult your passphrase is to crack.

8. Click the Next button.
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The second Gathering Information window appears.

FIGURE 1-7   Second Gathering Information Window

9. Type a comfort word into the Comfort Word field.

Note: The comfort word you type will be shown to you whenever you are asked to sign into 
a TMEEC Web site so you know it is really us that it is us asking.

10. Select a question from the Question 1 drop down list and type your answer in the 
Answer field.
Repeat for questions 2 and 3.

11. Click the Next button.
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A window appears showing the progress of the installation. When the installation is 
finished the Email Protection Wizard is started.
To continue, go to Confirming Your Email Identity.

Protecting Your Email Address
Unlike many other software products, registration of TMEEC is an integral part of the 
operation of the software and the product will not work unless you register it. During 
the registration process a set of encryption keys are created that are unique to you and 
your email address. Without these keys, TMEEC is unable to make your email private. It 
is important that you register the email address with which you want to use TMEEC.

Note: This process is completely safe as your email address will not be sold to any other 
party and you will not receive unwanted spam as a result or registering TMEEC.

When you have installed the TMEEC software you are automatically required to obtain 
your Private Key. Your email address is then used as your unique email identity.

Obtaining your private key is a two-stage process as follows:
• Confirming Your Email Identity
• Downloading Your Private Key

Confirming Your Email Identity
The first stage of the key generation process is to confirm your email address and 
choose a passphrase. Having installed the TMEEC software, the TMEEC Protection 
Wizard appears.

You can also install and obtain TMEEC keys on one or more different computers. See 
Using TMEEC on Multiple Computers.

Note: If you are logged onto a computer as a user with no email address, for example, 
Administrator, you can Click the “Please don't remind me again” check box and then 
click the Cancel button if you do not wish to obtain your TMEEC key now.
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The passphrase is used as a privacy measure so that only you can read your messages. 
There is no limit to what you enter in the passphrase field. Your passphrase can contain 
any characters (including spaces) and can be any length. The passphrase is case-sensitive.

Using a passphrase, as opposed to a password, can significantly increase privacy. A 
passphrase including the use of words, punctuation, numbers and symbols is far more 
difficult to crack than a short password.

Your passphrase can be a personal phrase or sentence and must be easy for you to 
remember.

Note: If you entered your email address and passphrase in the TMEEC Installation Wizard, 
continue at step 5.

FIGURE 1-8   Gathering Information Window
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To confirm your email address:

1. Type your email address in the following fields:
• Email
• Confirm

2. Type your passphrase in the following fields:
• Passphrase
• Confirm

3. Click the Next button.
The second Gathering Information window appears.

FIGURE 1-9   Second Gathering Information Window

4. Type a comfort word into the Comfort Word field.
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Note: The comfort word you type will be shown to you whenever you are asked to sign into 
a TMEEC Web site so you know it is really us that it is us asking.

5. Select a question from the Question 1 drop down list and type your answer in the 
Answer field.

Repeat for questions 2 and 3.
6. Click the Next button.

A window appears showing the progress of the first stage of protecting your email 
address. When this stage finishes you have completed the first part of the key 
generation process. The TMEEC Key Wizard Email Sent window appears.

FIGURE 1-10   TMEEC Key Wizard Email Sent Window
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Downloading Your Private Key
The email you receive from TMEEC is an automated message containing a hyperlink.

FIGURE 1-11   TMEEC Automated Email

To obtain your private key:

1. Click the hyperlink in your activation email.
The TMEEC Protection Wizard displays a progress window while it generates your 
key.
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The Protection Wizard Complete window appears when TMEEC has generated 
your key.

FIGURE 1-12   Protection Wizard Complete Window

2. Click the Finish button.
You have obtained your Private Key and are ready to start using TMEEC.

Using TMEEC on Multiple Computers
It is possible to install and use TMEEC on more than one computer using the same 
email address. This could be done if, for example, you use another computer in your 
office or you simply have a new computer.

There are three situations in which you might want to register on multiple computers: 
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"If you are not a registered TMEEC user but the computer you want to register on 
already has TMEEC installed

"If you are already a registered TMEEC user and TMEEC is not installed on the 
computer you want to use 

"If you are already a registered TMEEC user and the computer you want to register on 
already has TMEEC installed

Registering on an Existing TMEEC Installation
You should use this process if you are not an existing TMEEC user but the computer 
you want to use for TMEEC already has it installed.

To register on an existing TMEEC installation:

1. Click the TMEEC icon in the Windows Taskbar.
2. Select Protect Another Email Address from the menu.

Note: If there are no TMEEC protected email addresses registered on the computer you are 
using select Protect Your Email Address from the menu.

FIGURE 1-13   Protect Another Email Address Option on the TMEEC Menu

The TMEEC Protection Wizard is started.
3. Complete the TMEEC Protection Wizard. See Confirming Your Email Identity.

New TMEEC Installation by an Existing User
You should follow this process if you are an existing TMEEC user but the computer you 
want to use does not have TMEEC installed.

To install TMEEC as a Registered User:

1. Install TMEEC. See Installing TMEEC.
2. Enter your Email Address and Passphrase. See Confirming Your Email Identity.
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When you have entered your email address TMEEC detects that this is already being 
used and you are required to authenticate with the TMEEC server to transfer your 
TMEEC Key to this computer.
The Security Questions window appears.

FIGURE 1-14   Security Questions Window

The Comfort Word displayed in the Security Questions window is the one given when 
this email address was first registered with TMEEC and gives you the assurance that it is 
really the TMEEC server to which you are connecting.
3. Provide the answers to the questions asked in the Answer fields.
4. Click the Next button.
5. Open your email and complete the process. See Downloading Your Private Key.
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Transferring Your Private Key to an Existing TMEEC 
Installation
You should use this process if you are already a registered TMEEC user and the 
computer you want to register on already has TMEEC installed.

To transfer your key to an existing TMEEC installation:

1. Click the TMEEC icon in the Windows Taskbar.
2. Select Protect Another Email Address from the menu.

Note: If there are no TMEEC protected email addresses registered on the computer you are 
using select Protect Your Email Address from the menu.

FIGURE 1-15   Protect Another Email Address Option on the TMEEC Menu

The TMEEC Protection Wizard is started.
3. Complete the TMEEC Protection Wizard. See Confirming Your Email Identity.
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Checking for Updates
TMEEC provides an automatic software update facility. There are a number of ways in 
which this facility is invoked:
• Periodical Auto Updates
• Manual Auto Updates

Periodical Auto Updates
TMEEC automatically checks your local files against files on the TMEEC Web server:
• 10 minutes after the TMEEC service starts (for example, 10 minutes after you log 

on), or
• Every 24 hours if the service is running continuously.

This check runs in the background. You are only notified if there are updates available.

Manual Auto Updates
You can check for updates to TMEEC manually at any time that the TMEEC service is 
running.

To check for software updates manually:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select Check for Updates.

Note: If the most recent software is already installed, a message stating this appears.

Using TMEEC
Email is best compared with a traditional postcard. If you get the address right it usually 
arrives where you wanted it to go. However, you have no way of knowing how many 
people might have read or copied it in transit.
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With a postcard you put your trust in the integrity of the staff at the post office. If you 
do not want your message read along the way you use a letter and envelope instead of a 
postcard.

With email you often have no idea who the postmen are. Even if you know the IT staff 
in your organization, you don't know those at the receiving end. In between is a network 
of ISPs and their staff who have access to all the information flowing through their 
servers. A lot of unknown people could be reading your email - and that is before you 
consider hackers digitally snooping along the way.

TMEEC effectively puts your email in an envelope (see Envelope Options) ensuring 
only the recipient reads it. TMEEC enables you to:
• Send and receive private email using a plug-in for your email program (see Managing 

Private Email).
• Read private emails using a Web mail service, for example, Hotmail (see Receiving 

Private Email Without the TMEEC Plug-in).
• Read and write private files and information on your computer hard disk (see Using 

the TMEEC Tray Tool).

Managing Private Email
You can send and receive private messages and attachments using TMEEC. Microsoft 
Outlook and Microsoft Outlook Express users receive enhanced TMEEC functionality 
through a plug-in that integrates TMEEC with the email application.

Sending and Receiving Private Email Using an Email 
Program

You can send and receive private messages and attachments using the TMEEC Toolbar 
in your email program.

Using TMEEC in Your Email Program
There are two toolbars that plug in to your email program when you have installed 
Private Desktop. They are:
• TMEEC Main Bar - displayed in the main window.
• TMEEC Toolbar- displayed in the Send and Receive message windows.
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TMEEC Main Bar
The TMEEC Main Bar appears in your mail email client window. The buttons available 
on this toolbar are:
• Preferences (see Configuring TMEEC)
• My Private Addresses (see My Private Addresses).
• Complete Registration - displays any incomplete registrations on this computer. If 

there are no registrations on this computer the TMEEC Protection Wizard appears.
• About TMEEC (see About TMEEC).

FIGURE 1-16   TMEEC Main Bar

Note: The TMEEC Main Bar shown is from Microsoft Outlook 2003. The appearance of 
the TMEEC Main Bar might vary between email programs and operating systems.

TMEEC Toolbar
The TMEEC Toolbar appears in your Write and Read messages windows. The buttons 
available on the toolbar vary according to whether you are:
• Sending Private Messages and Attachments
• Reading Private Email

Sending Private Messages and Attachments
You can send private emails using your email program. Emails and their attachments can 
be made private in three ways: 
• Clicking on the Send Private button on the TMEEC Toolbar, or 
• Clicking on the Make Private button on the TMEEC Toolbar prior to sending the 

email, or
• Configuring the Email Options to make new messages private by default (see Email 

Options).
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Note: If you are using Microsoft Outlook and the Always check spelling before sending 
option is selected, Send Private cannot be used to send private messages.

The TMEEC Toolbar in the Write message window contains the following buttons:
• Send Private - makes the message and attachments private and sends the email.
• Make Private - marks the message and attachments so they will be made private 

when the message is sent.

FIGURE 1-17   TMEEC Toolbar when sending email

Note: The TMEEC Toolbar shown is from Microsoft Outlook 2003. The appearance of the 
TMEEC Toolbar might vary between email programs and operating systems.

To send a private email using the Send Private button:

1. Click the New button in your email program to open a new message window.
The new message window appears.

2. Type your message and add attachments if required.
3. Click the Send Private button in the TMEEC Toolbar.

The private email is sent.

Note: If you do not have Enable remembering of passphrases selected in your Passphrase 
Options, you must also enter your passphrase before the email is sent (see Passphrase 
Options).

To send a private email using the Make Private button:

1. Click the New button in your email program to open a new message window.
The new message window appears.

2. Click the Make Private button in the TMEEC Toolbar.
3. Type your message and add attachments if required.
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4. Click the Send button in your email program.
The private email is sent.

Reading Private Email
You can open TMEEC emails and attachments sent to you as long as you have obtained 
your TMEEC key.

You can also Reply, Reply To All and Forward private email. Any private email that you 
receive remains private when replied to or forwarded. You do this using the regular 
buttons in your email program.

The TMEEC Toolbar in the Read message window contains the following buttons:
• Open/Show Envelope - this button enables you to toggle between reading your 

private message and hiding it behind the TMEEC envelope.
• Signature - displays the digital signature details.
• View Message Source - this button displays the MIME code behind the email. Short 

for Multipurpose Internet Mail Extensions, MIME is a specification for formatting 
non-ASCII messages so that they can be sent over the Internet.

FIGURE 1-18   TMEEC Toolbar When Reading Private Messages

Note: The TMEEC Toolbar shown is from Microsoft Outlook 2003. The appearance of the 
TMEEC Toolbar might vary between email programs and operating systems.

To read private email messages:

1. Open the message containing the text you want to read.
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The TMEEC: Enter your passphrase window appears.

FIGURE 1-19   TMEEC: Please Enter Your Passphrase Window

2. Select your email address from the list of available email addresses.
3. Enter your passphrase in the Passphrase field.
4. Click the OK button.

The private message is opened.

FIGURE 1-20   Decrypted TMEEC Message
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Receiving Private Email Without the TMEEC Plug-in
If you do not have an email program with TMEEC integration, such as Mozilla 
Thunderbird, or if you do not use an email program and have Web mail, such as Hotmail 
and Yahoo Mail.

There are several scenarios where you might need to read private messages without the 
TMEEC plug-in. They are:
• You use Web mail, such as Hotmail, or
• You use an email program that doesn't have TMEEC integration, such as Mozilla 

Thunderbird, or
• You are using a computer that doesn't have TMEEC installed.

Using TMEEC Reader
If you receive a TMEEC email in your Web mail account or unsupported email program 
you can read it using the TMEEC Reader.

The TMEEC Reader enables you to:
• Read TMEEC emails.
• Copy the contents of a private email to another application.
• Print the contents of a private email.

To open private email in the TMEEC Reader:

1. Open the received email as normal.
The email is opened displaying the TMEEC envelope.

2. Click to download the file attachment with the name 
Encrypted_Message.htm.

You are prompted to Open or Save the file.
3. Click the Open button.
4. Enter your passphrase in the TMEEC: Enter your passphrase window.
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The message is downloaded and opened in the TMEEC Reader window.

FIGURE 1-21   TMEEC Reader window

Using TMEEC Zero Download
You can use TMEEC Zero Download to read private messages on a computer that 
doesn't have TMEEC installed.

Reading a Private Email
TMEEC Zero Download enables you to read private messages on any computer that 
doesn't have TMEEC installed and on any operating system.

To open private email using TMEEC Zero Download:

1. Open the received email as normal.
The email is opened displaying the TMEEC envelope.

2. Click to download the file attachment with the name Encrypted_Message.htm.
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You are prompted to Open or Save the file.
3. Click the Open button.

The TMEEC Compliment Slip is shown in your Web browser window.

FIGURE 1-22   TMEEC Compliment Slip Displayed in a Web Browser

4. Click the Open my email button.
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The TMEEC Online Message Viewer log-in window appears.

FIGURE 1-23   TMEEC Online Message Viewer Log-in Window

5. Select your email address from the drop down list.

Note: If you are using a public computer, for example in an Internet café, check the “I am 
on a public computer, please use the enhanced security” check box.

6. Click the Proceed button.

Note: If you have not registered this address for use with TMEEC, you will be taken 
through a two part registration process. To continue see Web-Based Registration.
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The Authentication Details page appears in your Web browser.

FIGURE 1-24   TMEEC Online Message Viewer Authentication Details Page

7. Answer the authentication questions asked.
8. Enter the requested characters from your passphrase in the fields provided.

If your passphrase is “TMEEC” and you are asked for characters 5, 8 and 10, you 
would enter 'a', ' ' and 'o' in the fields provided.

Note: You should not use “TMEEC” as a passphrase as it is too easy for someone to guess 
and is only used here as an example.

9. If prompted, enter the verification code.
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Note: If you are unable to read the verification code shown in the image box click the audio 
icon and the verification code will be played as an audio file.

10. Click the Log In button.
The authentication window is now closed and the plain text message is shown in the 
original window.

FIGURE 1-25   TMEEC Message Decrypted using the Online Message Viewer

Web-Based Registration
If you have never installed TMEEC and receive a private email you can register your 
email address to read it without having to download and install the TMEEC software.

This can be particularly useful when using a computer in an Internet café or are using an 
operating for which there is currently no TMEEC software available.

After you have registered using the Web-based registration you can read your private 
message. You can also transfer this registration to a new or existing TMEEC software 
installation (see Using TMEEC on Multiple Computers).

Registering your email address using Web-Based Registration:

1. Open the received email as normal.
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The email is opened displaying the TMEEC envelope.
2. Click to download the file attachment with the name Encrypted_Message.htm.

You are prompted to Open or Save the file.
3. Click the Open button.

The TMEEC Compliment Slip is shown in your Web browser window.

FIGURE 1-26   TMEEC Compliment Slip Displayed in a Web Browser

4. Click the Open my email button.
The TMEEC Online Message Viewer log in window appears.

5. Select your email address from the drop down list.

Note: If you are using a public computer, for example in an Internet café, check the “I am 
on a public computer, please use enhanced security” check box.

6. Click the Proceed button.
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The TMEEC Zero Download Registration page appears in your Web browser 
window.

FIGURE 1-27   TMEEC Zero Download Registration Page

7. Click the Proceed button.
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The TMEEC Zero Download Memorable Information page appears in your Web 
browser window.

FIGURE 1-28   TMEEC Zero Download Memorable Information Page

8. Type the Verification Code into the Bot Detection Code field
9. Type your passphrase in the following fields:
• Passphrase
• Confirm
10. Type a comfort word into the Comfort Word field.
11. Select a question from the Question 1 drop down list and type your answer in the 

Answer field.
Repeat for questions 2 and 3.

12. Click the Proceed button.
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The TMEEC Zero Download Activation Email page appears in your Web browser 
window.

FIGURE 1-29   TMEEC Zero Download Activation Email Page

Stage 1 of the Web-based registration process is now complete. Click the Close Page 
button to close this window.

To complete Web-Based Registration:

1. Open your email program or Web mail account. 
2. Click the hyperlink in your TMEEC activation email from 

registration@privatepost.com.
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The TMEEC Zero Download Authentication Successful page appears in your Web 
browser window.

FIGURE 1-30   TMEEC Zero Download Authentication Successful Page

3. Click the Close Page button to close this window.
Your email address is now registered to read TMEEC using TMEEC Zero 
Download.
The TMEEC email window now shows the plain text email message.

FIGURE 1-31   TMEEC Message Decrypted Using the Online Message 
Viewer
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TMEEC Applications
TMEEC consists of the following applications:
• TMEEC Tray Tool (see Using the TMEEC Tray Tool).
• TMEEC Protection Wizard (see Protecting Your Email Address).
• TMEEC Key Manager (see Managing TMEEC Keys).
• Uninstaller (see Removing TMEEC).

After TMEEC has been installed each of these applications can be accessed through the 
Windows Start menu. The most commonly used TMEEC applications can also be 
accessed from the TMEEC Tray Tool menu, see Using the TMEEC Tray Tool.

To open an application in TMEEC:

1. Click the Windows Start button.
2. Point to All Programs.
3. Point to TMEECv4.
4. Select the application you want to open.

Using the TMEEC Tray Tool
There are a number of functions you can perform using the TMEEC Tray Tool. The 
menu contains the following choices:
• About TMEEC (see About TMEEC).
• Help - opens the Online Help
• My Private Addresses (see My Private Addresses).
• Protect Your/Another Email Address (see Protecting Your Email Address).
• Change your Passphrase (see Changing Your Passphrase).
• Clipboard (see Working with the Clipboard).
• Window (see Working with Windows).
• Forget Passphrases (see Forget Your Passphrases).
• Preferences (see Configuring TMEEC).
• Check for Updates (see Checking for Updates).
• Shutdown (see Closing TMEEC).
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Additional menu options are made available through the TMEEC Advanced menu (see 
TMEEC Advanced Menu).

To activate the TMEEC Tray menu:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

FIGURE 1-32   TMEEC Menu

2. Select the option you want from the TMEEC menu.

TMEEC Advanced Menu
The TMEEC Advanced menu provides access to commands used in by TMEEC 
support for diagnostics purposes.

The following options are made available:
• TMEEC Status (see TMEEC Status Page).
• TMEEC Key Manager (see Managing TMEEC Keys).

To activate the TMEEC Advanced menu:

1. Hold down the Ctrl key and click the TMEEC icon in the Windows Taskbar.
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The TMEEC Advanced menu appears.

FIGURE 1-33   TMEEC Advanced Menu

2. Select the option you want from the TMEEC Advanced menu.

My Private Addresses
The My Private Addresses window displays your registered TMEEC addresses on this 
computer. From this window you can see which email addresses have been registered for 
use with TMEEC, and which ones are partially registered. You can also launch the 
TMEEC Protection Wizard to protect a new email address.

To view the My Private Addresses window:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select My Private Addresses.
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The My Private Addresses window appears.

FIGURE 1-34   TMEEC Protected Email Addresses Window

To launch the TMEEC Protection Wizard:

1. Click the Protect Email Address ... button.

Changing Your Passphrase
If you suspect someone has seen you enter or figured out your passphrase you should 
change it to continue protecting your email.

To change your passphrase:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select Change Your Passphrase.
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The TMEEC Change Passphrase window appears.

FIGURE 1-35   TMEEC Change Passphrase Window

3. Select the email address you wish to change the passphrase for from the drop down 
list.

4. Type your old passphrase in the Old Passphrase field.
5. Type your passphrase in the following fields:

• Passphrase
• Confirm

6. Click the OK button.

The Passphrase Changed OK window appears.

FIGURE 1-36   TMEEC Passphrase Changed OK Window

7. Click the OK button.
To change your security questions and answers see My TMEEC.
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Working with the Clipboard
You can make the contents of the Windows Clipboard private. You can also read 
contents of the Clipboard that have previously been made private. You can also edit text 
contained on the Clipboard and empty the contents of the Clipboard.

The Clipboard submenu contains the following options:
• Empty (see Emptying the Clipboard).
• Edit (see Editing the Contents of the Clipboard).
• Make Private (see Making the Contents of the Clipboard Private).
• Sign (see Digitally Signing the Contents of the Clipboard).
• Decrypt/Verify (see Reading the Contents of the Clipboard).

Using TMEEC you can make files private by using both the TMEEC menu (see Making 
the Contents of the Clipboard Private) and the Make Private menu option in Windows 
Explorer (see Making Files Private with Windows Explorer).

Note: Only supported Clipboard data formats can be made private using TMEEC. These 
are text and files. If an unsupported format is on the Clipboard the menu options will 
be disabled.

Emptying the Clipboard
You can use this facility if you have a number of items contained in the Clipboard and 
want to make a specific file or piece of information private. You can empty the 
Clipboard and then add the information that you want to make private to the Clipboard 
(see Making the Contents of the Clipboard Private).

To empty the Clipboard:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.
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2. Select Clipboard and then Empty from the TMEEC menu.

FIGURE 1-37   TMEEC Menu Showing Clipboard Submenu

TMEEC deletes all the information from the Clipboard.

Editing the Contents of the Clipboard
You can use this facility if you want to edit text held by the Clipboard, for example, if 
you copy a text document to the Clipboard and then want to add or remove parts of it 
without editing the original.

To edit the contents of the Clipboard:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select Clipboard and then Edit from the TMEEC menu.
The TMEEC: Viewer window appears.
In this window you can:
• Edit the contents of the Clipboard.
• Use the Wipe button to delete the contents of the Clipboard.
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• Copy the contents of the TMEEC: Viewer window to the Clipboard.

FIGURE 1-38   TMEEC: Viewer Window

3. Edit the content of the TMEEC: Viewer window.
4. Click the Copy to Clipboard button.

The edited text is copied to the Clipboard.

Making the Contents of the Clipboard Private
You can make the contents of the Clipboard private using the TMEEC Wizard. The 
TMEEC Wizard works with files or text data on the Clipboard.

Note: For making files private using the TMEEC Wizard, see Working with Files.

To make the contents of the Clipboard private:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select Clipboard and then Make Private from the TMEEC menu.
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The TMEEC Wizard window appears.

FIGURE 1-39   TMEEC Wizard Window

3. Enter your email address in the field labelled The data will be encrypted to this 
Identity and click the Add button.

Note: If you have previously used the TMEEC Wizard your email address is stored in the 
identities box and you need to ensure that the correct identity is ticked.

4. Click the Next button.
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The TMEEC Wizard Complete window appears.

FIGURE 1-40   TMEEC Wizard Complete Window

5. Click the Finish button.
The encrypted text is on the Clipboard and can be pasted into any text editor 
application.

Digitally Signing the Contents of the Clipboard
You can digitally sign the contents of the Clipboard using the TMEEC Wizard. You can 
only digitally sign text on the Clipboard.

To digitally sign the contents of the Clipboard:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select Clipboard and then Sign from the TMEEC menu.
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The TMEEC Wizard window appears.

FIGURE 1-41   TMEEC Wizard Window

3. Select the email address you want to sign the text with from the Sign with drop 
down list.

4. Click the Next button.
The TMEEC Wizard Complete window appears.

5. Click the Finish button.
The signed text is on the Clipboard and can be pasted into any text editor 
application.

Reading the Contents of the Clipboard
You can read the contents of the Clipboard using the TMEEC Wizard. The TMEEC 
Wizard works with files or text data on the Clipboard.
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To read the contents of the Clipboard:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select Clipboard and then Decrypt/Verify from the TMEEC menu.
The TMEEC Wizard window appears.

3. Click the Next button.
The TMEEC: Enter your passphrase window appears.

4. Select your email address from the list of available email addresses.
5. Enter your passphrase in the Passphrase field.

The TMEEC Wizard Decryption Complete window appears.

FIGURE 1-42   TMEEC Wizard Decryption Complete Window
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You can copy the decrypted text directly onto the Clipboard by selecting the Put 
plain text on the clipboard check box. Alternatively you can copy the text to the 
Clipboard from the TMEEC: Viewer window.

6. Click the Finish button.
The TMEEC: Viewer window appears showing the decrypted message.

Working with Windows
You can make the content of the active window private. You can also read contents of 
windows that have previously been made private.

Note: The Window operations are not supported on Windows Vista, therefore the Window 
menu is not available. If the active window is not supported by TMEEC the Window 
menu is unavailable.

The Window submenu contains the following options:
• Make Private (see Making Text Private in the Active Window).
• Sign (see Digitally Signing Text in the Active Window).
• Decrypt/Verify (see Reading Text in the Active Window).

Making Text Private in the Active Window
You can select and make text private in the active window without copying it to the 
Clipboard first.

To make text private in the active window:

1. Click the window containing the text you want to make private.

Note: Some applications, for example Microsoft Word, require that you highlight the text 
prior to making the text private.

2. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

3. Select Window and then Make Private from the TMEEC menu.
The TMEEC Wizard window appears.
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4. Complete the TMEEC Wizard (see Making the Contents of the Clipboard Private).

Digitally Signing Text in the Active Window
You can select and digitally sign text in the active window without first copying it to the 
Clipboard.

To digitally sign the text in the active window:

1. Click the window containing the text you want to sign.

Note: Some applications, for example Microsoft Word, require that you highlight the text 
prior to signing the text.

2. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

3. Select Window and then Sign from the TMEEC menu.
The TMEEC Wizard window appears.

4. Complete the TMEEC Wizard (see Digitally Signing the Contents of the 
Clipboard).

Reading Text in the Active Window
You can read private text in the active window. This is a useful facility as you can read 
private emails without needing one of the supported email clients (see System 
Requirements). For example, email received in a Web mail account.

To read private text in the active window:

1. Click the window containing the private text you want to read.

Note: Some applications, for example Microsoft Word, require that you highlight the text 
prior to starting the TMEEC Wizard.

2. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

3. Select Window and then Decrypt/Verify from the TMEEC menu.
The TMEEC Wizard window appears.
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4. Complete the TMEEC Wizard (see Reading the Contents of the Clipboard).

Forget Your Passphrases
You can remove all TMEEC passphrases from your computer. This can be done, for 
example, if you are sharing your computer you do not want other people to have access 
to your private files.

You can forget passphrases in two ways:
• By using the Forget Passphrases option from the TMEEC menu, or
• By using the Passphrase Options when configuring TMEEC (see Passphrase 

Options).

To forget passphrases using the TMEEC menu:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select Forget Passphrases from the TMEEC menu.
A TMEEC window asks you if you want to forget all passphrases.

FIGURE 1-43   TMEEC Forget Passphrases Confirmation Window

3. Click the Yes button.

All your passphrases are removed from your computer.

Closing TMEEC
If you want to close TMEEC you can use the Shutdown option in the TMEEC menu.

To close TMEEC:

1. Click the TMEEC icon in the Windows Taskbar.
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The TMEEC menu appears.
2. Select Shutdown and then Exit from the TMEEC menu.

TMEEC is closed.

Restarting TMEEC
If you want to restart TMEEC, for example, if you have downloaded a software update, 
you can use the Shutdown option in the TMEEC menu.

To restart TMEEC:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select Shutdown and then Restart from the TMEEC menu.
TMEEC is restarted.

TMEEC Status Page
The TMEEC Status Page provides information useful for diagnosing support issues 
with the TMEEC software and might be requested by support when responding to an 
enquiry.

To show the TMEEC Status Page:

1. Hold down the Ctrl key and click the TMEEC icon in the Windows Taskbar.
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The TMEEC Advanced menu appears.

FIGURE 1-44   TMEEC Advanced Menu

2. Select TMEEC Status from the TMEEC Advanced menu.
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The TMEEC Status Page appears in your Web browser.

FIGURE 1-45   TMEEC Status Page

Note: You can save the TMEEC Status as an XML file to send to support by clicking on the 
View Status Page as XML File link.

Working with Files
You can make files private directly in Windows Explorer. For example, if you share a 
computer you can make your files private so that no other user can open these files 
without your passphrase.
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Making Files Private with Windows Explorer
You can make files private directly in Windows Explorer. For example, if you share a 
computer you can make your files private so that no other user can open these files 
without your passphrase.

To make files private in Windows Explorer:

1. Open Windows Explorer.
2. Select the files you want to make private.
3. You can either:

• Right mouse click and select Make Private from the TMEEC submenu, or
• Select Make Private from the TMEEC submenu from the Windows Explorer 

File menu, or,
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• Copy the files to the Clipboard and select Make Private from the TMEEC 
Tools menu (see Making the Contents of the Clipboard Private).

FIGURE 1-46   TMEEC Submenu in Windows Explorer

The TMEEC Wizard Select a Destination window appears.
4. Select the folder that the private files are to be saved in using the Browse button.
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Note: If you select a folder that does not exist TMEEC prompts you to create the new 
folder.

FIGURE 1-47   TMEEC Wizard Select a Destination Window

5. Click the Next button.
The TMEEC Wizard Select Encryption Keys window appears.

6. Enter your email address in the field labelled The data will be encrypted to this 
Identity and click the Add button.

Note: If you have previously used the TMEEC Wizard your email address is stored in the 
identities box and you need to ensure that the correct identity is ticked.

7. Click the Next button.
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The TMEEC Wizard Complete window appears.

FIGURE 1-48   TMEEC Wizard Complete Window

8. Click the Finish button.

A new folder window appears showing the private files in the selected folder.

Note: If you chose not to have the Show encrypted files check box selected, this window is 
not displayed.

Decrypting Files with Windows Explorer
You can decrypt private files in Windows Explorer.
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To decrypt private files in Windows Explorer:

1. Open Windows Explorer.
2. Select the private files you want to decrypt.
3. You can either:

• Right mouse click and select Decrypt from the TMEEC submenu, or
• Select Decrypt from the TMEEC submenu from the Windows Explorer File 

menu, or,
• Copy the files to the Clipboard and select Decrypt from the TMEEC Tools 

menu (see Reading the Contents of the Clipboard).
The TMEEC Wizard Select a Destination window appears.

4. Select the folder that the private files are to be saved in using the Browse button.

Note: If you select a folder that doesn't exist TMEEC prompts you to create the new folder.

5. Click the Next button.
The TMEEC: Enter your passphrase window appears.

6. Select your email address from the list of available email addresses.
7. Enter your passphrase in the Passphrase field.

The TMEEC Wizard Complete window appears.
8. Click the Finish button.

A new folder window appears showing the decrypted files in the selected folder.

Note: If you chose not to have the Show decrypted files check box selected, this window is 
not displayed.

Opening Private Files with Windows Explorer
You can open private files in Windows Explorer.

Note: Any changes made to the file after it has been opened will not be saved back to the 
private file when you close it.
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To open a private file with Windows Explorer:

1. You can either:
• Right mouse click and select Open Private File from the TMEEC submenu, or
• Select Open Private File from the TMEEC submenu from the Windows 

Explorer File menu, or,
• Double click the private file in Windows Explorer.
The TMEEC: Enter your passphrase when the window appears.

2. Select your email address from the list of available email addresses.
3. Enter your passphrase in the Passphrase field.
4. Click the OK button.

The private file is opened in the associated windows application.

Configuring TMEEC
When you have installed TMEEC and obtained your key, you can configure the software 
to meet your individual needs. The TMEEC Preferences window can be accessed either:
• From the TMEEC menu (see Using the TMEEC Tray Tool), or
• From the Preferences icon in any TMEEC application, such as your Email Program 

(see Using TMEEC in Your Email Program).

Note: When using TMEEC Desktop in a corporate environment your corporate 
administrator might have set the values of some sections for you and hidden them 
from view.

General Options
The TMEEC Preferences window contains six tabs. By default it opens on the General 
Options tab. On this tab you can select the email address that is always able to read 
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private messages. There might be many email addresses on your computer if different 
users access their email from this machine.

FIGURE 1-49   General Options Tab

To change the default email address:

1. Select the email address to be used as the default from the Email Address drop 
down list.

2. Click the Set as default button.

Email Options
There are number of Email Options available to you. These options are only used if you 
have a supported Email Client (see System Requirements).

You can configure TMEEC to perform the following actions:
• Make new messages private by default.
• Automatically open TMEEC email messages
• Display digital signature information
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• Warn about invalid digital signatures

FIGURE 1-50   Email Options Tab

To change any of the Email Options:

1. Click the Email Options tab in the TMEEC Preferences window.
2. Click the check boxes next to the options you want to select.

Note: You can Click the check box of an already selected item to cancel that selection.

3. Click the Apply button to save your changes.

Passphrase Options
The Passphrase Options tab enables you to configure:
• Whether the system automatically remembers passphrases.
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• The length of time passphrases are remembered.

FIGURE 1-51   Passphrase Options Tab

To enable TMEEC to remember passphrases:

1. Click the Passphrase Options tab in the TMEEC Preferences window.
2. Click the Enable remembering of passphrases check box to select it.
3. Select the length of time to remember passphrases for from the Remember 

passphrases for drop down list.
You can select from:
• Windows Session (you will only have to enter your passphrase once during your 

Windows session).
• 1 minute
• 5 minutes
• 10 minutes
• 15 minutes
• 30 minutes
• 60 minutes
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4. Click the Apply button to save your changes.

Auto Update Options
The Auto Update options tab enables you to configure how you receive automatic 
software updates.

TMEEC automatically checks for updates every 24 hours and immediately after 
installation (see Checking for Updates).

If the Enable Automatic Updates (Recommended) check box is selected any available 
updates are automatically downloaded and installed. If the check box is not selected then 
you are prompted as to whether you want to download and install the available updates.

FIGURE 1-52   Auto Update Options Tab

To enable automatic updating of the TMEEC software:

1. Click the Auto Update tab in the TMEEC Preferences window.
2. Click the Enable Automatic Updates (Recommended) check box to select it.
3. Click the Prompt to reboot after installing updates check box to decide whether or 

not to select this option.
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4. Click the Apply button to save your changes.

Envelope Options
The Envelope Options tab enables you to select which envelope to use when sending 
private messages.

FIGURE 1-53   Envelope Options Tab

To enable use of a custom envelope:

1. Click the Envelope Options tab in the TMEEC Preferences window.
2. Click the Use my chosen envelope check box to select it.
3. Select the envelope you want to use from the Select Envelope drop down list.

Note: You can preview an envelope before applying your changes by selecting it from the 
Select Envelope drop down list and clicking on the Preview button.

4. Click the Apply button to save your changes.
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To install a new envelope:

1. Click the Envelope Options tab in the TMEEC Preferences window.
2. Click on the Install a new envelope button.

The Select envelope to install window appears.

FIGURE 1-54   Select Envelope to Install Window

3. Browse to the location of the envelope file in the Select envelope to install window 
and select the envelope file.

4. Click the Open button.
The Envelope installed successfully window appears.

5. Click the OK button.

You can now select the envelope you have installed from the drop down list of 
envelopes.
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Network Options
The Network Options tab enables you to configure you settings for accessing the 
Internet, for example if you are behind a proxy server.

FIGURE 1-55   Network Options Tab

To enable the use of a proxy server:

1. Click the Network Options tab in the TMEEC Preferences window.
2. Click the Use Proxy Server check box to select it.
3. Type the proxy server name or address in the Proxy server name field.
4. Type the proxy server port in the Proxy server port field.

Note: If the proxy server requires you to supply a username and password, enter your 
username in the User name field and password in the User password field.

5. Click the Apply button to save your changes.
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Managing TMEEC Keys
The TMEEC Key Manager enables you to:
• View TMEEC keys on your system (see Viewing TMEEC Keys).
• Export TMEEC keys (see Exporting TMEEC Keys).
• Delete TMEEC keys (see Deleting TMEEC Keys).
• Protect a new email address (see Protecting a New Email Address).

The TMEEC Key Manager window is split into three panes. The left pane shows the 
key hierarchy with keys grouped by their identity. The individual keys within the group 
selected in the left pane are shown in the top right pane with the key details in the 
bottom right pane.

FIGURE 1-56   TMEEC Key Manager Window

Viewing TMEEC Keys
You can view the details of a private or public key.

To view the details of a key:

1. Select the key you want to view from the key pane in the top right of the TMEEC 
Key Manager window.
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2. You can either:
• Right mouse click the key and select View Key from the Key menu, or
• Double click the key in the top right pane of the TMEEC Key Manager.
The Certificate View window appears.

FIGURE 1-57   Certificate View Window

Exporting TMEEC Keys
You can export private and public keys.

You might want to export your private key if, for example, you are going to use a 
computer that has no network access but you have private files saved on it. You can save 
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the private key to a disk or CD and then import it using the TMEEC Key Manager to 
the offline computer.

You might want to export you public key if, for example, you want to make files private 
on an offline computer.

To export a key:

1. Select the key you want to export from the key pane in the top right of the TMEEC 
Key Manager window.

2. Right mouse click the key and select Export Key from the Key menu.

FIGURE 1-58   TMEEC Key Manager Key Menu

The Save As window appears.
3. Type the name of the key to be exported.
4. Click the Save button.

The Key Successfully Exported message appears.
5. Click the OK button.

Deleting TMEEC Keys
If you are using a shared computer you might want to delete your keys for privacy 
reasons and re-install them each time you use it.

Note: If you try and read a private message and the key is not available on the computer the 
software will automatically download it for your identity providing that the email 
address is registered.
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To delete a key:

1. Select the key you want to delete from the key pane in the top right of the TMEEC 
Key Manager window.

2. Right mouse click the key and select Delete Key from the Key menu.

FIGURE 1-59   TMEEC Key Manager Key Menu

A confirmation window appears. You can cancel the deletion process by clicking on 
the No button.

3. Click the Yes button.

Protecting a New Email Address
You can launch the TMEEC Protection Wizard from the TMEEC Key Manager.

To launch the TMEEC Protection Wizard:

1. Select Register New Email Address from the TMEEC menu.
The TMEEC Protection Wizard is started.

2. Complete the TMEEC Protection Wizard (see Protecting Your Email Address).

About TMEEC
About TMEEC is an information only window displaying software installation 
information, copyright notices and user information.

You can view this information:
• Through the TMEEC menu on the Windows Taskbar, or
• By clicking on the About TMEEC button in any TMEEC application or email 

program plug-in.
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To view the About TMEEC window from the TMEEC menu:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select About TMEEC from the menu.
The About TMEEC window appears.

FIGURE 1-60   About TMEEC Window

TMEEC Modules Window
The TMEEC Modules window can be accessed from the About TMEEC window and 
shows the versions of all files installed during the TMEEC software installation. This 
information is only for support purposes.

To view the TMEEC Modules window from the About TMEEC dialog:

1. Click the TMEEC icon in the Windows Taskbar.
The TMEEC menu appears.

2. Select About TMEEC from the menu.
The About TMEEC window appears.

3. Click the Modules button.
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The TMEEC Modules window appears.

FIGURE 1-61   TMEEC Modules Window

My TMEEC
The My TMEEC Web site enables TMEEC registered users to manage their security 
questions and answers. It also provides many other useful features that are explained on 
the site itself.

Signing Into the My TMEEC Web Site
To use the My TMEEC Web site to manage your security questions and access more 
useful features you must sign on to the Web site.

To sign on to the My TMEEC Web site:

1. Copy and paste the following URL into the Address field of your browser:

https://www.myprivatepost.com/
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The My TMEEC Home page appears in your Web browser window.

FIGURE 1-62   My TMEEC Home Page

2. Click the Sign In link.
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The My TMEEC Sign In page appears in your Web browser window.

FIGURE 1-63   My TMEEC Sign In Page

Note: If you have the TMEEC Desktop software installed and are using the Microsoft 
Internet Explorer Web browser, you might see the information bar asking if you want 
to run the TMEEC Sign On Control from Trend Micro. If you click the information 
bar and Run this control you will experience a much easier sign on process (see 
TMEEC Sign On Control).

3. Type your email address in the Email Address field.
4. Select the radio button:

• If you have the TMEEC software installed on the computer you are using click 
the I have the TMEEC tools installed on this computer radio button to select it.

• If you don't have the TMEEC Desktop software installed click the I do not 
have the TMEEC tools installed on this computer radio button.

5. Click the Next button.
6. Follow the instructions on the Web site to complete the sign n process.

You are now signed in to the My TMEEC Web site.
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TMEEC Sign On Control
The TMEEC Sign On Control enables quick and easy sign in to the My TMEEC Web 
site for users with the TMEEC software installed using Microsoft Internet Explorer.

FIGURE 1-64   My TMEEC Sign In with the TMEEC Sign On Control

To use the TMEEC Sign On Control:

1. Select your email address from the Email Address drop down list.
2. Click the Sign In button.

The TMEEC: Enter your passphrase window appears.
3. Enter your passphrase in the passphrase field.
4. Click the OK button.

You are now signed in to the My TMEEC Web site.

Managing Your Security Questions
After you are signed in to the My TMEEC Web site you can manage your security 
questions.
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To manage your security questions:

1. Sign on to the My TMEEC Web site (see Signing Into the My TMEEC Web Site).
The My TMEEC Signed In page appears in your Web browser.

FIGURE 1-65   My TMEEC Signed In Page

2. Using the left navigation list select My Settings and then select Login Details.
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The My TMEEC Login Details appears in your Web browser.

FIGURE 1-66   My TMEEC Login Details Page

3. Update your login details by following the instructions on the Web site.

Removing TMEEC
You can uninstall TMEEC Tools using the TMEEC Uninstall Wizard.

To uninstall TMEEC:

1. Open the TMEEC Uninstaller.
You can launch the TMEEC Uninstall Wizard in two ways:
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• Select Remove TMEEC from the TMEEC v5.0 Start Menu folder (see 
TMEEC Applications), or

• From the Add/Remove Programs Windows Control Panel Applet.
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