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Chapter 1

Generating and Using
APNSs Certificate

Installing Trend Micro Mobile Security for Enterprise requires Apple Push Notification service (APNs)
certificate to manage iOS devices.

The process includes the following two steps:
1. Acquire an APNs certificate from your Apple development portal

2. Upload APNs certificate to Trend Micro Mobile Security for Enterprise Mobile Device
Management (MDM) server
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Understanding APNs Certificate

The Apple Push Notification service (APNs) enables Trend Micro Mobile Security for Enterprise Mobile

Device Management (MDM) server to securely communicate to your devices over-the-air (OTA). Each
organization needs its own APNs certificate to ensure a secure mechanism for their devices to
communicate across Apple’s push notification network.

Acquiring an APNs certificate is a partnership directly between your organization and Apple. Trend
Micro Mobile Security for Enterprise cannot provide or issue an APNs certificate to your organization.

Trend Micro Mobile Security for Enterprise uses your APNs certificate to send notifications to your
devices when the Administrator requests information or manage your iOS devices. Only the notification
is sent through the APNs server.

Device responds directly to Trend Micro
Mobile Securitv for Enterprise MDM server

Firewall
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Notification — Notification |
~ i | I
\ﬂ Apple Push | Trend Micro Mobile
= connG Notification service I Security for Enterprise
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Device responds directly to Trend Micro
Mobile Securitv for Enterprise MDM server

Figure 1 - Notification Process
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Generating an APNs Certificate

This section explains the process of generating Apple Push Notification Service certificate for iOS mobile

devices management.

Initial Steps

The following are the basic steps for Generating APNs certificate:

1. Create a Certificate Signing Request (CSR)
Upload the CSR to your Apple Development portal (Apple will sign your certificate)
Download the signed certificate from your Apple Development portal and complete the initial
CSR request

Note: Make sure that you have the following before you begin:

Apple Enterprise Developer account (developer.apple.com/programs/ios/enterprise)

Your developer account role must be Agent (Admin role will not work)

Mac OS X workstation or Windows Server with Administrator permissions

Safari or Firefox Web browser
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Generating an APNs Certificate from a Mac
Workstation

The following steps will guide you to generate an APNs certificate using a Mac OS X
workstation. For Windows Server steps you may skip this section.

Step 1—Generating a Certificate Signing Request (CSR)

1. Onyou Mac computer, go to Applications > Utilities > Keychain Access.

800 Utilities (=}
(<] ] 22 ] = [ m | Q

PLACES Shared Folder

= Deskiop [# Python 2.6 Exposé ¥ Preview:

/- Applications @ QuickTime Player ¥ Grab {'*'-»\

[}l Documents & safari # Grapher \ )

=9 5 ) -

SEARCH FOR =3 5"!”3:9 L=l Java Preferences

(L) Today Stickies | % Keychain Access | = ‘]_

= |[E@ System Preferences & Migration Assistant p 1\

(1) Yesterday . \

< . / TextEdit @ Network Utility / L\

o ¥

) Past Weel @ Time Machine @ Podcast Capture

[E] All images Utilities = % ¥ RAID Utllity . :

(5 ANl Movies 4| Gy WMware Fusion v © Remote Install Mac 05X v Name Keychain Access |

[ All Documents v | [l wireshark I B Spaces I Kind Application I

1 of 27 selected, 2.05 GE available 4

2. On the left pane, select login in the Keychain section, and then select Certificates in the

Category section.

3. From the top menu bar, select Keychain Access > Certificate Assistant > Request a Certificate
From a Certificate Authority. The Certificate Assistant wizard displays.

.'J LG RN File  Edit  View  Window  Help
About Keychain Access

4. Type the email address and registered Apple Developer account name in User Email Address

Preferences...

Keychain First Aid
Certificate Assistant
Ticket Viewer

Services

Hide Keychain Access
Hide Others

Quit Keychain Access

#,

CHA

Open...

Create a Certificate...

Create a Certificate Authority...

Create a Certificate For Someone Else as a Certificate Authority...
Request a Certificate From a Certificate Authority...
Set the default Certificate Authority...

Evaluate a Certificate..

#*H
3H

XQ—W

" login |
& System
System Roots

Name
Category

i All ltems
/e Passwords
Secure Notes
El My Certificates

? Keys
B Certificates

& Kind Expires Keychain

() [i)

and Common Na
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5. Select Saved to disk, and then click Continue.

sn00 Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting.
Click Continue to request a certificate from the CA.

User Email Address: mobile_dev@trendmicro.com L]

Common Name: | Trend Micro |

CA Email Address:

Request is: O Emailed to the CA
® Saved to disk
] Let me specify key pair information

( : y
Continue )

6. Select the location where you want to save the file, and then click Save. You have now created a
CSR request and are ready to upload it to your Apple development portal.

Save As: kemﬁcateSigningReques:.cer‘lSigningR E]

Where: | 5] Desktop He ]

( Cancel

Step 2— Uploading CSR to your Apple development portal and generate the
APNs certificate

1. Onthe Web browser, navigate to https://developer.apple.com/.

2. Click the Member Center link.

L IaK&] Apple Developer

[ > J1e5) (@ (@) & ][ 8] [+ [z ceveoperappiecoms e J{ar coosie 3

OO I Apple GoogleMaps YouTube Wikipedia News (1202)v Popularv Macr Gmail - Inbox Mac OS X Reference  MacUpdate  RemoteWakeUp

@ Developer Technologies Resaurces Programs Support Member Center | @

Design. Code. Build. Innovate.
Here's where it all happens for Apple developers.

i0S Dev Center
Find a wealth of technical resources for developing
innovative applications for i0S.

Mac Dev Center
A complete set of resources for developing with the
powerful technologies in Mac OS X.

Safari Dev Center
Resources for designing and creating websites and
extensions for Safari.

Join us for a preview of the

® e
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3. Signin with your Apple ID and password.

‘ Developer Technologles Resources Programs Suppert Member Center (@,

Member Center

Manage your account and access the resources and benefits included
with your Developer Program from the Member Center. Sign in using
the Apple D and Password associated with your Developer Program.

Sign in to the Member Center

Apple 1D mobile_dev@trendmicro.com
- Password
l > E Forgot Passward?

Not registered as an Apple Developer? Learn more about our programs »

Shop the Apple Gnline Store: (1-00-MY-APPLEL, visit an Apple Retail Stare, or find 2 reseller. Mailing Lists RS Feeds

Copyright © 2011 Apple inc. All ights. resarved.  Terms of Use | Privacy Policy

4. Click iOS Provisioning Portal.

Wember Center - Apple Developer
:/ /developer.apple.com/membercenter/index.action

& Developer Member Center

Peaple

& Q- Google

Programs & Add-ons Your Account

Organization: Trend Micro incarporated Hi, Yaozhou Xu | Log out

Developer Program Resources Developer Program Overview

Read about accessing the resources and
Technical rces and Tool
echnical Resources and Tools m benefits of your KOS Developer Program

e Dev Centers. | 10 Pravisioning Portal

Quickly access & range of eechnical B0 Provision h et yolr Aot oa joor IR
resources. X2 ipada od ouch
kot News and Announcements ‘.
’ Get app submission tips, learn about new =
Community and Support features. in Tunes Connect and receive

‘guidance on developing and marketing your

Apple Developer Forums (7, DeveloperSupport I
x Discuss technical topics with othar Request technical or daveloper program
develapers and Apple engineers. supgort.
Tachwicat | :roprani ADC Premier and Select Members
Learn abaut accessing your ADC membership benefits and
resources.

Learn more »

Tip: If you do not see the iOS Provisioning Portal, your development account has not been
setup for iOS development.
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On the left pane, click App IDs, and then click New App ID.

ano "App IDs - 105 Pravisioning Portal - Apple Developer

([l (@](0) (@] 4] mos
Wikipedia

bundies/index.action

oper.apple comjosmanage

m

o Developer Technalogies Resources Programs Support  Member Center (G [
|

|

Provisioning Portal : Trend Micro Incorporated o 0 105 Dev Center ;
Home J
Cenificates Manage How To !
New App 10 l

m App IDs e d. |

f

Provisioning App IDs are an integral part of the i0S Development and Provisioning Pracess that allows an application to communicate with the |
Apple Push Notification service and/or an external hardware accessary. In addition, an App ID can also be used to share keychain |

Chmrin ot data (such as passwords) between a suite of applications. v

An Aop 1D [s the combination of a unique ten character string called the “Bundie Seed ID" and a traditional CF Bundle ID (or Bundle
Identifier). The Bundle Seed (D portion of your App ID €an be utilized 10 share keychaln access between multiple applications you
build with 3 single App 1D. In additian, It can be incorparated Into any external hardware accessories you wish 1o pair your 105
apolication with. Registration of your Ap 1D is. required to utiize the Apple Push Notification service (APNs) and 1o register an
application o incorporate In App Purchases

The Bundie Identifier portion of an App 1D can be substituted with a wild-card character (asterisk ") so that 4 single App 1D may be
used 1o build and Install multiple applications. If the wild-card character is not used, the Bundie identifier portion of your Agp 1D
must be input as your CF Bundle ID in Xcade @ allow the application to install on your device: The Bundie Seed 1D portion of your
App ID does not need to be input Into Xcode. Wild-card App IDs cannot be used with the Apple Push Notification service or for In
App Purchase.

For more information on utilizing the Apple Push Notification service, view the
the App D How-Ta as well as the Apple Push A ion tapic in the Apple De:

service Programming Cuide,

For more informatian on incarparating In App Purchases into your applications, view the Store Kit Programmir
How-Tas, and the (Tunes Connact User Guide for setup instructions,

de, the Aop 1D

Loading “Hiigs [/ Geveloper appie com/ios manage bundles/indea acion” compricd 13 6f 14

Fill in the applicable fields. The Bundle Identifier (App ID Suffix) notation field must be
“com.apple.mgmt.mycompany.tmms” (replace mycompany with your company name).

Click Submit. The App ID that you have just added, appears in the list.

Add App [Ds - 05 Provisioning Portal - Apple Developer

olle E + [ rmeps:/ /eveloper.anpl /add.acton O Google )

Provisioning Portal : Trend Micro Incorporated Go to 105 Dev Center
-
Home |
Certificates Manage How T :
Devices. |
Create App ID |
|
|
Provisioning Description |
|
Distribution l
stion you specity will be used |
|
TR MG MO ] Yos camnot use special characters a5 , & *. " In your description |
|
Bundle Seed ID (App 1D Prefix) |
|
Generate a new or select an existing Bundle Seed ID for your App ID !
|
Generate New (4] P hat will share th |
|
|
Bundie identifier (App 1D Suffix) o

2 unigue identifier for your App ID. The recommended practice is o use 2 reverse-domain name style string for the Bundie

fier portion of the App ID.
comapple.mamLmyGmpARy IS ] Example: com domainname.appuame
1T adé.acton”, completed 4 of § iems

Note: Note down The Bundle Identifier (App ID Suffix) notation value. You will need to provide
this value to the Trend Micro Mobile Security for Enterprise MDM server.

11
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8. Click Configure.

ACA25C9Y65.com.apple.mgmt... © Configurable for Development e
- Enabled © Enabled Configure
Trend Micro MDM © Configurable for Production L)

Tip: If you do not see or cannot click Configure, verify that you are signed in with the Agent

role.

9. Select Enable for Apple Push Notification service, and then click Configure for Production Push
SSL Certificate.

L.Eakal App IDs - 105 Provisioning Portal - Apple Developer
4lx hw)( @] [@][&][®][+][CIntp/ deveiaper.appie 1896 32 lQ- Goog
O] B Apple CoogleMaps YouTube Wikipedia News (1202) Populars Macw Gmail -Inbox MacOSX Reference MacUpdate RemoteWakelp
Provisioning Portal : Trend Micro Incorporated Go 1108 Dev G
Home
Manage How To |
Configure App ID
; up your App D for the Apple Push
mation on utilizing the Apple Push
Disurib a5 the Agple Push Not
ific Client SSL Ceruficate: A Cliént SSL certficate aliows Your nOUfICATIon Server To CONNECt ta the ADple Push
Notification service. You will need 1 create an Individual Client SSL Certificate far each App ID you enable 1 feceive push
naifications.
2. An Agple Push Notification service compatible provisioning profile: After you have generated your Client SSL certficate, ereate
a new provisioning profile containing the App 1D you wish to use for notifications
Once the steps above have been completed, you should build your application using this new provisioning profile.
E Trend Micro MDM
ACAZSCOYES com apple.mgmt mycompany.tmms
4
# Enable for Apple Push Notification service
Push SS5L Certificate Starus Expiration Date Action
%) Development Push S5 Centificate Configurable Configure.
%) Production Push SSL Certficate @ Configurable Cantigare.
——— B —————

Tip: If you are unable to select Enable for Apple Push Notification service, try using Safari or
Firefox Web browser, and verify that you are singed in with the Agent role.

12
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10. SSL Certificate Assistant wizard will appear, instructing you to create a Certificate Signing
Request (that you have already created in Step 1). Click Continue.

Apple Push Notification service S5L Certificate Assistant

Generate a Certificate Signing Request

To request an i05 Development Certificate, you first need to generate a Certificate Signing -
Request (CSR) utilizing the Keychain Access application in Mac 05 X Leopard.
e

A Launch Keychain Access
A In the Applications folder on your Mac, open the Utilities folder and launch Keychain
(&)

Access.

« Within the Keychain Access drop down menu, select Keychain Access > Certificate
Assistant > Request a Certificate from a Certificate Authority

# Inthe Certificate Information window, enter the following information

In the User Email Address field, enter your email address

In the Common Name field, create a name for your private key
(eg. John Doe Dev Key)

« In the Regquest is group, select the “Saved to disk” option
# Click Continue within Keychain Access to complete the CSR generating process

.

11. Click Choose File and upload the Certificate Signing Request file that you created in Step 1. (For
example, CertificateSigningRequest.certSigningRequest2).

12. Click Generate.

Apple Push Notification service SSL Certificate Assistant

Submit Certificate Signing Request

The creation of a CSR will prompt Keychain Access to simultaneously generate a public and
private key pair. Your private key is stored on your Mac in the login Keychain by default and
can be viewed in the Keychain Access application under the "Keys" category. Your i0OS
Development Certificate will be the public half of your key pair.

Select the Certificate Signing request (CSR) file that you saved to your disk.

e e———
[ Choose File ) | | Certificate...i 2

13



Trend Micro Mobile Security 7.1

When completed, the following screen will appear:

Generating your Apple Push Notification service SSL
Certificate =

Certificate Name: Yaozhou Xu

o Your APNs 55L Certificate has been generated.

| Cancel 10 Back Continue

13. Click Continue to move to Step 3— Downloading and Installing your APNs Certificate.

Step 3— Downloading and Installing your APNs Certificate

1. Click Download to save the .cer file to your computer.
o e

Download & Install Your Apple Push Notification service SSL
Certificate

Step 1: Download
—| Yaozhou Xu's Cert..

Download your APNs S5L Certificate to your T——
Notification Server. Your private key should also ! Download )
be installed on this server.

14
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2. Go the location where you downloaded the file, and then double-click the file to automatically
uploaded it to Keychain Access and complete the signing request.

3. Go to Applications > Utilities > Keychain Access.

4. On the left pane, select login in the Keychain section, and then select Certificates in the
Category section.

5. Verify that your Apple Production Push Services certificate appears on the list, and it has an
associate private key beneath it when you expand it. If you can see the certificate, follow the

next steps to export the certificate and upload it to the Trend Micro Mobile Security for
Enterprise MDM server.

ano Keychain Access
‘gﬁ Click to lock the login keychain. ‘Q
Keychains
&' login Trend Micro
- \p/ (ind: private key, RSA, 2048-bit
& System 'I/ Usage: Any
System Roots 3
Name & kind Expires Keychain
Gy =] Apple Producti. QYN':ACA25C9YE5 certificate 2012-5-11 FF11:13:40  login
A Alltems
A.. Passwords
Secure Notes
E] My Certificates
@ Keys
=] Certificates
Li] Litem 7
Tip: If you do not see your APNs certificate or the private key is not showing, verify you have

the login keychain selected, the Certificates category selected and your certificate key

has been expanded as show in the figure. If you still do not see your certificate, repeat
all of the steps above.

6. Right-click (or control+click) on the private key and click Export.

Keychain Access

I !ﬁ Click to lack the lagin keychain. a
Keychains i
&' login - Trend Micro
- o’ tind: private key, RSA, 2048-bit
& System 1/ Usage: Any
System Roots

Name 4 Kind Expires Keychain
SN - Apple Producti...QYN:ACA25COY65 certificate 2012-5-11 £ 11:19:40 login
i Allltems T Trend Micro : s

. Passwords
Secure Notes

E] My Certificates

@ Keys

=] Certificates

Copy “Trend Micro”
Delete “Trend Micro”

Export “Trend Micro”...

Get Info

Create a Certificate With “Trend Micro”.

Request a Certificate From a Certificate Authority With “Trend Micro”..
Create a Certificate Authority With “Trend Micro”...

= + ][ i [ Copy

Titem

15
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7. Choose the file name and location where you want to save the file, and then select Personal

Information Exchange (.p12) file format.

Keychain Access

i i@ Click to lock the login keychain.

Keychains

o login

a s gl Save As: TMMSAPNsCertificates v
ystem _

System Roots Where: | (5] Desktop v

Nar
Category File Format: | Personal Information Exchange (.p12) -
A All ltems

4. Passwords

/ T p—
Secure Notes [ Cancel ) ( Save
E My Certificates
@ Keys

o Certificates

Copy 1 item /il

Tip: If you only have the option to save as a .cer file rather than a .p12, then you are not
correctly exporting the certificate. Make sure you selected the private key to export in
the last step, and your file format is Personal Information Exchange (.p12).

8. Click Save.

9. Choose a password for exporting, and then click OK.

Enter the password for exporting:

& {5”.

Password: ssssssssssssssss ?

Verify: ssessssssassrass

[ |
Password Strength: Excellent

Details

@ (Cancel ) ( OK

Tip: Make sure to remember the password, or keep it in the secure place. The password will
be required when uploading the certificate to Trend Micro Mobile Security for

Enterprise MDM server.

16
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After completing all these steps, you should have the following items:

e APNs certificate (.p12 format, not .cer format)
e The password that you set when exporting the certificate

You are now ready to upload your certificate to Trend Micro Mobile Security server.

Generating an APNs Certificate from Windows
Server

The following steps will guide you to generate an APNs certificate from a Windows Server. If
you have already generated your certificate from a Mac OS X workstation, you can skip this
section and upload your certificate to Trend Micro Mobile Security for Enterprise MDM server.

Step 1—Generating a Certificate Signing Request (CSR)

1. Go to Start > Administrative Tools > Internet Information Services (11IS) Manager, and select the
server name.

2. Double-click Server Certificates.

Note: The version of IIS server is 7.0 in this document.

17
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3. From the Actions pane on the right, click Create Certificate Request. The Request Certificate
wizard appears.

S, Server Maruger (P11} ntarit tnkormatin cui (115} Manader
= | Roles 2 -
P Sarvices =
= K web Server (115)
W) Iterret Information S
o Server Certificates
5 g Fevtes @l I8 L i
| 3 St Page
1 costeran L5 " [Ty that the Web . Creats Contficate Reguess,
B c2oeage :"{‘a:”::m“‘" with Web stes confipured for S5, Cormglate Conbente oot
= 4l st b = | tsvmd To Lttt ot
Whtle TMMEMLI0H e
gl P Creats Sel-Sgned Cirtiicats.
L] e || e
Orine 1l
Al i L]
als " olat I | B

4. In the Distinguished Name Properties window, type the following:

e Common Name—the name associated with your Apple Developer account
e Organization—the legally registered name of your organization/company

e Organizational unit—the name of your department within the organization
e City/locality—the city in which your organization is located

e State/province—the state or province in which your organization is located
e Country/region—the country or region in which your organization is located

Request Certificate HE

Distinguished Name Properties

gV

Specify the required information For the certificate. Statefpravice and City/lacality must be specified as
official names and they cannaok contain abbreviations,

Common name: Imoblle_dev

Qrganization: ITrend Micro

Organizational unit: ITMMS—

City locality lNanJ\ng—

Skatefprovince: lJIangSLI—

Countryfregion: Iﬁ j

Erevious | et I Einish Cancel

5. Click Next. Cryptographic Service Provider Properties window appears.

18
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6. Select Microsoft RSA SChannel Cryptographic Provider in the Cryptographic service provider

field and 2048 in the Bit length field, and then click Next.
Request Certificate EE
I Cryptographic Service Provider Properties
8
Select a cryptagraphic service provider and a bit length. The bit length of the encryption key

determines the certificate’s encryption strength. The greater the bit length, the stronger the security,
However, a greater bit length may decrease performance.

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider j

Eit length:

Previous | Mext I Einish | Cancel |

7. Select a location where you want to save the certificate request file. Make sure to remember

the filename and the location where you save the file.

Regquest Certificate

/|| File Name

all

A

Specify the file name For the certificate request, This information can be sent to a certification
authority For signing.

Specify a file name for the certificate request:

IC:\CertificateRequastltxt S |

Previous | Text | Finish I Cancel |

8. Click Finish. You have now created a CSR request and are ready to upload it to your Apple
development portal.
Step 2— Uploading CSR to your Apple development portal and generate the
APNs certificate

Refer to Step 2— Uploading CSR to your Apple development portal and generate the APNs
certificate for Map OS X for the procedure.
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Step 3— Downloading and Installing your APNs certificate

1. Click Download to save the .cer file to your computer.

Apple Push Notification service 55L Certificate Assistant

Download & Install Your Apple Push Notification service SSL
Certificate

Step 1: Download
—1 Yaozhou Xu's Cert..

Download your APNs SSL Certificate ta your

N —
Motification Server. Your private key should also ( Download )

be installed on this server.

2. Copy the .cer certificate file to the same Windows Server computer where you created the
certificate request file.

3. Go to Start > Administrative Tools > Internet Information Services (IIS) Manager, select the
server name, and then double-click Server Certificates

4. From the Actions pane on the right, click Complete Certificate Request. The Complete
Certificate Request wizard appears.

T —— @9 Server Certificates FEE—
CRETE || ¥ Topert
W St Page . .
] and manage that the ek Croata CaFein Baome
9 Wl‘im?:y*”? erver i b st e sk et confeped for 5. Corplote Crrifatn Becue.
5 4l Sees L — . T I — o
W THME-YHEI000 Create {oman Certficate. ..
Pl Crmate el Spd Corificate.
THMEL WS008 W ren
Qe Help
o e——] =]
Fratures View | Contert View
Ready o
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Select the .cer certificate file that you downloaded from the Apple Developer Portal, and type
Trend Micro Mobile Security for Enterprise MDM APNs in the Friendly name field.

Complete Certificate Request H

Specify Certificate Authority Response

i

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response,

File name containing the certification authority's response:
IC:\apsjroduction_identity-1 et |

Friendly name:

Icnm. apple.mdmiis. trams|

Cancel_|

Tip: The friendly name is not a part of the certificate itself, but is used by the server
administrator to easily distinguish the certificate.

Select OK. The certificate will be installed on the server.

Verify that your Apple Production Push Services certificate appears on the Server Certificates
list. If you can see the certificate, follow the next steps to export the certificate and upload it to
the Trend Micro Mobile Security for Enterprise MDM server.

Right-click on the certificate in the Server Certificates list, and then click Export.

WY tntrrnet Information Srevees {H15) Hanager

Ges (%5 ma .
G ow e
_. W Server Certifica
& L8 U:q o tes Tepurt..
N st P o
& i V;‘mﬂh Ling this Festur b0 roquest and manage certifcates that the Web server can use with Web stes configared Crepte Certfrate Roqued.
o Apckcahon Pocks ek 3 . Complete Certirats bgusst.
s Ste M= | tsmmd Ta | tvamd by P T
[ = [T e e 11
Pl Prgl [ R
THMS-HE2008 =
gt Export
e
Crmate Corbicats Baguest o s
Comglats Cartfente Rigust -
L
Crote Comar e telp
Create Sef-Sored Certiicate.
e
Export.
[
T
L
e v
a 1 |
al 13 [Tresures vew |- Contact vaw
Feady g
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9. Select the location where you want to save the file, choose a password for exporting, and then

click OK.

Export Certificate EHE
Export kot
IC:'l,com.apple.mdmiis.tmms.pfx |

Passward:

Confirm password:

a4 I Cancel

Tip: If you only have the option to save as a .cer file rather than a .pfx, then you are not
correctly exporting the certificate. Make sure you selected the correct file to export.

Note: Make sure to remember the password, or keep it in the secure place. The password will
be required when uploading the certificate to Trend Micro Mobile Security for
Enterprise MDM server.

After completing all these steps, you should have the following items:

e APNs certificate (.pfx format, not .cer format)
e The password that you set when exporting the certificate

You are now ready to upload your certificate to Trend Micro Mobile Security server.

22
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Uploading APNs Certificate to
Mobile Security Server

This section explains the process of uploading Apple Push Notification Service (APNS) certificate to Trend
Micro Mobile Security for Enterprise server to start managing iOS devices.

Note: Make sure that you have the following before you begin:

e APNs certificate file (the .pfx or .p12 format, not the .cer format)
e The password that you had set when exporting the certificate
e The administrator account of Trend Micro Mobile Security for Enterprise MDM server

To upload APNS certificate to Mobile Security:
1. Open Internet Explorer, and log on to the OfficeScan Web console.
2. Click Plug-in Manager in the main menu.
3. Do one of the following:

e C(Click Administration > Certificate Management, click Add, select the Apple Push
Notification Server certificate from the hard disk, and then click Save.

Add certificate x

Certificatea: | Browse... |

Save | | Cancel |
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e Click Administration > Policy Server Settings, click iOS Settings tab, and then select the

Apple Push Notification Server certificate from the hard disk in
then click Save.

the Certificate field, and

Summary Device Management Updates + Logs ¥ Notification

Policy Server Settings

hd Administration ¥

Help

Common Settings i0S Settings BlackBerry Settings

Simple Certificate Enrollment Protocol (SCEP) Settings

SCEP user URL: _jJ http://10.64.40.238/certsrv/mscep/
SCEP admin URL: _}'J http://10.64.40.238/certsrv/mscep/
User account: _jJ administrator

User password:

Certificate namea: _}'J enrollment

Subject: _}'J

O=Trend, CN=Enroll

Apple Push Notificati

Certificate type: _jJ @ Production () Development
Ceartificate: _jJ Apple Production 10S Push Services: QE4GKSFQY

PNs name:

com.apple.mgmt.trend.mdm.internalbeta

Profile Signing Credentia

Profile Signing Credential: _jJ Apple Production 105 Push Services: QG4GKBFQY ~

Save Cancel

After completing these steps, you can now manage your iOS mobile devices

. Refer to the Installation

and Deployment Guide and Administrator’s Guide for the detailed installation and management

procedures.
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