N\
)

I
a
N

EEARLEE 2020 F& A THH




AE FUTURE IS
CGM PLEX

EXPOSED

- MISCONFIGURED
" BDEFENSIBLE

NV BE[RSECUIRINTY [IN]

%2020




B
1 RE

AR 2020 &L TEE

2020 FREEE ZHTTFRIRR - TG A E 2R B
BT » B TEE R AN 3R B - 2020 F R

o MR E 2 ERL S B AR — 1A A RAIILTE
B - MEESILTERES - EITETE S RIS L R 2B 1E
oo MEFAN - B SFREE  RERERFER A B RS A0 IR ER
JT16] ~ R o LR s o

B HRED - LR SRR IRAE LD KSR TR - ERERA
WE o EEBE A AR DERE EEEMAER o R
T EEHEEASRNERER » I a2 IRE -
It FEE % B AR A FE AL RE R B R R 2RI BRSE - ANt
REMEMTEVZ M2 R AR

e — e RAEERRN BRI A0 BOIENER ~ IR A

PIRIES BB E PRAKERE - NERELAGH I

BWHEE - B0 - Edmi) H i 5 FoRF (e A\ R SEan b i m - fH

REENE FBERLE NZHT T REME A - SRR E R i B R

FRRERIVEE - ] e AR & A RRIIRIR - 512EBL % s -

1 ZE R P T W ) B R & SE NI - [RIFRR& s & [
BT - BIANA TR (AD) - WA BREREFRR

M 2020 FEELTRHIREE | BISREE ZETE 4 BRI B
BEFAHIBEN T © SCHATHER B ST R R AT RE S A HY
AL > TRHs D B i - R B R R R R £ )
B o a8l BRI B BB 3R 1E 2020 R ARKE
T T RS 22 iR A PR B B E BRI - REMCH AR TRIR -



THE
FUTURE
IS

C
O
M
P
L
E
)

/

e

»

D H G @

I A N O N
f R M T

F D) L P R
I 2 V4 L

C U Z E C
U L 1 X A

JANZ

W& 2 B R BT 2R e 3 Bl m ZE
JLIREB A BN A RS IEER I LI B
FIJ o i HL AT SR AU
i B thIREE LA & AN SRRk
REHTHIEE -



y/

B9 L AT AR A L R 30 S
S R B T AT HE I LA

FMUEE B AR A R E AT B IR B S T A S A E - BB B EmE T E T E - R
A REE Y — LLRRBRMAY B B IIRE A T i > B R Ry IS S AT RO B TR AT IS0  (BANSRAE R E R B
ST > AIRERERLE A SRR B AN - (R ZR B AR IR B -

SME IR - ROH b — e W WREBE 1S LR R o I TR » E Rt R S SR 5
RUES » SUA Al REFE AR E HIRBURIEHEIBRIIED - B0 - B rIse REEUCRATRE RS - Alrti# [
BREUIRIR © K5 > Microsoft Jet Database Engine F) (B ZF 5 2 IRif BIHE B R SE 2B 1 » A PLFTRE (R (B8 152

il MABUEHERR! « 54 » BIE BT Cisco % HI S FLLIT » SR eI B R ARG B~ 72 2
FRE .

B G H R B & i R R PR AR AR 2R SR AU A DB - M & P SE T AR AP 22 - 181
A0 > TEAE FHTBE R ] AR B R 5 22 (8 (o P AR 2B ) Ol 7 i i Z TR S BB R B R il o

BT ARUE SRR > SE B EREAE b BRI R e R e iR R L B IR
7E - BiHE BRI R AR o

R L IEEEE S O PR s 5
RETH RS S o

We R LB RPN R - h PR AR RS NETEGE - e TS L - GRS TEEEE A G - B
M—LLmEBRIAC S » Bl ERfia B E SRR =Tt R o R - SRR (5 — i n] /£ 5 52 B
B 52 ML BB REGRATRORT /T IE + TR S R I ] G AD SR SE B A I BT AOE AL » ED
PRAEEBERE b o Pt EHERFE AR D FTRE TRIBKFFRR ) (exit scam) JEBEHUMERSICTRER - AR A
AR AR GRS TS -

BER (SRR i ELICIEARFS (Crime-as-a-Service) AT » IHE SIS D SE LR BT HERR W
FATE ©

AR 2020 &L TEHE

WA



- Eﬁ_\—_'z‘. |:[ b &' S
BEACERITEL ATM BB ISR T
_( \/ AV l—:ﬂj‘
AR Ay I EE H A o
2020 & > B IEEISERI TEL S (R M TR R SR N EE S IR EE R E o TEEN » #3 E S5
Bk A BRI /AT 2GS BRATEI S A6 » BT » BB 58 AR (TR 54 (Revised Payment Service
Directive » fff PSD2) 7EBREE (F=0A4E%% » BN E R FHFEERESRIE T E SRER7 - THIGR T Tk
ZIETEEE o (BB A BT ES I 2 M E LR « (8T APLIRIREHT B8RS & A FERR M
S o I N AT E L E TN — LE FE B A ¢ (CR RN E RTINS » FIE B TE LRE -
ATM I SEE BTG SV BB TE NS B ANESE » Cutlet Maker ~ Hello World 2 WinPot 5558 & 2 8 fd 25 2 H B
AR ERE S o« FMTERHELE ATM EEE N FHESEH T 5 EIR I S & E Ay {ire -

Deepfake 5% 25 % 17 ESR 1B SEHY
I {EFT R -

LA BB FEERR LR A TR AR K% AR B I RRUFFBREE Y ERAVIBDUE I IERL S R A
i o ANt - FAMTERE 2020 S HIERE A BRIl CLER AT B HEREFEER o AT S0 E ST @E FTER
VB RIBLEMR R ~ R & - BN A E AT 2R EEEMEE - ELE SRR - Bl B ATE S
W ALH) T Deepfake | G IBEEIIT? o Deepfake HUNEEEAEE & A\IEE - [N A HIR A R AR EEARER
B NEIBR R BB - ARACHE n] 5§ i 8 & e B L ABR LA, -

2019 FEAA MR ILITEEEER AL BAZEE B TR S AR E LA TR - —ZRelR B3R HA
It ZBRIESL T 243,000 ETT 0 MERZFEGIF - FEEREEIERZ M AT R HETRIVE S - RAKHES
B2 & (/] Deepfake KRB RERR AR - 7FbR (38 B T HFCHBUHE FELEBISEIRE - BLAD - iRy
SR EBR (BEC)' R Bify S FFBR i BRIACE Sl - & (e &G BB & B T B Rt - SE G FARCE
F Deepfake 5 & AR E B FTE B o 360 CXX MR FE I EMEFFERIVEE B > R B A EH
HIE A TR ~ &k  GREEREER FE s [RILHOM 75 18 -

Google EfRHt T KB Deepfake 2 TN B 04T - LU T BERZANAIHIRIAE L i L & A IR & 2 © (@
& Deepfake 7F8 H A1 HIZWEE - (HE TMLEFGE G 73— L Deepfake & HIFFEL - BIAN - BRFLE
o~ EFENG ~ FEEM KB AFE o ARSI thE Z R MR D B ES 2

FERRE MR AEE AR PS R (MSP) 2
RO R VB ARSI N ESE -

4 B 3 BGBUIREZ= I MR AT e 5 H H 2 E TR - Rt & A BB E S b3S B FESEACEERH
1S4 B B AR B RE P < S MR BRI B R A 3B 5E = T kR (40 MSP) HYSER(E(E -

R 2020 FEZTEE

NN NN



AR E R B A TR AN R REA (H TESE L R » (AN (RS HCRE ST B AR 38 = 05 RS sy - AR e =0
ABREEZES  WATTEEL 2020 SFER7EF NSRRI G —RIBUL - ([BRIEH 3G 2Bl o H EE R
FEECEEIMY - HE SR =TT R R rTRE & A 2 (AR (RSB -

BEfHEFESERE) MSP — ELEEIALR - 5@ AT REETMT I K M HALRTR - S EG L AR =T iRFs s - Rk
FEEAIEAE SRR A AL R E FRUBRE HESF - BE LS HIEREEE 5 s g - 4
B ESEARGEEREEEES - G0 KRR IER LN A BN E AR - S
HARF S % T RI2 AT B IEGRAOE R SRR SRR » AR - SR E B R g E - thE R % -

i

Ko RS E T TR > (SR E R TR IR S b A+ MR B — LRI IR - R AR R
AR TR A AR 25 (LR B B TRy

BRI TATiE sl B
SRR

445 A Microsoft ! T —IHEHTAIE W CVE-2019-0708 J& {8 H AHEHAZ A IBEIT (RCE) il » E5t2
{6 TBlueKeep | il © BEtR » 320 R BRI T2 JURLIEFTAE M — LR B Windows & Ui 5 I AR ES
WOl o FFSE IR 7 T aliRaa by Frrk - (EEERE R EZ N H RIAmRE R 2017 Fiafm 25K

BB B G B EH) WannaCry Bh3RIR & —HofVEIREL - T - 25 —E U BlueKeep IR FHEHE
FHEERE - 1T BT Z A E SR B o 2 AT e — (8 SR AT BB IR Metasploit f24H » AN AN

FEHAEELUER » M8 EternalBlue IR EF2 AR T (E

FRIE R AR FAE & FFEEH 5E 2% H R BlueKeep FVH R » IHAMI S BERE RAH Mt B AIANIHRA SR S - —Lk
JE FHE1Z B 8E 5 € » 411 Server Message Block (SMB) F11 Remote Desktop Protocol (RDP) A AKERF K £ 8% % 3t
[ AR AR BRI o B HAEAY WannaCry F1 NotPetya #1532 JR 852 FIl i SMB @ E i RDP 5
A ERIE Z MR IESFE > BR T BlueKeep &I ZIZI1 » TSI B A B ZRIFREHI AIZRIE2 - BilAn
SamSam )RR GRS E RO F 1L E R FE(EIMY RDP GEHEHR o

b
e
H

i

=

F—EFAREAG R Ry (S EASR BRI - 91{L (Deserialization) Il © @ IEE HHE R YL
IR » & — RS R B RHOIRIR > ANR AR B SR FE IR T 1EIS AT E R AP A EE B R 2
B EMEPT S EATE AR - IR —HEEF 2 B GES AR - HEERE RN —
T A] AT B E AR I o PSRRI S TERE R SOAZE » B2 At IFAE R - R B SI Lo it
WIERMEREED IR P2/l - B A G eaE — NS IR ERE I AR - Bt DUEEILRIB & & T
EEF A SRS SR HE AR LB R E - SIS DIE AR U Rk 8T -

Bl LA B ER B 25 TER A LU RE B T BB AR R > B EL A G TS PRSI LIl » B i BE 2 5 U Rt 5
EROFERIRE - T HIERE B B TIZECHE - BB SRR BRI th— % - PP LB I LR Java FEFIRER
R E R o BRSS9 E AR SR AR A A2 o SRR BRI T SCHE R
5 WLIEREIRHE BRI DU B R BEE A RS - it HL 158 75 T ) e B R 17 25 I 1 8

R 2020 FEZTEE

NN NN



. [ ] I.
i f ;- .' f."l
e '/// / /’( ;f_f' fl_f ;.-'
b / /
£
s A /
; e '/// /
= =24 F /../ /
THE
FUTURE
IS
A\
U V O E B U
N U 2 X R N
S L = P O P
A N N @] A R
F E E S D Q

\Q

AR > BHEHIRE A A SR LU ARl
(IT) BLEE 0l (OT) B A HARAUHTE I

LS




)

A1 /‘/\':

MR [ j: [m--
TR TEEE EH A HE ToT 28

SNEE R/

a%nﬁ%+ﬁ@
BRGS0 SE B E Bl B R B AL B B Bl AT 5 IR B A 22 N B S () - 2 EE i B B )
W\ o & 51| FEE S PR B Y RE AR A i sk R Et A\ B BHZETS FRY%IEE - IRIGELER > B
HHIEE » BUETERZENE I TR -
BN FER I [oT B AEFRY R » MIRILIRERE H RREER HEIGESF A 1oT Z-IE KR I A X

ER  FEFRR 5G HRE AT AR RATED - 10T BORAVENIBEXEE TERFREE - (EARAHEREC TR ER
g% JiER o Hrp o B ER R ] e Rz — -

\—Fr
=
EE
|
=
&

HAl > MR ILTREE E e T A AT aR Al AR S A B AR - 35 iR T N e H B
REE T F - BHATER T 6 B EUe S TEEmE R - B ErE B BEH A ESE R AT AR AT 2
LB R (PLC) MHBAR BB ST 3w -
ENEEEHEE RN IoT & > HIATGE IR 2B & TR BEAdRE & 1 > Rl Rl g 10 57 58 B 5 80 ) B Xidig 2
BRI - PRILZIN - G E B s i E IR BEAERE - 32 n] R Is 2 A8 (Al as (DNS hijacking) » 13832 A
ERLIE TESARE A E - 2R A RS ) I o MELILL - st 85 R A s i P
HTFHUEIR - LU B ER)RaR) B E R - SHEREEIMIE -t 10T B2 HRRVET GRiF AR LR Ay
B  LHE - WIEFTH ToT REEHMNE 7 & L7 ok B 8 & A LRI #iee 1) -

5G F iR i Tl g A e 22
BCHE E FRAES HY & 2[R

B8 5G BHIFE 2020 T2 WA R - Bl FERL R sIEG RB AS@E#TE B R A AR E 2RI - 2
HE IS S A [RERSE 2 FRIR BN REACHR - MR HBMLE R » SE BB ACE k8 - R R 2 U AT
A O S i EH BB 17 R £ o AR B 58 TR B e A AR ) R B P2 i B 2 YR o

HIAR 5G ERIF & — e FRAIMERS - Ryl A B ALER A B AR T AERE  (RAEEAERR - Rl 7E R 5G
RS AR 54 2 1 25 25 U S AR JE FH B R BTG © 5G MRS MHBREY U 2 B R B E (F_ ERIRIR (th R
B 5G #ERE RIS B RER A B HIRiR) DURH 0 B HERE IO BE (Tt Bz I BEE(E ~ KB 1oT K&

ey /\-;r)

AR 2020 &L TEHE

WA



BrE e E R & B e B 5G MR RIHRE AR RS A S o AMEANIL - 5G MBRRYFHR AT AN R & 2R T
HORRBR B BT — 1% - HERLEE R G P e IR - TR N B ERMET 1A E A — e AR E AR AR B BT 5 2K
VB 5G i [RICAR{E R ICTRE ALY B DA E i e K A # - 5G Mg E LIAER T2 - thiffs
FeEZREENEL - B R BRI EERER) - 28Ut B E e E E ) EaT
T4 (ANHEREE T rTRES [REHERZE) -

H it 5 BRI & KRG h TR R B P ER R B REREAS e e Al 5G R AR E - [RIILEA R & 2 2k
HUGHEL o (B5y 1 BEEEL ME AR E ERVERA B T R R A i 5G HUL 21k - B & R E R RHE -
R % H R AR E E R AR G RS - 5 5G SR BIr e AR L2 21 - gL —BRinmtNEE
LI TREAC T B ANARE o 1T ELE AR ORTE A R RO RIRE - 1575 B AR E SRR R DB L EEN
732 o AIRHERE SR AL T BIREDIHAINGE - AR VgL E B EEIRERES) - IA0 > FERFAERE DI RERE E(L.
(NFV) L[ AR SO BRE LR B RERS Er A AR s BRI oD - B VhRgmil/E Zaeha e R s ROs R -

T Sk A7 R 157 £, 7
e FR L s 2 o 2o T ER B
= A= =) B 588

(ERE BN 2R o

2020 /N HER S Bl Eh RS EL IR A/ AL (CD S S s i R BB IR E L - M RRE MRS
I SRR R R RS - RS IS SR S B o A g rTsE R MR EUE B - FERMER
IR EEIMNE - MAeEGEE SRS rT B I8 AN » B AT R TR el g » S E iy
(OT) fprs 8 D EECHENR S (DDoS) ¥ - SR EimARGH) BLE2E - FEmi L rEsi v 2y fmhy - 2 LrER
I EZMASETT > IR Al e eSS al B L R AR » (15 AR Al - (TR ERZERE 1l > H R aRy s RERI2

R s AT I {5 15 AR 55 P - (RIS 8 TSI (o) RO LS8 2GER » S LARIRS 3 22 O JBE ) IR il
Kss o

WA B 2 BRI & B E P 2 B A i) S B RGEA TR (A - U EIER RIS BEH)
i) £ 2 H R A S SRR (CS) LUR BE Bl AT (SCADA) SRS A RS - i F Bl 3
E(ERIHBEE R © SELE ARITEIR B AMEG 7E 52 OB EERE AR O A R AL » 5 ] BB IME (R 2 — AR AL IR
TERRAT - R R B (AN 58 B R 15 L0 SE (EE S R h % ) Hhlghs)

RMEE BTSRRI EE N A B ANESR  BARREE - CEER LU EEEH M - G218
A ToT i A& M (HMI) ACE P ~ B2ET S ZEHIFHRARR if > R th e s ek -

INFRIRES BB 1T EEPEANHE - BG L R EER A D RBERE L REE S  » AR ALE R EET
R - BEEEETEE PATERIEN - st E ARG REFEEB S I8 - NME ] sehE R
SRR - R RERSERUR BLBO AT LR EE o

R 2020 FEZTEE

NN NN



FEAE N E \,\ﬁﬂ;‘@biﬁ”ﬁlﬁﬁfﬁiﬁﬁ%
AR P E S R 3R -

RVATER/ IVOTER TAFER LU AREEAEM] T (588 2 SR S R A B AT AR b © 55 - RIEEH
NEPMEZFERERIGL Z - HE - H Wi-Fi ERRERBANR AL 2 - Sia BB AIER—%  IeEE

Uit TR o BRATRIHERS & R BURAONE 2 B AN B FR A RBEER e hiss « N » [RATE R Im R E R
FIRER T REER 2R - AREREE B RN AEE - EMER b E RS NING -

s Xl

o

TAEANENATEME - EBEFE T AHEIERTAMRBERLERAZEA - X TIENAE AR BEITHTEER
(BYOD) Z/AF] LI A B » G1EFRIEE 2 MFER DA - i B 17 HE b A2 2 Bman e - R
A% 2 BRI B E AR A L > EROR R  R S RIS - MHE B TET(F Lhalse & AR =
B WO\~ FEEIEERE o BREIAREZFIUERIE B IEEE AR5

e I TSR B A AR A M S SEARE (B B (B R A L - 5E @S BN RS 52 8 — s LIRS R LR
GRS HBIE R LU - B R A B R R B AR = s & AR E R - B TR EMRIRE
PR R & (E S B (L IE S B A

R 2020 FEZTEE

NN NN

11



S=000ZL-0Daxup

=

Lo

@)

=

o

Ll

L
-

FUTUR

e
AN
N
M=
S
IS
iR
R -
o 48
p e I
; &
L <
=
= ¥
2SN
Tl © e
e
R
BT o

PETZHI LB -

gy
hvA
=]

e T e R




y/

N

wen LA BRI A & DevOps A
T EEBLMERE LA

e Ak R EE RS > MERERREZUREE HERHRT - SRR & - HCRCHR R TR BT A R
A R ER R E 2 TR B AR EERRA U

Wy

8 1EE R E A S R (EH ~ ERZEN R B EHEERE R - B3 E ZE5E (DevSecOps) JFHIET DevOps
B A E - ;IR A SRR B IR - IR (R B L R AR A RS TR A% BRAE -
LR T —(HEMER - rlRERLTR RIRER S (AMEE 2 o RS - BE TRIZE WA e EeR - &%
I R B B AR S TR IR MIC (S AIBAAC » B4 « BUTERSRE (A0 Docker ~ CRI-O ~ Containerd ~ runC*®) ~
{733 T (41 Kubernetes) LUK EHRIRET (411 Jenkins) F5HIIRIR © B2 % & EEHHEF F LRSI RETR AR

DevOps fitfE °

— SR T R A S ECE &R INIRR R X T EEI RSN - S RGN R o (BRI
JRANRESE =7 ARG (AR IS - AREE SIS EME - Aa LRI - SRR EERER
HEES % - R E R B (AR S HAh BT - B LEUREE FIRE B BL A R R B AR -

AR Al s -2 7 DR RyrH RE A 8 s DL b &
A IR B R ZCRA T A (B SE Y 2 DO ]

B () {3 IEERR L (R AR (Serverless) P& » FEILEE & EimE AR FFERA © Gartner FHHI » 2
2020 SFEEEKIE 20% DRSPS AR A E R - BRI AR AR5 FT TR (R ATRERY T DheeRRTs
(Function as a Service) * FE{EZE TR S (T EEE (R Akas SR (E A A HRLA - MRERERA 32 N BT EAE 2R - 24
0 $R R AR A B I 2 & 2 [ e o 2

HATER,— i@ R SERTAOR2 U ~ ARERE SR - LU ERNAIR AR > 87T 6E 2 H m Al e FE AR 208
B AR » B AT F A L35 R 2K AR U A AN BBE 1 SR AR 41

PritLzgh - RS FEEE TAE ~ BRI RE LU EAHRRRI T - S NZERATE (L RO AR

P o BEAREE(IARGSEE CCHBRURIANS) TR (AR EEIRTE (stateless) THRE » [AILAN AT B2 17 U AERR B e 17
BURERL - 1572 2020 FROREEZ R © FTLL > BR TIFHHREBEEARL 2SN - BUTRE R RIRGE B LI EZAIRE
HRCHE - BT (ARG ER RGBS R HE -

AR 2020 &L TEHE

WA



MR DsE R AN A e A E MR E T HILE R AR ) BRI BT DevSecOps JI A EE B IR - LI -
AR ARG AN Y DevSecOps FTR(BHIFHEEE S8 5 Rl 142 - — L PRI BRI AR a5 B PSR R
(ANFARUR AR E AR AR R I B BV E R TH. - SRR AAR AR S LU R BB S LD s AR ERA L

AR R R 2
=5 = TR 0 IR E i o B E e

SRR E BT R I SR GE & RO > A0SR IE PR SRR RERR A BB AR RN A2 - DR G AR
b o —HEANMBELZIEEMRKNEERZE @ HHEENENZ 2R RERBE -

HR SEmAk BRI S5 G - BT RAS R & B 21 2 Rk NIRRT o [N EImEE R E T B ME R E RN -
IR 2020 TR RRERZWE - FIUEE N E - #REETE - %#ﬁﬁiﬁ*wﬁ‘m%ﬁ@%%
FEAHAERS |+ 18 LB A R e S (A B B Il s ] BE G LAY EL P s TR R © S0 AR5 FH BRI SE AR AR
Ko RHEESEN RS EREREEID - EEWBUFEEISETK - BiHPRE Lk - SR EmEREL
ARUL (ANIERERSE Fe BB B DA » MR EE R A - FEEEEESEMNE -

BB R (AN AR (REN ARG TR MR - RAGEZEW 2 005 =7 IR - gk
g T RE A 2R — LB m b - DR R fth P BREF IR K2 RO E i Be () 3R 1T TR ER RO TR AR -

171 EL A EL {3 & SRR - A DUBZ SR T RE G I FRJE BEAEi 2K #8) DDoS %2 » BAlE T B E ik e
HOEAE o

TG R LR 5 = T
R RPN R

2020 FHFHITRE % Ei T 2 B B A IEE AR ES] - T BN E T a5 SR HEH =R -
BEFENEREANBRIRS A T MR 8 e E S0 M E R Z i 5 R &N o 18 A E b Ak ek FE H
BATFNERELE > & @%%%ﬁﬁm%ﬁﬁ%i&%@m%&wwmmguﬁﬂnﬁﬂﬁﬁﬁi
(SQL Injection) ° B4E —HIFE » MR ERIUFEURE L N ERHEAZS  H—7H » BEth el LigEE
B=T A EACGERAERI B Y - REEME M T RS - g ST o0 E AR EERE RS o

FECLIRIE - B thvE A H 5 2 B i H OCIRAE & (e BRI S s - m] TR - ERCERARES (Saas)
EEESEARS (1aaS) KB ARES (PaaS) 5E RN NI K » Eim AMRHIFREHLAFE - EHEE ERHE R

FRAESE S » WL 5 RS B m Bial - B Em ARLAZER T - i ABESHE OIS - B3EE
(FHIETE B C R AR IR PG - RIRFth S EimE 2R e

R 2020 FEZTEE

NN NN



i

THE
FUTURE
IS S P R O T
s E | F E 3
C T L c
I U R A B i
R o) = A E
B E F L B L
I S A E L B
g E R NA R ERET RV E LS E » thiE
— R T ERVME - BE— (AL 2R
E 15 - BRASRTRER G PR B ST R I (B R -



)

TEA 2R S AT 2 R e ST LR 1
2 BN 2 TR Y B S B

JRERE 2 BB AR AR (8t BB BRI R 2 % o (R SEVAE EER T ELAT 2o 180 ~ W it i e
TR PERE N IHIARIR T 52 o HIRNE SRR VB E R S BCR AL IRRE A » BRI AR B 2 B ERIER T
H » 41 PowerShell fl Windows Management Instrumentation (WMI) » K » FEREZEZERIFRAE (AR E R
BATEBUTR) SUBS IR EE - MR T — R BRI EETH - BEaffEs
FINERAIEAREREZ S  [RRONEERIZEERY ~ $RmEe FF -

T PR 10T 45 ~ B DDoS TERRAEIAAUE ) Linux BB Z 9N » L Linux AR RS 10
5 R PR AR TE (P LWL B A (BRI SE e P BT ) TR < RIS » B
TR RS ARERR DGR E WA REEEEEHNTR TR  TELME— s
8% - FMPERHE LRI & FE IS (NS ET) RANER (AP - IR RE T —
e

MITRE ATT&CK & ZMNEZRGEEEE X
M E P EE EER A o

MITRE ATT&CK EZMESHR M T —BENELZFFETEE o« HAFIRIRIEEDR A AR RS RS i
H TR SR T AR A » TAMFERERAG A B 2 3R A B BRI T A ERAER LK
ESEEEIFFE o bR 1B BN B B 5 EREE A BRI 2SN - R SIS BT G s
figdE 2 TEMIREY  ILIh » MITRE ATT&CK AlakE 0 Al (F A —EE 2 T B SR & L kR &
e — 0 R LB OB T B B B ARBR R A D = o

AR 2020 &L TEHE

WA



)

@Z”j’% l‘*iﬁf VH %“r'% é%%ﬂ%ﬁﬁ%ﬁ%%ﬂéﬁ

RS 2020 SR R > HMTEIHER & DO T B LA NG - BASREMD B - T ES L - BEE

WG LA N R LB TEAEIRENZ 2 - #HE R - HRIEIHEREAT - I H 7B E
Rl o BN ARSI EE L EbE - BICTEVHE MBI R AR ZEARER - REMEERIAE 2 S AHRR b
ETRERITERE R 1 - KPR (A2 & -

RE B IREERET rl (T - FEE RV EREIF T e - TSR ~ RIIBRIEREER - 7 RAHERS
I BURTEAER) TR 22 IR DU EAD OB T3 - EPRESRSLINLATARS - (b5 RER T I Z BB RGN E L
IRUL » BEREHER —Z=6E BT (I B0 1A SUMBIC BTN /T © 38 EWE SRR TR i E R R m B
G R T B ~ (AARE ~ Eiw LIF AR AR thin AR5 e stE -

ERVGRRE] - R E R AR RRE L EE - e 8 2020 FREZ SR ERENE - RREH
IT EE VAR ERERCEREBERE D - ENELER » MEREET L (SOC) Wil - AlgER
B3 R MIRER 20 > A HLS 10 58 PO P S B A 00 B s BR R 1 A T 5 L Lt o

R 2020 FEZTEE

NN NN



IN 2020

CYBERSECURITY




1 SERERERS B A B SR A T T T T DA 860 A R\ b 0 BRI P o AN REREDS 2 B
TR B HGE A A B ARG 2 BRI o B ~ FIRFZEAVERIRES) - iR S

¥ S SR ES - EEFE-EE AR S LERM S @R - LU MG LRe ) Al

T -

Z

IR - FIA BEAE R AR MR E(L ~ R DA - M EER AR I
Ja\fE

BEEVEEREE L - BEE L CANBRE DGR L T 2R - N ERE R A
AVREREE ~ EFRERIEE ~ b (E 25T E LURAIR B IR R -

FEE R HHI B M o $2 Ot 2 EAE oA WA S OB AN S R - #E R LR R T AR
HEIT I BEE ~ 2T LR AR IE o

ITRBEE o LR BOERS TR SR IR 1T » (I R 1T R B A AR MO -1
URiB R o (AR > IRV EEBET ~ A S 5B S T A S TER, MO (R R -

AR - BHIEATEE & - A5 ¢ (C&C) SERNEL B RIIME -

BRI 2020 FEE 2 TEEI 19

WA



1. Catalin Cimpanu ° (2018 .10 A 13 H) © ZDNet ° [Microsoft JET ISR e ifr EASHASE - (BRI REE R L8 | (Microsoft JET vulnerability still
open to attacks, despite recent patch) ° - ZUIFHURERE] 2019 4F 10 A 8 H : https://www.zdnet.com/article/microsoft-jet-vulnerability-still-open-to-
attacks-despite-recent-patch/.

2. Tonut Arghire © (2019 & 3 FJ 29 H) © Security Week ° [ Cisco ¥ HIZ5IRFAME#T 522 1 (Cisco Improperly Patched Exploited Router Vulnerabilities) < _EZX
TFHUFE 2019 4 10 A 30 H : https://www.securityweek.com/cisco-improperly-patched-exploited-router-vulnerabilities.

3. Catalin Cimpanu © (2019 9 7 9 H) ° ZDNet = &ZHHFT N BH#EA—HE Chrome {E#HiiR 5 1 (Security researchers expose another instance of Chrome
patch gapping) ° L RIFENEFH] 2019 45 10 A 8 H : https://www.zdnet.com/article/security-researchers-expose-another-instance-of-chrome-patch-
gapping/.

4. Vladimir Kropotov ~ Fyodor Yarochkin ¥ Michael Ofiaza ° (2019 5 1 H 7 H) BRI EALZFE - T—iET & « T it EAEHEEHIE ) (Your
Word is Your Bond: Trust and Ethics in Underground Forums) ° b RAFHUEERH 2019 F 10 A 8 H  https://www.trendmicro.com/vinfo/us/security/news/
cybercrime-and-digital-threats/your-word-is-your-bond-trust-and-ethics-in-underground-forums.

5. Europol ° (2019 10 H 9 H) © Europol » THER&IDIRBAGEANE » BRI A AJLIRAIEEES ) (Cybercrime Is Becoming Bolder With Data At The Centre Of
The Crime Scene) o L ZXTFHEUEEE 2019 £E 10 A 11 H : https://www.europol.europa.eu/newsroom/news/cybercrime-becoming-bolder-data-centre-
of-crime-scene.

6.  Apple° (2019 10 H 1 H) © Apple o TEUM e HBRSZ#% Apple Pay HJSRAT 1 (Apple Pay participating banks in Europe and the Middle East) ° - ZRfFHURFH]
2019 % 10 A 8 H : https://support.apple.com/en-gb/HT206637.

7. PwC e (AT © PwCItalia ° THARURAT..FTLAE 2 1 (Open Banking... so what?) o L ZR{FEUREH] 2019 £E 10 A 28 H  https://www.pwe.com/it/en/
industries/banking/future-open-banking.html.

8. Feike Hacquebord ~ Robert McArdle ~ Fernando Mercés il David Sancho ° (2019 F 9 H 17 H) o BB FIFEAZ24H - THBERITHIEE I (The Risks
of Open Banking) ° TR 2019 £ 10 A 8 H : https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/the-
risks-of-open-banking-are-banks-and-their-customers-ready-for-psd2.

9.  Numaan Hugq * Vladimir Kropotov * Mayra Rosario * David Sancho B Fyodor Yarochkin © (2019 F 6 H 28 H) « #/ZFI L &AL - TILFREREK
&+ ATM BRI eI 0 TR T i EAYR AL (Crimeware for Sale: The Commoditization of ATM Malware in the Cybercriminal Underground) °

L RIFEUEER 2019 £E 10 A 8 H : https://www.trendmicro. com/vinfo/us/security/news/cybercrime-and-digital-threats/crimeware-for-sale-the-
commoditization-of-atm-malware-in-the-cybercriminal-underground.

10. Europol ° (2018 %) © Europol » 2018 SRS MM IL IR EZ# (1 (Internet Organised Crime Threat Assessment 2018) o - ZXAZHURFH 2019 4 10 A
16 H : https://www.europol.europa. eu/sites/default/files/documents/iocta2018.pdf.

11, The United States Department of Justice ° (2019 = 9 10 H) © US Department of Justice ° | $87E 8 5 85 3 FBRACHY 2 ERBE S B0EA T B TE HH 57245 a4
281 A1 (281 Arrested Worldwide in Coordinated International Enforcement Operation Targeting Hundreds of Individuals in Business Email Compromise
Schemes) © L RIFENREE 2019 4F 10 A 16 H : https://www.justice.gov/opa/pr/281-arrested-worldwide-coordinated-international-enforcement-
operation-targeting-hundreds.

12, J.M. Porup © (2019 £ 4 H 10 H) ° CSO Online ° [Deepfake 5 F1 #E(FRIRELS | 5£HUEFE | (How and why deepfake videos work — and what is at risk)
L RIFEURER 2019 10 A 11 H ¢ https://www.csoonline.com/article/3293002/deepfake-videos-how-and-why-they-work.html.

13. Catherine Stupp ° (2019 i 8 H 30 H) © The Wall Street Journal ° DI SEEITERAE %= RV ZGIE FHEH AL RIREHITRE & ) (Fraudsters Used Al to

Mimic CEO’s Voice in Unusual Cybercrime Case) © = ZCFHURERH] 2019 4E 10 A 11 H : https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-
voice-in-unusual-cybercrime-case-11567157402.

14, HERES o (HETREE) - #2EL - TIR7EHR (BEC)) (Business Email Compromise (BEC)) ° R /FHURF 2019 & 10 A 11 H -
https://www.trendmicro.com/vinfo/us/security/definition/business-email-compromise-(bec).
15. Liam Tung ° (2019 4£ 9 H 4 H) © ZDNet » THIEEFEH T : FFEREEFI A Deepfake FIiiris (8T RAVE S 7F5R 2 THEZK 1 (Forget email: Scammers

use CEO voice ‘deepfakes’ to con workers into wiring cash) ° = ZCFHURERE] 2019 4F 10 A 16 H : https://www.zdnet.com/article/forget-email-scammers-
use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/.

16.  Nick Dufour B2 Andrew Gully © (2019 % 9 F 24 H) ° Google A Blog ° 21t Deepfake {EHIlfff7L& L 1 (Contributing Data to Deepfake Detection
Research) ° _FZXFHUHFR 2019 £ 10 A 23 H : https://ai.googleblog.com/2019/09/contributing-data-to-deepfake-detection.html.

17, BB o (HEIRGE) - &2FEIFS - TRIZEFFEAIR (BPC) (Business Process Compromise (BPC)) © b RAFHIIFH 2019 F 10 A 11 H -
https://www.trendmicro.com/vinfo/us/security/definition/business-process-compromise.

18.  Chaoying Liu Ef'%_loseph C.Chen © (2019F 1 A 16 H) ° BRI AL ZIGHEEFS (Security Intelligence Blo}g_g o [H7HY Magecart TUBERE H el [ 15 11
JESEACHIUA FEEEZ0 ) (New Magecart Attack Delivered Through Compromised Advertising Suppg/ Chain) ° FZFHURF#] 2019 - 10 A 11 H -
https://blog.trendmicro.com/trendlabs-security-intelligence/new-magecart-attack-delivered-through-compromised-advertising-supply-chain/.

19. Catalin Cimpanu ° (2019 8 A 29 H) o ZDNet o TENZRIFE2IREEEBEIET R F 587271 (Ransomware hits hundreds of dentist offices in the US) ©
LRI 2019 4F 10 A 24 H © https://www.zdnet.com/article/ransomware-hits-hundreds-of-dentist-offices-in-the-us/.

20. Simon Pope © (2019 - 8 H 13 H) ° Microsoft Security Response Center ° T {Z {35t 5 [ AR5 T #3{ L IR (CVE-2019-1181/1182) ) (Patch new
wormable vulnerabilities in Remote Desktop Services (CVE-2019-1181/1182)) o L RAZHURF# 2019 - 10 H 8 H -
https://msrc-blog.microsoft.com/2019/08/13/patch-new-wormable-vulnerabilities-in-remote-desktop-services-cve-2019-1181-1182/.

21.  Dan Goodin ° (2019 %9 H 7 H) ° Ars Technica ° Windows “F-#5 BlueKeep 7] &5 {LIR A BB FIETEMRS L% (Exploit for wormable BlueKeep
Windows bu% released into the wild) ° = RFFHURFE 2019 4F 10 A 24 H : https:/arstechnica.com/information-technology/2019/09/exploit-for-
wormable-bluekeep-windows-bug-released-into-the-wild/.

22. Jay Yaneza ° (2017 2 H 9 H) o B &L IFHRATES (Security Intelligence Blog) © TRDP F 7)WL IEAHAMEA CRYSIS #1585 1 (Brute
Force RDP Attacks Plant CRYSIS Ransomware) ° = ZC7FHUHE] 2019 4F 10 A 8 H : https://blog.trendmicro.com/trendlabs-security-intelligence/brute-
force-rdp-attacks-plant-crysis-ransomware/.

23. EERHY 0 (2018 F 3 H 23 H) « BIBPHENLEHTE - TR AR BOBEE HEL SAMSAM #)3R%2 ) (SAMSAM Ransomware Suspected in
Atlanta Cyberattack) ° b ZUFHUIFH 2019 4 10 A 8 H  https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/
samsam-ransomware-suspected-in-atlanta-cyberattack.

24. MITRE ° (2019 2 9 H 19 H) ° Common Weakness Enumeration > T CWE-502 : JE{SHEE B FHI{t. ) (CWE-502: Deserialization of Untrusted Data) °
| RIFHERT 2019 4 10 A 8 H : https://cwe.mitre.org/data/definitions/502.html.

25. L - 2018 10 A 25 H) « #HRIAEAN LA - TEEHER - TEIRIMER| LB ATFESEMLMER ) (Virtual Patching: Patch Those
Vulnerabilities before They Can Be Exploited) * - ZCFHRFER 2019 4 10 A 24 H + https://www.trendmicro.com/vinfo/us/security/news/
vulnerabilities-and-exploits/virtual-patching-patch-those-vulnerabilities-before-they-can-be-exploited.

26. HEERRMY o (HEATGE) o #EEE - TEIHIZR ) (Digital Extortion) » - X{FHUFER] 2019 4 10 H 7 H + https://www.trendmicro.com/vinfo/us/
security/definition/digital-extortion.
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https://www.zdnet.com/article/microsoft-jet-vulnerability-still-open-to-attacks-despite-recent-patch/
https://www.securityweek.com/cisco-improperly-patched-exploited-router-vulnerabilities
https://www.zdnet.com/article/security-researchers-expose-another-instance-of-chrome-patch-gapping/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/your-word-is-your-bond-trust-and-ethics-in-underground-forums
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/your-word-is-your-bond-trust-and-ethics-in-underground-forums
https://www.europol.europa.eu/newsroom/news/cybercrime-becoming-bolder-data-centre-of-crime-scene
https://support.apple.com/en-gb/HT206637
https://www.pwc.com/it/en/industries/banking/future-open-banking.html
https://www.pwc.com/it/en/industries/banking/future-open-banking.html
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/the-risks-of-open-banking-are-banks-and-their-customers-ready-for-psd2
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/the-risks-of-open-banking-are-banks-and-their-customers-ready-for-psd2
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/crimeware-for-sale-the-commoditization-of-atm-malware-in-the-cybercriminal-underground
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/crimeware-for-sale-the-commoditization-of-atm-malware-in-the-cybercriminal-underground
https://www.europol.europa.eu/sites/default/files/documents/iocta2018.pdf
https://www.justice.gov/opa/pr/281-arrested-worldwide-coordinated-international-enforcement-operation-targeting-hundreds
https://www.csoonline.com/article/3293002/deepfake-videos-how-and-why-they-work.html
https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402
https://www.trendmicro.com/vinfo/us/security/definition/business-email-compromise-(bec)
https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/
https://ai.googleblog.com/2019/09/contributing-data-to-deepfake-detection.html
https://www.trendmicro.com/vinfo/us/security/definition/business-process-compromise
https://blog.trendmicro.com/trendlabs-security-intelligence/new-magecart-attack-delivered-through-compromised-advertising-supply-chain/
https://www.zdnet.com/article/ransomware-hits-hundreds-of-dentist-offices-in-the-us/
https://msrc-blog.microsoft.com/2019/08/13/patch-new-wormable-vulnerabilities-in-remote-desktop-services-cve-2019-1181-1182/
https://arstechnica.com/information-technology/2019/09/exploit-for-wormable-bluekeep-windows-bug-released-into-the-wild/
https://blog.trendmicro.com/trendlabs-security-intelligence/brute-force-rdp-attacks-plant-crysis-ransomware/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/samsam-ransomware-suspected-in-atlanta-cyberattack
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/samsam-ransomware-suspected-in-atlanta-cyberattack
https://cwe.mitre.org/data/definitions/502.html
https://www.trendmicro.com/vinfo/us/security/news/vulnerabilities-and-exploits/virtual-patching-patch-those-vulnerabilities-before-they-can-be-exploited
https://www.trendmicro.com/vinfo/us/security/news/vulnerabilities-and-exploits/virtual-patching-patch-those-vulnerabilities-before-they-can-be-exploited
https://www.trendmicro.com/vinfo/us/security/definition/digital-extortion
https://www.trendmicro.com/vinfo/us/security/definition/digital-extortion
https://www.zdnet.com/article/microsoft-jet-vulnerability-still-open-to-attacks-despite-recent-patch/
https://www.zdnet.com/article/security-researchers-expose-another-instance-of-chrome-patch-gapping/
https://www.europol.europa.eu/newsroom/news/cybercrime-becoming-bolder-data-centre-of-crime-scene
https://www.justice.gov/opa/pr/281-arrested-worldwide-coordinated-international-enforcement-operation-targeting-hundreds
https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402
https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/
https://arstechnica.com/information-technology/2019/09/exploit-for-wormable-bluekeep-windows-bug-released-into-the-wild/
https://blog.trendmicro.com/trendlabs-security-intelligence/brute-force-rdp-attacks-plant-crysis-ransomware/
https://www.trendmicro.com/vinfo/us/security/news/vulnerabilities-and-exploits/virtual-patching-patch-those-vulnerabilities-before-they-can-be-exploited
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Stephen Hilt * Vladimir Kropotov ~ Fernando Mercés ~ Mayra Rosario ¥ David Sancho © (2019 - 9 H 10 H) - #3 R &z 24 - TR
TR ToT B2 J (Uncovering IoT Threats in the Cybercrime Underground) ° FREFREERE 2019 10 H 7 H -
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/the-internet-of-things-in-the-cybercrime-underground.

Tom Wheeler B2 David Simpson ° (2019 = 9 H 3 H) © The Brookings Institution ° [ %] 5G 5 ZTHIMEIE & & 7714 ) (Why 5G requires new approaches to
cybersecurity) o IR 2019 £ 10 A 16 H : https://www.brookings.edu/research/why-5g-requires-new-approaches-to-cybersecurity/.
Altaf Shaik B Ravishankar Borgaonkar ° (2019 ) o Black Hat > T5G $ER&AIHTIRIA ] (New Vulnerabilities in 5G Networks) ° _FZXfEEURFH 2019 4 10 A
16 H : https://i.blackhat.com/USA-19/Wednesday/us-19-Shaik-New-Vulnerabilities-In-5G-Networks-wp.pdf.

IR - (2019 F 10 A 14 H) - BB EAZ2HE - TECERSR S B 5G HESAHERICIEREIS ) (EU Report Highlights Cybersecurity Risks in 5G
Networks) o - ZCFFHURER] 2019 4 10 A 17 H : https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/eu-report-highlights-
cybersecurity-risks-in-5g-networks.

Tom Wheeler B2 David Simpson ° (2019 £ 9 H 3 H) © The Brookings Institution ° [ %] 5G 5 ZTHIMEIEE & 7714 1 (Why 5G requires new approaches to
cybersecurity) o = XIFHURH 2019 £E 10 A 6 H : https://www.brookings.edu/research/why-5g-requires-new-approaches-to-cybersecurity/.

Craig Gibson ~ Vladimir Kropotov ~ Philippe Lin * Rainer Vosseler §Z Fyodor Yarochkin ° (2019 & 4 H 4 H) o @I & Z2#T/H o THECR 5G @R T

H{3% 4 ) (Securing Enterprises for 5G Connectivity) ° _F AR 2019 £F 10 A 16 H : https://www.trendmicro.com/vinfo/us/security/news/
internet-of-things/securing-enterprises-for-5g-connectivity.

AR © (2019 8 A 15 H)  #ZRISEALZATE - TIRETEVIHE : (RIERETT - BAOKELGHEESE ) (Securing the Industrial Internet of
Things: Protecting Energy, Water and Oil Infrastructures) ° = ZCFHURH] 2019 4£ 10 A 30 H ¢ https://www.trendmicro.com/vinfo/us/security/news/
internet-of-things/securing-the-industrial-internet-of-things-protecting-energy-water-and-oil-infrastructures.

HIEARH - 2019F 4 A 11 H) » BIBFHREAL2H o TR MEE E| TRITON 1M % SEHEE%EE | (New Critical Infrastructure
Facility Hit by Group Behind TRITON) » - ZRFZHURFH 2019 4 10 A 24 H : https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/new-
critical-infrastructure-facility-hit-by-group-behind-triton.

HIBARH © (2017 F 12 A 22 H)  BBEHREAL 27T o THB) = ERINEM 2« TRITON BEEXBHE THELZ 2741 (TRITON Wielding its

Trident - New Malware tampering with Industrial Safety Systems) ° = ZRfFHUREH] 2019 - 10 H 7 H : https://www.trendmicro.com/vinfo/us/security/
news/cyber-attacks/triton-wielding-its-trident-new-malware-tampering-with-industrial-safety-systems;/.

Alfred Ng ° (2019 F9H19H)° CNET > 'WeWork HJ Wi-Fi 22 AR EERUBSIEINE Y (WeWork’s weak Wi-Fi security leaves sensitive documents
exposed) ° _EIIFENHFH] 2019 4 10 A 31 H : https://www.cnet.com/news/weworks-weak-wi-fi-security-leaves-sensitive-documents-exposed/.

R o (HEATEE) « R - 783} (Container) ° _ERTFHNAF 2019 £F 10 A 10 H ¢ https://www.trendmicro.com/vinfo/us/security/
definition/container.

HIEAEH © (2019 4 2 A 28 H) o BBEIFEZAZLEAE © TCVE-2019-5736 * RunC A IRimREL & HUS B A H Rt & EMERR 1 (CVE-2019-5736:
RunC Container Escape Vulnerability Provides Root Access to the Target Machine) * _FZCEHUFRF 2019 4 10 A 10 H : https://www.trendmicro.com/vinfo/
us/security/news/vulnerabilities-and-exploits/cve-2019- 5736-runc-container-escape-vulnerability-provides-root-access-to-the-target-machine.

Gartner, Inc. ° (2018 ¥ 12 H 4 H) ° Gartner » T Gartner /AN 2019 E57 B AL SRS B AT+ A 555 ) (Gartner Identifies the Top 10 Trends Impacting
Infrastructure and Operations for 2019) - ZC{FHURERH] 2019 F 10 A 24 H : https://www.gartner.com/en/newsroom/press-releases/2018-12-04-
gartner-identifies-the-top-10-trends-impacting-infras.

Scott Fulton I1T © (2019 £ 4 H 9 H) © ZDNet o I #E{a] [k #5:8 H Y B 1F 2 B H MG AERT—V) ) (What serverless computing really means, and

everything else you need to know) ° = RTFHURH] 2019 £ 10 A 24 H : https://www.zdnet.com/article/what-serverless-computing-really-means-and-
everything-else-you-need-to-know/.

Guy Podjarny ° (2018 7 5 H 15 H) © The Register © [l | 4 » ZOE A T I(AARZRIFA o BA7E A0 IR D RERAT ) (Hey cool, you went
serverless. Now you just have to worry about all those stale functions) ° _ZCTFEUEFH] 2019 45 10 A 10 H :
https://www.theregister.co.uk/2018/05/15/stale_serverless_functions/.

AR - (2018 FF 4 A 13 H) - BRI EAZEHE o TIANRZRTEATZR : EIF%f DevOps RIEFE /1A (Serverless Applications: What They
Mean in DevOps) ° L RIFHURE 2019 4210 A 10 H : https://www.trendmicro.com/vinfo/us/security/news/virtualization-and-cloud/serverless-
applications-what-they-mean-in-devops.

Willem Sundblad © (2019 %7 H 18 H) © Forbes - IMFEELE : H7 —ERAZEHHNE ) (Smart Manufacturing: Creating a Hybrid Cloud-Edge
Strategy) ° _EZAFHUIRF# 2019 & 10 A 10 H ¢ https://www.forbes.com/sites/willemsundbladeurope/2019/07/18/smart-manufacturing-creating-a-
hybrid-cloud-edge-strategy/#77fc5816af5a.

R o (2018 11 H 29 H) o BB BIFEEALZHE » TR Node.js BB EEE ) (Hacker Infects Node.js Package to Steal from
Bitcoin Wallets) ° - RIFHUR 2019 £ 10 A 10 H : https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/hacker-
infects-node-js-package-to-steal-from-bitcoin-wallets.

BRI © (2019 7 H 29 H) « #EFIA &AL 27 - THE Tk : e ZE U | (Risks Under the Radar: Understanding Fileless
Threats) © = RIFHUR 2019 £ 10 A 8 H : https://www.trendmicro.com/vinfo/us/security/news/security-technology/risks-under-the-radar-
understanding-fileless-threats.

Henry Alarcon Jr. 8 Raphael Centeno ° (2019 % 3 A 4 H) o BIEEIFEE L2 [FHESETS (Security Intelligence Blog) ° MEREZEZUERAT R B2 B (0 g
$RAT - AIRE T EGE LR S A FEIFE 0 (Fileless Banking Trojan Targeting Brazilian Banks Downloads Possible Botnet Capability, Info Stealers) ©

b RAFHURERT 2019 4F 10 A 8 H : https:/blog.trendmicro.com/trendlabs-security-intelligence/fileless-banking-trojan-targeting-brazilian-banks-
downloads-possible-botnet-capability-info-stealers/.

Augusto Remillano IT B Arvin Macaraeg © (2019 - 4 A 12 H) o BIFEHL BAL 2 IFHASETS (Security Intelligence Blog) » 7R B2 EHEHE
249N > {# FH EternalBlue B2 Powershell % FEf# /5% | (Miner Malware Spreads Beyond China, Uses Multiple Propagation Methods Including
EternalBlue, Powershell Abuse) ° - R{ZEURFH 2019 4F 10 A 8 H : https://blog.trendmicro.com/trendlabs-security-intelligence/miner-malware-
spreads-beyond-china-uses-multiple-propagation-methods-including-eternalblue-powershell-abuse/.

Erika Mendoza ~ Jay Yaneza ~ Gilbert Sison ~ Anjali Patil ~ Julie Cabuhat £ Joelson Soares ° (2019 & 3 [ 29 H) o @I RIFEEFNL 2 IGHEETS (Security
Intelligence Blog) ° #EAH% MDR GEE 20 (E I B B FEARTS) P Emotet LI Nozelesn BIZR A HH AL ) (Emotet-Distributed Ransomware Loader
for Nozelesn Found via Managed Detection and Response) © | TZHREH] 2019 4 10 A 8 H : https://blog.trendmicro.com/trendlabs-security-
intelligence/emotet-distributed-ransomware-loader-for-nozelesn-found-via-managed-detection-and-response/.

Mark Vicente * Byron Galera ¥ Augusto Remillano II ° (2019 i 4 H 3 H) o S I E7HZE 1G5 E55 15 (Security Intelligence Blog) © [ Bashlite IoT &
TR FT 2R B R P ThRE > BT WeMo SF#EEEE | (Bashlite IoT Malware Updated with Mining and Backdoor Commands, Targets WeMo Devices) ©
_ERIFEFRE 2019 2 10 A 8 H  https://blog.trendmicro.com/trendlabs-security-intelligence/bashlite-iot-malware-updated-with-mining-and-
backdoor-commands-targets-wemo-devices/.

Steven Vaughan-Nichols © (2019 %57 A 1 H) © ZDNet © [R5 Microsoft % A\ B #7#2 > E Al Linux 7 Azure F#I#HZEE 1 Windows Server J
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