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GrandSoft CVE-2018-15982 (Adobe Flash Player) Ramnit
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BREFE—1E > Telnet THR BB S N IE BT 22 IS 32 5 2 AR (FRIZEIZFH5. Smart Home Network
PR TT ZR R - FECENGE T ~ BT ~ E{ AR E S ANREERIE B - IES > EternalBlue K
WannaCry FHESIGEENVEE TN A/ Vi > 8571 EternalBlue FTICEERY Server Message Block (SMB) Jili » &
Microsoft 53 MS17-010 &2 LN EMEMELE » (B ER —BRAFIENE L EEE - R AE A
WannaCry Z $AHI

® Telnet THARZIEE A 44.3%
o EHEINE ESIENE 19.4%
MS17-010 I FHEAIEH) (EternalBlue ~ WannaCry) 12.3%

® FJIWifEE A (RDP ~ SSH ~ WEB ~ FTP ~ SMB) 9.3%
® Android Stagefright %2 3.2%
974,132’970 ® CVE-2018-12227 IWiAFHEIEE) (Asterisk FMRIAMS) 1.8%
GoAhead login.cgi fBk ]k £ & AN IR 1.1%

o FlIFTESFIMIZA (Shell Script) FITIRIHTE S 1.0%
® Netcore % H 25 % TR A LB 1.0%
® FIEEH) 10T Ui &% Telnet {5 H) 1.0%
o Hfh 5.6%
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IRIEBIEARIFL Deep Security™ FIHIZAREH TippingPoint® Threat Protection System Ry E A 77 ZE T [Al#R AT &
BHET » 251 (n-day) Il 2 —HE R EZHE © #+%F SMB IRiFAR B (2 EternalBlue ]
EternalChampion) 1/5/& & &5 @I 2 — ©

37,419,368

CVE-2009-1536
(Microsoft ASP.NET)

CVE-2017-11815 (Microsoft

Windows SMB Server SMBv1) 16,074,010

CVE-2016-3714
(ImageMagick) 12,709,731
CVE-2017-0147 (Microsoft
Windows SMB) 10,537,173
CVE-2019-6443
(NTPsec) 7,865,983
CVE-2019-6445

(NTPsec) 4,955,032

CVE-2018-3191 (Oracle

WebLogic Server) 3,983,728

GNU Bash i

TR TR

CVE-2017-15275
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CVE-2017-12611
(Apache Struts)
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Digium Asterisk SIP
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CVE-2018-8414

(Microsoft Windows) 8,710,111
CVE-2014-0224
(OpenSSL) 4,740,212
CVE-2009-2532
(Windows SMBv2) 4,429,178
Windows Server CLDAP

517 DDoS KRR 1,353,065

CVE-2017-5638 I
(Apache Struts) 869,289

CVE-2015-8562 I
(Joomla) 809,169

CVE-2017-9805
(Apche Struts 2) 570,855

CVE-2014-6278
(GNU Bash) | 538,026
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1 Catalin Cimpanu ° (2019 6 H 1 H) > ZDNet ° GandCrab 8K 7E P IR EE FREIE#5 1H%53# | (GandCrab ransomware operation says it’s shutting
down) © FRFFHUFRER] 2019 7 7 H 24 H : https://www.zdnet.com/article/gandcrab-ransomware-operation-says-its-shutting-down/.

2 HEVRHR - (2016 F 9 A 7 H) - BIEFHERL 2R o TRIEHEEE EREI RN EIRT (RaaS) © ¥ RZEREFR /(T (Ransomware as a Service Offered
in the Deep Web: What This Means for Enterprises) ° 7R 2019 £ 7 H 24 H : https://www.trendmicro.com/vinfo/us/security/news/cybercrime-
and-digital-threats/ransomware-as-a-service-what-this-means-for-enterprises.

3 Patricia Mazzei ° (2019 £ 6 H 19 H) © The New York Times > | S2B(#i&f HZ )N 8 250 » [ 1E 60 35T (Hit by Ransomware
Attack, Florida City Agrees to Pay Hackers $600,000) ° - ZUfFHURFH] 2019 7F 7 H 24 H : https://www.nytimes.com/2019/06/19/us/florida-riviera-
beach-hacking-ransom.html.

4 Patricia Mazzei ° (2019 5 6 H 27 H) © The New York Times o [ SE[E] (i BIE N L — I EE% > ILE AT 46 BEJTHE S ) (Another Hacked Florida
City Pays a Ransom, This Time for $460,000) © b ZTFHURF[H] 2019 5 7 H 24 H * https://www.nytimes.com/2019/06/27/us/lake-city-florida-ransom-
cyberattack.html.

5  Coveware ° (2019 % 7 H 15 H) ° Coveware ° [Ryuk 2 Sodinokibi EEFEF 155 —FEHRMEX ELFHME =% (Ransomware Amounts Rise 3x in Q2
as Ryuk & Sodinokibi Spread) o _FZCZHUEH] 2019 4E 7 F 24 H ¢ https://www.coveware.com/blog/2019/7/15/ransomware-amounts-rise-3x-in-q2-as-ryuk-
amp-sodinokibi-spread.

6  Alexander Hanel ° (2019 & 1 /10 H) © CrowdStrike Blog = T E[H8E XM EAZMY Ryuk = L —{E#EF] S FHEHE LR 2R3 1 (Big Game Hunting
with Ryuk: Another Lucrative Targeted Ransomware) ° (7R 2019 ££ 7 H 24 H : https://www.crowdstrike.com/blog/big-game-hunting-with-ryuk-
another-lucrative-targeted-ransomware/.

7 HIEAEHE o (2019 553 A 20 H) o BE R EAZ 24T o THRH LockerGoga B &M & KR4 KENIZE ) (What You Need to Know About the
LockerGoga Ransomware) ° = R{FHUREH 2019 4 7 H 24 H : https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/what-you-need-to-know-
about-the-lockergoga-ransomware.

8 Joe Tidy ° (2019 £ 6 A 25 H) © BBC News IR RS HERANAE—FR /AN FIHEK 4,500 BiFFE ) (How a ransomware attack cost one firm £45m) © 3¢
TFHUER 2019 £ 8 H 1 H ¢ https://www.bbc.com/news/business-48661152.

9 Pound Sterling Live © (HHATNG¥) © Pound Sterling Live © 12019 - 6 H 25 H : S50 5 T/ MEZS | (Historical Rates for the GBP/USD currency

conversion on 25 June 2019 [25/06/2019]) ° _FZRAFHURFE 2019 F£ 8 A 1 H : https://www.poundsterlinglive.com/best-exchange-rates/british-
pound-to-us-dollar-exchange-rate-on-2019-06-25.

10 Manny Fernandez ~ David E. Sanger ¥ Marina Trahan Martinez ° (2019 4F- 8 H 22 H)  The New York Times o [ #5% /7 58 LU EAE 58 25 BUR TR0

(Ransomware Attacks Are Testing Resolve of Cities Across America) ° _FZUFHURH 2019 4F 8 A 23 H * https://www.nytimes.com/2019/08/22/us/
ransomware-attacks-hacking html.

11 Doug Olenick ° (2019 4 A 26 H) © SC Media * I FEEIAL-FFEAANMNIEIHERT (Greenville) IEHE Robbinhood BNZRIF AR AH1EIR ) (Greenville in
recovery phase from Robbinhood ransomware attack) ° = ZX/FHURF#] 2019 45 8 A 13 H -
https://www.scmagazine.com/home/security-news/ransomware/greenville-in-recovery-phase-from-robbinhood-ransomware-attack/.

12 Janus Agcaoili B Miguel Ang ° (2019 6 A6 H) o BIBFIFLEAZZHE - T/ B~ BERIE L - 2019 FHZRFEFHEE ] (Narrowed Sights, Bigger
Payoffs: Ransomware in 2019) ° _FZTFEEFH] 2019 45 8 H 2 H + https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-
threats/narrowed-sights-bigger-payoffs-ransomware-in-2019.

13 Lawrence Abrams © (2019 £ 3 H 5 H) © BleepingComputer © [ CryptoMix Clop Z&/~ H IR H 2 IS M IEEHS ) (CryptoMix Clop Ransomware

Says It’s Targeting Networks, Not Computers) © F{ZHURFH] 2019 42 7 H 24 H * https://www.bleepingcomputer.com/news/security/cryptomix-clop-
ransomware-says-its-targeting-networks-not-computers/.

14 Raphael Centeno ° (2019 & 5 H 8 H) © TrendLabs ZiflZ* % IG5 HS 515 (Security Intelligence Blog) © [ Dharma $)57 5 2158 I 2 T H A 580/ A
i EE T E) | (Dharma Ransomware Uses AV Tool to Distract from Malicious Activities) ° _FZU/EHURFE] 2019 %7 A 24 H -
https://blog.trendmicro.com/trendlabs-security-intelligence/dharma-ransomware-uses-av-tool-to-distract-from-malicious-activities/.

15 BIEEHE © 2019 5 A 9 H) « BRI ENLZAE  TIRATFRNESHEA - (HEREE PIRSEENEE S ) (Ransomware Recap: Still in
Development, Found in the Wild) ° b ZCTFERIRF#] 2019 & 7 A 24 H © https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-
threats/ransomware-recap-still-in-development-found-in-the-wild/.

16 Jon Oliver © (2016 9 H 19 H) ° TrendLabs Bl X [FHEE 1 (Security Intelligence Blog) ° T HJIREFRIEIT + Crysis #1377 #E68 E M Fe 4 75 1 16
2] (A Show of [Brute] Force: Crysis Ransomware Found Targeting Australian and New Zealand Businesses) ° ERAEEEM 2019 8 H 1 H ¢
https://blog.trendmicro.com/trendlabs-security-intelligence/crysis-targeting-businesses-in-australia-new-zealand-via-brute-forced-rdps/.

17 HEAEHY o (20194F 4 A 18 H) o #ZFHEEAZ 24T  TNamPoHyu (JT/# MegaLocker Virus ) #1Z R EE LRI M2 Samba {flfil#5 1 (NamPoHyu

aka MegaLocker Virus Ransomware Found Remotely Encrypting Samba Servers) © = {7HUREH 2019 48 H 2 H :
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/nampohyu-aka-megalocker-virus-ransomware-found-
remotely-encrypting-samba-servers.
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https://www.zdnet.com/article/gandcrab-ransomware-operation-says-its-shutting-down/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/ransomware-as-a-service-what-this-means-for-enterprises
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/ransomware-as-a-service-what-this-means-for-enterprises
https://www.nytimes.com/2019/06/19/us/florida-riviera-beach-hacking-ransom.html
https://www.nytimes.com/2019/06/27/us/lake-city-florida-ransom-cyberattack.html
https://www.coveware.com/blog/2019/7/15/ransomware-amounts-rise-3x-in-q2-as-ryuk-amp-sodinokibi-spread
https://www.crowdstrike.com/blog/big-game-hunting-with-ryuk-another-lucrative-targeted-ransomware/
https://www.poundsterlinglive.com/best-exchange-rates/british-pound-to-us-dollar-exchange-rate-on-2019-06-25
https://www.poundsterlinglive.com/best-exchange-rates/british-pound-to-us-dollar-exchange-rate-on-2019-06-25
https://www.scmagazine.com/home/security-news/ransomware/greenville-in-recovery-phase-from-robbinhood-ransomware-attack/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/narrowed-sights-bigger-payoffs-ransomware-in-2019
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/narrowed-sights-bigger-payoffs-ransomware-in-2019
https://www.bleepingcomputer.com/news/security/cryptomix-clop-ransomware-says-its-targeting-networks-not-computers/
https://www.bleepingcomputer.com/news/security/cryptomix-clop-ransomware-says-its-targeting-networks-not-computers/
https://blog.trendmicro.com/trendlabs-security-intelligence/dharma-ransomware-uses-av-tool-to-distract-from-malicious-activities/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/ransomware-recap-still-in-development-found-in-the-wild/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/ransomware-recap-still-in-development-found-in-the-wild/
https://blog.trendmicro.com/trendlabs-security-intelligence/crysis-targeting-businesses-in-australia-new-zealand-via-brute-forced-rdps/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/nampohyu-aka-megalocker-virus-ransomware-found-remotely-encrypting-samba-servers
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/nampohyu-aka-megalocker-virus-ransomware-found-remotely-encrypting-samba-servers
https://www.nytimes.com/2019/06/19/us/florida-riviera-beach-hacking-ransom.html
https://www.nytimes.com/2019/06/27/us/lake-city-florida-ransom-cyberattack.html
https://www.coveware.com/blog/2019/7/15/ransomware-amounts-rise-3x-in-q2-as-ryuk-amp-sodinokibi-spread
https://www.crowdstrike.com/blog/big-game-hunting-with-ryuk-another-lucrative-targeted-ransomware/
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/what-you-need-to-know-about-the-lockergoga-ransomware
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/what-you-need-to-know-about-the-lockergoga-ransomware
https://www.bbc.com/news/business-48661152
https://www.nytimes.com/2019/08/22/us/ransomware-attacks-hacking.html
https://www.nytimes.com/2019/08/22/us/ransomware-attacks-hacking.html

18 EEEL o (2019 4 5 H 27 H) o BIEEIAEAZ 244 © [ GandCrab B)ZR R MySQL & FHE | (GandCrab Ransomware Found Targeting
MySQL Databases) © ERAERRRE 2019 F 7 A 24 H - https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/
gandcrab-ransomware-found-targeting-mysql-databases/.

19 Augusto Remillano IT EZ Robert Malagad © (2019 &£ 5 H 7 H) ° TrendLabs Bl & £ G HH5 A5 (Security Intelligence Blog) © [ CVE-2019-3396 Redux :
Confluence JFFEEL 2 A BT i HE N3 B ENEFE 20 B2 Rootkit | (CVE-2019-3396 Redux: Confluence Vulnerability Exploited to Deliver
Cryptocurrency Miner With Rootkit) o F{FHURE 2019 4 7 H 24 H : https://blog.trendmicro.com/trendlabs-security-intelligence/
cve-2019-3396-redux-confluence-vulnerability-exploited-to-deliver-cryptocurrency-miner-with-rootkit/.

20 Lawrence Abrams ° (2018 £ 9 A 11 H) © BleepingComputer © [ MongoLock #Z&JH# MR MongoDB T2 1 (Mongo Lock Attack Ransoming Deleted
MongoDB Databases) © = ZRAFHURF#] 2019 4= 8 A 2 H : https://www.bleepingcomputer.com/news/security/mongo-lock-attack-ransoming-deleted-

mongodb-databases/.
21 HIEARHY o (2019 1 A 8 H) o BEFHE &AL £#TH o T MongoLock #1375 2 17 R Bt 2 M A% =L A 3 % ) (Ransomware MongoLock
Immediately Deletes Files, Formats Backup Drives) o _FZR{EEURFH 2019 4F 8 H 2 H  https://www.trendmicro.com/vinfo/us/security/news/

cybercrime-and-digital-threats/ransomware-mongolock-immediately-deletes-files-formats-backup-drives/.

22 Buddy Tancio * Ryan Maglaque * Cenen Enalbes ¥ Jay Yaneza ° (2019 i 3 H 14 H) o @ FHE &7z 2o7/H o THEREE a0l ERR 5 A = F
Ryuk BRI (Examining Ryuk Ransomware Through the Lens of Managed Detection and Response) ° FRTFERR 20198 H2 H ¢
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/examining-ryuk-ransomware-through-the-lens-of-
managed-detection-and-response/.

23 BRI - 2019 5 A 21 H) o BERFEALZHE o [Ryuk B15805 5 LR EARS ST NEERIIEE RS ) (Ryuk Ransomware Shows
Diversity in Targets, Consistency in Higher Payouts) ° [ ZRfFHURFH 2019 ©F 7 H 24 H : https://www.trendmicro.com/vinfo/us/security/news/
cybercrime-and-digital-threats/ryuk-ransomware-shows-diversity-in-targets-consistency-in-higher-payouts/.

24 Alexander Hanel © (2019 % 1 [ 10 H) ° CrowdStrike Blog > T SFISAE R EHIEAY Ryuk = X —{1f S#EF] SRS LB HHEE ) (Big Game Hunting

with Ryuk: Another Lucrative Targeted Ransomware) ° = XAFHURH] 2019 4F 7 H 24 H : https://www.crowdstrike.com/blog/big-game-hunting-with-ryuk-
another-lucrative-targeted-ransomware/.

25 EIEARLEL 0 20194 3 A 20 H) o« BIEFILENLZ2#1E o THE LockerGoga R #:EFZ KBRS 1 (What You Need to Know About the
LockerGoga Ransomware) ° = R{FHUREH 2019 7 H 24 H
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/what-you-need-to-know-about-the-lockergoga-ransomware.

26 Kevin Beaumont ° (2019 £ 3 /7 22 H) ° Double Pulsar © [ LockerGoga A{AI$&{E| Hydro : #EAM (£ ) R EEEHEHE BB | (How Lockergoga took
down Hydro — ransomware used in targeted attacks aimed at big business) ° FRTFRURR 20198 H2 H ¢ https://doublepulsar.com/how-
lockergoga-took-down-hydro-ransomware-used-in-targeted-attacks-aimed-at-big-business-c666551f5880.

27 Erika Mendoza ~ Jay Yaneza * Gilbert Sison ~ Anjali Patil ~ Julie Cabuhat ¥ Joelson Soares © (2019 £F 3 H 29 H) ° TrendLabs B7fl 4 £ G HHL A1
(Security Intelligence Blog) ° MEEARHY MDR GEE 20815 [2] FE AR 7%) 5525 Emotet BERY Nozelesn #1ZE R & AFZR | (Emotet-Distributed
Ransomware Loader for Nozelesn Found via Managed Detection and Response) © FRIFEUER 2019 FE 7 H 24 H https://blog.trendmicro.com/
trendlabs-security-intelligence/emotet-distributed-ransomware-loader-for-nozelesn-found-via-managed-detection-and-response/.

28 Lawrence Abrams ° (2019 5 4 A 26 H) © BleepingComputer > [RobbinHood ERIFRFHFEANIZE] (A Closer Look at the RobbinHood Ransomware) ° |
RAFHURFH 2019 5 7 A 24 H + https://www.bleepingcomputer.com/news/security/a-closer-look-at-the-robbinhood-ransomware/.

29 Gilbert Sison B2 Ryan Maglaque © (2019 - 4 H 15 H) © TrendLabs E7ll L £ G H 515 (Security Intelligence Blog) ° [ A& AMRIFEZFIMH - &
it PsExec Z24% BitPaymer H)ZZ W5 | (Account With Admin Privileges Abused to Install BitPaymer Ransomware via PsExec) © = {ZHUFRFH 2019 4 8 H
2 H : https://blog.trendmicro.com/trendlabs-security-intelligence/account-with-admin-privileges-abused-to-install-bitpaymer-ransomware-via-psexec/.

30 NJCCIC ° (2017 5F 8 A 29 H) » NJCCIC » TBit Paymer ° L R{FHUREMHE 20197 H 24 H =
https://www.cyber.nj.gov/threat-profiles/ransomware- variants/bitpaymer/.

31 Arnold Osipov ° (2019 F7HI18H) Morphisec ° FBitPaymer SRR AR R A TR B L A e M S B H A (Bitpaymer Ransomware Leveraging
New Custom Packer Framework Against Targets Across the U.S.) © FRAFRRR 2019 FE 7 H 24 H ¢ http://blog.morphisec.com/bitpaymer-
ransomware-with-new-custom-packer-framework.

32 Threat Team ° (2018 & 8 A 13 H) ° BluVector ° I—BitPaymer EhRRFIRBERE S KBS (PGA) BRI/ \H (BitPaymer
Ransomware Freezes the PGA and an Alaskan Town) ° _FZR7FHURFH] 2019 7F 7 A 24 H : https://www.bluvector.io/threat-report-bitpaymer-
ransomware-freezes-the-pga-and-an-alaskan-town/.

33 WERHY - 2019 5 A 7 H) o BIFEHEEFLEH/H © T MegaCortex B 2RI (B 2EME1E | (MegaCortex Ransomware Spotted Attacking
Enterprise Networks) o _FZX7FHU#] 2019 45 7 A 24 H : https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/
megacortex-ransomware-spotted-attacking-enterprise-networks/.

34 BEARHT o (2017 5 H 12 H) © TrendLabs Bl X £ 151 (Security Intelligence Blog) © [ AHifE WannaCry/Wery 81377 55 BCE2 #({[8 A~ [F] [
% J (Massive ‘WannaCry/Wecry Ransomware Attack Hits Various Countries) © FRTFRER 20197 H 24 H ¢
https://blog.trendmicro.com/trendlabs-security-intelligence/massive-wannacrywcry-ransomware-attack-hits-various-countries/.

35 Microsoft ° (2019 % 8 § 3 H) © Windows Help © [Windows 7 SZfE/ % 2020 - 1 A 14 H#&1k 1 (Windows 7 support will end on January 14, 2020) °
FRFFHUREH 2019 - 8 A 1 H ¢ https://support.microsoft.com/en-us/help/4057281/windows-7-support-will-end-on-january-14-2020.

36 Lawrence Abrams ° (2019 % 6 A 24 H) © BleepingComputer [ 'Sodinokibi #2558 B/ EFAIAFE A IR SR E AR B S HUT ) (Sodinokibi

Ransomware Now Pushed by Exploit Kits and Malvertising) =R 2019 47 H 24 H -
https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware-now-pushed-by-exploit-kits-and-malvertising/.

37 Brian Krebs © (2019 % 7 F 15 H) © Krebs on Security ° [ REvil /& T E#THI GandCrab #)Z %5 ? | (Is ‘REvil’ the New GandCrab Ransomware?) °
b RAFHURERT 2019 4 7 A 24 H + https://krebsonsecurity.com/2019/07/is-revil-the-new-gandcrab-ransomware/.

38 Trend Micro Research © (2018 ) o #FEFIZ o THREIAIR « BHHUMERT S {ERYFHE R | (Mapping the Future: Dealing With Pervasive and Persistent
Threats) © _FZR7FHURFE 2019 7 7 A 24 H : https://documents.trendmicro.com/assets/rpt/rpt-mapping-the-future.pdf.

39 BIEARHY o 2019 F 7 H 29 H) o SR EFIZ 2R - TR TR - ZER MR UEU ) (Risks Under the Radar: Understanding Fileless
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