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Microsoft 2026E10H ¥ aVF4 7w 75— 1h

CVE 1,417 / BEXXEDEHIE | CVEZSZ2 27V w235 &, Microsoft Security Response CenterdDEEliEsREFX £ 7,
VEZIE - & (Critical) . =E (Important) . = (Moderate)

* 1%, Y= RNN—=F 4 BAFFEAT, SEMicrosoftdV V—RAIZE&HSNVEERL T,
% &, MicrosoftiCk 2BENTTIZETLUTEY, TV RA—HFIZX 2B ENRELRVEEZRLET,

Fag3 D 2 F5 BZIE — AR
CVE-2026-96951 Windows Shell D& F 2V 7 1 BERED /N A /N ZDREFHME HE 8.8 %L HY X 2D T 1 BEREDINA N
CVE-2026-108398 .NET Framework Dt =2V 7« HBED/NA /N ZADREFHME BHE 8.8 »HY %L TFal) T 1 BEEED/NA N
CVE-2026-92707 * MessagePack-CSharp ¥ — ¥ AIEZE DRfEFHIE i 5.3 »HY U P—EAER
CVE-2026-96222 Active Directory Federation Services (AD FS) D72V 3 % U DHaFsM BR 7.4 U U BYTEL
CVE-2026-108131 Active Directory Federation Services (AD FS) D7) ¥ % U DHagsHE BE 7.5 U U BRUTEL
CVE-2026-83943 *x Azure API Center DIFMRIRMDMETIME BR 8.7 iy B THHRIRIE
CVE=2026-77900 Azure App Service DV E— N TI— RNEFTI NI BE 9.8 AV U VE—bhI— NEF
CVE-2026-83947 xx Azure Event Grid 7Y § & UDMEFIHE ZR 1.1 %L %L RYVTEL
CVE-2026-69435 s Azure SRE Agent ODRHEDFIEDHETIM BE 9.6 AV gV e
CVE-2026-108400 HEVC Video Extensions @V E— hTI— RWNEFTINDHMEFTHIE Ba 8.8 U B Y E—bha— NEfT
CVE-2026-62840 Linux Kernel DDWFEDFIEDETINME 95 7 %L U FHERE
CVE-2026-94510 *x Microsoft Bookings ODHFHED FA&MDHETTM: BR 9.9 7L U R
CVE-2026-88131 Microsoft Dataverse ®VE— hTI— RMETINDHETHME BE 9.8 U U VE—bhI— NEF
CVE-2026-105718 Microsoft Excel MV E— M Ta— RNETINDHMEFTHHE BR 8.8 U U YE—hI— RET
CVE-2026-70571 Microsoft Exchange Server ®VE€— hTI— RPEFINDHETHME BE 8.1 AV gV VE— M- REF
CVE-2026-100215 Microsoft Graphics Component ®V E— hTI— RMWETI NS MEFHIE BR 7.8 A U YE—hI— RET
CVE-2026-100209 Microsoft Office Excel @™V E— hTI— RNEFTINDHETHE 2551 8.8 %L U VE—ha— REFT
CVE-2026-100210 Microsoft Office Excel ™V E—hTI— NWETINBMTHIE BR 8.8 iy B VE—hI— REFT
CVE-2026-100211 Microsoft Office Excel @V E— hTI— RNEFTINDHMETHE 2551 8.8 %L U VE—ha— REFT
CVE-2026-97739 Microsoft Office Excel ™V E—hTI— NWETINBMTHIE BR 8.8 7L B VE—hI— REFT
CVE-2026-97745 Microsoft Office Excel dVUE— hTI— RMWEFTI NI BE 8.8 AV gV V) E—bha— REFT
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96951
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-105718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70571
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-100215
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-100209
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-100210
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-100211
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97739
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CVE-2026-97755 Microsoft Office Excel @V E— hTa— RMPEFTINDMETHME R332 8.8 U U VE—ha— REFT
CVE-2026-97756 Microsoft Office Excel MV E—hTI— RWEFINDHHFHNHE 22 8.8 A U Y E—bha— NEfT
CVE-2026-97758 Microsoft Office Excel ®VUE— hTa— RMPEFTINDMETFHME R332 8.8 U U VE—ha—REFT
CVE-2026-97759 Microsoft Office Excel MV E—hTI— RWEFTINDHHFHNHE 22 8.8 A U Y E—bha— NEfT
CVE-2026-97765 Microsoft Office Excel @V E— hTa— RMPEFTINDHEFHME R332 8.8 U U VE—ha— REFT
CVE-2026-97778 Microsoft Office Excel MV E—hTI— RWEFTINDHHFHNHE 22 8.8 A U Y E—bha— NEfT
CVE-2026-97780 Microsoft Office Excel ®VUE— hTa— RMPEFTINDMEFHME 2551 8.8 U U VE—ha— REFT
CVE-2026-97741 Microsoft Office Excel MV E—hTI— RWEFTINDHHFHNHE 22 8.8 A U Y E—bha— NEfT

E-2026-97742 Microsoft Office Excel @V E— hTa— RMPEFTINDMETHME R332 8.8 U U VE—ha— REFT
CVE-2026-97753 Microsoft Office Excel MV E—hTI— RWEFTINDHHFHNAE 22 8.8 A U Y E—bha— NEfT
CVE-2026-97761 Microsoft Office Excel @V E— hTa— RMPEFTINDMEFHME 22 8.8 U U VE—ha— REFT
CVE-2026-97767 Microsoft Office Excel MV E—hTI— RWEFTINDHHFHNHE 22 8.8 A U Y E— b a— NEfT
CVE-2026-97776 Microsoft Office Excel @V E— hTa— RMPEFTINDMEFHME R332 8.8 U U VE—ha—REFT
CVE-2026-70242 Microsoft Office Outlook MV E— hTI— RMPEFTINBHEFHE B2 9.8 A U VE—hI— REFT

E-2026-70291 Microsoft Office Outlook MV E—hTI— RMBEFTINDHMFME Ba 9.8 U U YE— b I— RET
CVE-2026-88156 Microsoft Office Outlook MV E— hTI— RMPEFTINBHEFHE B2 9.8 A A VE— - REFT
CVE-2026-97016 Microsoft Office Outlook MV E—hTI— RMBEFTINDHMFHME Ba 9.8 U U YE— b I— RET
CVE-2026-97749 Microsoft Office Outlook MV E— hTI— RMNEFTINBHEFHE BR 9.8 A U VE—hI— REFT
CVE-2026-88178 Microsoft Office PowerPoint VU E— b TI— RNWEFTI DTN 22 9.8 U U VE—ha— REFT
CVE-2026-70215 Microsoft Office PowerPoint MV E— NTI— RMNEFTINDHMEFHME 22 8.8 A A Y E— b a— NEFT

E-2026-88144 Microsoft Office PowerPoint VU E— b TI— RNWEFTI DTN 22 8.8 U U VE—ha— REFT
CVE-2026-88207 Microsoft Office PowerPoint MV E— N TI— RNEFTINDHMEFHME 22 7.5 A U Y E—bha— NEfT
CVE-2026-102866 Microsoft Office SharePoint DRFEDFIEDHETHIE 22 8.1 U U e
CVE-2026-102855 Microsoft Office Visio MV E— b TI— RWEFTIND N4 22 8.8 A U Y E— b a— NEFT
CVE-2026-102856 Microsoft Office Visio @V E— hTIa— RMPEFTINDHETFHME 22 8.8 U U VE—ha— REFT
CVE-2026-102857 Microsoft Office Visio MV E— b TI— RWEFTIND N4 22 8.8 A U Y E— b a— NEFT

DI/ 2026410 £¥aV5«4T7v IS5 —bh— 2/ 55

af
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70215
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20670269 Microsoft Office Word @V E—hTI— kAEFInAMHEE 00 ®& 81 &L &L VE—ha—KEF
CVE-2026-88185 Microsoft Office Word VY E— kT — RNEFTIND MK BR 8.1 A 2L VE—hI— REFT
CVE-2026-7030( Microsoft Office Word Y E— hTI— RNETINB MM 22 9.8 U U U E— b a— NEfT
CVE-2026-96207 Microsoft Partner Center DIHHEDFIEDHETIE B2R 10 A U FrtERE
E-2026-7014 Microsoft PostScript Printer Driver ®V €— hTI— RDNEFTINBHEFFHE BE 9.8 U U U E— b a— NEfT
CVE-2026-70153 Microsoft PostScript Printer Driver MV E— hTa— RNETFINZ M54 23 9.8 2L U VE—hI—REFT
CVE-2026-108467 Microsoft PostScript Printer Driver ®V €— hTI— RDNEFTINBHEFFHE BE 8.8 U U U E— b a— NEFT
CVE-2026-100219 Microsoft QUIC @V E— hTI— RNEFTINDHETHE 23 9.8 2U AqV VE—bhI— NET
CVE-2026-105016 Microsoft QUIC MY € — b T — RAETINLMEIHIE Ba 9.8 U U YE— b I— RET
CVE-2026-96952 Microsoft Windows Media Foundation VU E— hTa— RDETINZHEFHE 23 8.8 2L U VE—hI—REFT
CVE-2026-108457 Microsoft Windows PDF V) E— bk TI— RNETINB T 22 8.1 2L U VE—ha— REFT
CVE-2026-69802 Network Device Enrollment Service (NDES) DV E— hTI— RWEFTINBHETHME 23 8.1 2L U VE—hIa—REFT
CVE-2026-21413 * Raw Image Extension MV E— hTI— RMWETINDHETHME 22 9.8 U U VE—ha—REFT
CVE-2026-70229 Windows Active Directory Domain Services MV E— hTI— RNETFINZ MK 23 8.1 2L U VE—hI—REFT
CVE-2026-83917 Windows ALPC ODRHED FH&DAETHM R332 7 2U 2L FHERE
CVE-2026-88174 Windows Deployment Services MV E— NTI— RNEFTINDHMEFHHE 23 8.1 2L U VE—ha—REFT
CVE-2026-70250 Windows DHCP Client Y E— b TI— RMETINDHEIHE Ba 8.8 U U YE— b I— RET
CVE-2026-96934 Windows DHCP Server ™V E— hTI— RWEFTINDHETHME 2R 9.8 2L BU VE—bhI— NET
E-2026-8811 Windows DHCP Server dVY E— b TI— RMETINDHETHIE Ba 8.1 2L U VE— b a— FEF
CVE-2026-88119 Windows DHCP Server ™V E— hTI— RWEFTI N DT 23 8.1 2U BU VE—bhI— NET
E-2026-8812 Windows DHCP Server dVY E— b TI— RMETINDHEIHE Ba 8.1 2L U VE— b a— REF
CVE-2026-88171 Windows DHCP Server ™V E— hTI— RWEFTINDMETHME 23 8.1 2L AV VE—bhI— NEFT
CVE-2026-83934 Windows GDI+ DV E— kT3 — RMWEFTI N BT Ba 8.8 U U YE— b I— RET
CVE-2026-88073 Windows Graphics Kernel O$FEDFIEDHaTHME 23 8.8 A U FrtERE
CVE-2026-108399 Windows Hyper-V DFHEDFEDMETHIE 22 7.2 U U e
CVE-2026-102214 Windows Hyper-V @V E— hTI— NWET I NDHETFE & 8.8 2U BU VE—bhI— NET
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88117
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88119
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88120
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88171
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CVE-2026-105733
CVE-2026-96913
CVE-2026-10022(
CVE-2026-100202
CVE-2026-10846(
CVE-2026-96202

CVE-2026-96943

CVE-2026-69789

CVE-2026-70187
CVE-2026-102225
CVE-2026-97814
E-2026-96914
CVE-2026-108130
CVE-2026-88074
CVE-2026-102211
E-2026-108471
CVE-2026-102869
CVE-2026-5828(
CVE-2026-69651
CVE-2026-84008
CVE-2026-96958
CVE-2026-96959
CVE-2026-96960
E-2026-70162
CVE-2026-96225

E-2026-96231

/ 2026108 Ea T4 Ty FF— h—

Windows Hyper-V @V E— hTI— RMRETINDHaTMH

Windows Kernel ODFHEDFIE&DHETIM:

Windows Media Video Decoder ®V E— hTI— KHBETINBMETHIE

Windows Message Queuing Queue Manager MV E— KT — RMWETINDHEFHE
Windows Message Queuing MV E— T3 — RWETIN BT

Windows Raw Image Extension ®V E— b TI— RNWEFINDHTMHE

Windows Raw Image Extension @™V E— hTI— RNEFINDHMETTHE

Windows Reliable Multicast Transport Driver (RMCAST) ®V E— hTI— RWEFIND
ffa 551

Windows Remote Desktop Services MV E— hTI— RMWETI DT
Windows Text Shaping ®VE— MTIa— RMNETINDMEFTHE

Windows Text Shaping DV E— KT — RMNETINBHEFHE

Windows Virtualization-Based Security (VBS) Enclave OD%HEDFIEDMETHE
Windows Virtualization-Based Security (VBS) Enclave ODHFHEDFIEDHETIMH
Windows Virtualization-Based Security (VBS) Enclave %D FIEDMETHE
Windows Virtualization-Based Security (VBS) Enclave ODHFHEDFIEDHETIMH
Windows Virtualization-Based Security (VBS) Enclave %D FIEDMETHE
.NET and Visual Studio DFHEDFAEDMETHIE
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96959
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96960
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E-2026-70161

CVE-2026-70190
CVE-2026-70165
CVE-2026-85363
CVE-2026-700017
CVE-2026-70035

E-2026-70194
CVE-2026-97801

E-2026-96232
CVE-2026-96229

E-2026-66822
CVE-2026-96234

E-2026-70174
CVE-2026-83520
CVE-2026-876917
CVE-2026-96224
CVE-2026-96235
CVE-2026-70197
CVE-2026-96237
CVE-2026-96957
CVE-2026-96238
CVE-2026-83666
CVE-2026-83645
CVE-2026-85319

E-2026-85321
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NET ODRHED FAEDREFHIE HE 7.3 U %L
NET OFHED FE OGS EEd 7.3 Qv Qv
NET ODRHHED FAE DREFHIE HE 6.7 U %L
.NET Framework OD¥FHEDFAEDHETHME BHE 8.8 U U
.NET Framework V) E&—hTI— RPAEFTI N DM BHE 8.8 7U 72U
.NET Framework @V E€— kT — RWETFIND 5K BHE 8.8 AV U
.NET Framework =) 7« BERED/NA /N ADREFHIE HE 6.5 U %L
.NET Framework 0@k ¥ ADHfagH% BHE 7.5 U U
NET DfEERIRIROMESS BHE 7.5 7U 72U
NET DI ESRIRROMETIHE EEd 6.5 Qv Qv
NET DfEERIRIROMESS BHE 5.9 7U 72U
NET DI ESRIRROMETIHE EEd 5.3 Qv Qv
NET OV € — b Ta— RWEFI NI MM HE 8.8 U %L
NET DY E— R TI— RBEFTINDHETE EEd 8.8 Qv Qv
NET OV € — b Ta— RWEFI NI MM HE 8.8 U %L
NET DY E— R TI— RBEFTINDHETE BE 8.8 AV Qv
NET OV € — b Ta— RWEFI NS MM HE 8.8 U %L
NET DY E— R TI— RBEFTINDHETE EEd 8.1 Qv Qv
NET OV € — b Ta— RWEFI NI MM HE 7.5 U %L
NET D F a2V T 1 BERED/N A S A DT BE 8.8 AV Qv
NET D& F 2V 7 1 BEED/NA /N A DS HE 6.5 U %L
Active Directory Certificate Services (AD CS) ODFHHEDFA&DMETIE BHE 7 2L U
Active Directory Federation Services (AD FS) dD¥—VY AEZ DT HE 7.5 A U
Active Directory Federation Services (AD FS) o4 —VY AIEEH DAfEFIM BHE 7.5 U U
Active Directory Federation Services (AD FS) dD¥—VY AEZ DT HE 7.5 A U
Active Directory Federation Services (AD FS) ¥ —VY AIEFH DAfEFIM BHE 7.5 U U
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70161
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CVE-2026-102197 Windows Broadcast DVR User Service OFRHEDFEIEDHETIM BE 7 U 2L e
CVE-2026-103554 Windows Broadcast DVR User Service DRHEDFAEDMETIME BE U A U FrtERE
CVE-2026-103565 Windows Broadcast DVR User Service OFRHEDFEIEDHETIM BE 7 U U e
CVE-2026-105722 Windows Broadcast DVR User Service DRHEDFAEDMETIME BE U A U FrtERE
CVE-2026-88103 Windows Broadcast DVR User Service OFRHEDFEIEDHETIM BE 7 U U e
CVE-2026-88113 Windows Broadcast DVR User Service DRHEDFAEDMETIME BE U A U FrtERE
CVE-2026-96919 Windows Broadcast DVR User Service OFRHEDFEIEDHETIM BE 7 U U e
CVE-2026-97808 Windows Broadcast DVR User Service DRHEDFAEDMETIME BE U A U FrtERE

E-2026-70122 Windows Broadcast DVR User Service OFRHEDFEIEDHETIM BE 6.5 U U e
CVE-2026-97806 Windows Broadcast DVR User Service DRHEDFAEDMETIME BE 7.8 A U FrtERE
CVE-2026-97807 Windows Broadcast DVR User Service OFRHEDFEIEDHETIM BE 7.8 U U e
CVE-2026-108461 Windows Broadcast DVR User Service DRHEDFAEDMETIME BE U A U FrtERE

E-2026-7014 Windows Broadcast DVR User Service DIERIRIRDMETIM BE 6.5 U U TEHRIRTE
CVE-2026-103567 Windows Broadcast DVR User Service DIEHRIRIRDMTIM BE 5.5 A U TEERITTE
CVE-2026-85938 Windows Broadcast DVR User Service DIERIRIRDMETIM BE 5.5 U U TEHRIRTE
CVE-2026-83771 Windows Camera Frame Server Monitor (DRHEDFAEDMETHIE BE 8.8 A U FrtERE
CVE-2026-83753 Windows Camera Frame Server Monitor (DRFHEDFEAEDMETHIE BE 7.8 U U e
CVE-2026-85803 Windows Camera Frame Server Monitor (DRHEDFAEDMETHIE BE U A U FrtERE
CVE-2026-85367 Windows Cash Drawer Protocol Provider D4FHEDFEMEDHETHM: BE 7 U U e
CVE-2026-83780 Windows CCFFilter Driver @V E— M TI— KRNEFTINDHETHHE HE 9.8 2U BU VE—bhI— NET
CVE-2026-85377 Windows CD-ROM Driver ODRFHED FA&DRETHHE HE 7.8 U U RHEFAS
CVE-2026-83888 Windows CD-ROM Driver D¥EIED FAEDHETHME HE 6.5 2L Aqv REMESAE

E-2026-70041 Windows CD-ROM Driver DIE#RIFIRDAETIIE HE 5.5 U U TEERIRE
CVE-2026-70275 Windows CD-ROM File System Driver ™V E— b TI— RWETINDIHETHE HE 8.8 2U BU VE—bhI— NET
CVE=2026-6985( Windows Certificates DFFHEDFIEDMMETHIE BE 7.8 U U e
CVE-2026-69840 Windows Certificates DREHEDFAEDMETHE BE U A U FrtERE

DI/ 2026410 £¥aV5«4T7v IS5 —bh— 27/ 55

af


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-102197
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-103554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-103565
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-105722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88103
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88113
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96919
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97808
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70122
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97806
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97807
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-108461
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70148
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-103567
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85938
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83753
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85803
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85367
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83780
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85377
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83888
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70041
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70275
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69850
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69840

SECURITY UPDATE REVIEW / OCTOBER 2026

REg5iE D2 R

FEIE

—f

3]

Microsoft

HAFERR

IDI

CVE-2026-69949
CVE-2026-70113
CVE-2026-6994(
CVE-2026-69955

E-2026-96912

CVE-2026-100201

E-2026-7014
CVE-2026-96948
CVE-2026-70068
CVE-2026-83698
CVE-2026-83699
CVE-2026-83580
CVE-2026-69795
CVE-2026-83764
CVE-2026-83893
CVE-2026-83696
CVE-2026-88106
CVE-2026-88107
CVE-2026-83830
CVE-2026-83848
CVE-2026-96933
CVE-2026-83785
CVE-2026-70233
CVE-2026-85355
CVE-2026-85868
CVE-2026-85870

Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind

Wind

/ 2026510 ¥FaVF4TvTT

ows Client
ows Client
ows Client
ows Client
ows Client
ows Client
ows Client

ows Client

ows Client-
ows Client-
ows Client-

ows Client-

for NFS DRFHED FAEDIETIME

for NFS DRFHED FAE DTN

for NFS DIEHRIRRDOIEIIME

for NFS DERIREOMEIINME

License Service DRHEDFIEDMETIIE

License Service DFFEDFIEDHETIME

Side Caching driver (csc.sys) DRHEDFIZDMETHHE
Side Caching driver (csc.sys) OIEHIREOMTIIE
Side Caching (CSC) Service DRHEDFIEDHETIME
Side Caching (CSC) Service DAFHEDFAEDETIM
Side Caching (CSC) Service DRHEDFIEDHETIME

Side Caching (CSC) Service DHFEDFFEDHETHME

ows Clipboard Server DREFEDFIEDHETHME

ows Clipboard User Service DIBERIFMMDIMEITINME

ows Clipboard User Service MDIBRIFIWMDMEITTNME

ows Cloud Files Mini Filter Driver O¥HEDFEMDIETIME

ows Cloud Files Mini Filter Driver OEHEDFALDIETTM:

ows Cloud Files Mini Filter Driver OD¥HEDFEMDIETIME

ows COM+ Event System Service OD¥EHEDFAEDIETHME

ows COM+ Event System Service DIFHEDFEIEDAETHME

ows COM+ Event System Service OD¥EHEDFAEDIETTNME

ows COM+ Event System Service DIFFHEDFEIEDAETHME

ows Common Log File System Driver OiHED FA& DMfaFHIE

ows Common Log File System Driver D¥FHEDFIEDHETIIE

ows Common Log File System Driver OiHED FA& DMfEFHE

ows Common Log File System Driver OD¥FHEDFIEDHETIIE

._.}\_

af

BE
BHE
BEE
BHE
BEE
BHE
BE
BHE
BEE
BHE
BE
HE
BEE
HE
BE
HE
BEE
BHE
BE
HE
BE
BHE
BE
HE
BE
HE

7.8
7.8
6.5
6.5
7.8

8.8
5.5
8.8
7.8
7.8

5.5
9.9

7.8
7.8
7.8

7.8

U
AV
U
AV
U
AV
U
AV
U
AV
U
U
U
AV
U
AV
U
AV
U
AV
U
AV
U
AV
U

AV

U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U

U

REFAS
R
TEERIRE
THHRIRR
REFAS
R
RHEFAS
THHRIRR
REFAS
R
RHEFAS
RtERE
RHEFAS
THHRIRR
TEERIRE

28 / 55


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69949
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70113
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69940
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69955
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96912
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-100201
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70149
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96948
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70068
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83698
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83699
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83580
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69795
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83764
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88106
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88107
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83830
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83848
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96933
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83785
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70233
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85355
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85868
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85870

SECURITY UPDATE REVIEW / OCTOBER 2026

REg5iE D2 R

FEIE

CVSS

—f

3]

Microsoft

HAFERR

IDI

CVE-2026-83835
CVE-2026-85823
E-2026-85824
CVE-2026-70169
CVE-2026-83687
CVE-2026-70223
CVE-2026-102202
CVE-2026-97792
CVE-2026-97794
CVE-2026-97787
CVE-2026-9781(
CVE-2026-97790
CVE-2026-7021(
CVE-2026-69918
CVE-2026-83587
CVE-2026-70580
CVE-2026-69736
CVE-2026-103568
CVE-2026-69919
CVE-2026-70055
E-2026-70014
CVE-2026-88096
CVE-2026-83679
CVE-2026-85332
CVE-2026-8371(
CVE-2026-84014

Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind

Wind

/ 2026510 ¥FaVF4TvTT

ows Common Log File System Driver DIE¥RIRIRODMEITIM:

ows Composite Image File System DIFHEDFEIEDAETHME

ows Composite Image File System DFFHED FIEDAETIME

ows Connected Devices Platform Service DIFMEDFAEDAETIM

ows Connected User Experiences and Telemetry ODFFHEDFIEDAETHM:

ows Console Driver DIFHED FAZDHETIME

ows Container Isolation FS
ows Container Isolation FS
ows Container Isolation FS
ows Container Isolation FS
ows Container Isolation FS
ows Container Isolation FS

ows Container Isolation FS

Filter
Filter
Filter
Filter
Filter
Filter

Filter

Driver (unionfs.
Driver (unionfs.
Driver (unionfs.
Driver (unionfs.
Driver (unionfs.

Driver (unionfs.

Sys)
sys)
Sys)
sys)
Sys)

Sys)

DRHED FIE DI
DHRFHEDFIE D55
DRHED FIE DI
DHRFHEDFIE DRSS
DRHED FIEDfETHE
DX ADIEFIE

Driver DREHEDFIEDHETIME:

ows Core Messaging DIFHED FAZDHETIME

ows Core Messaging DIFHED FIEDHfiTHM:

ows Credential Guard 72V 3 L DTN

ows Credential Manager DRFHEDFAEZDIETIME

ows Credential Providers OD¥SHEDFEMEDIEITINME

ows Cryptographic Services DIERIFHDMEITTNME

ows Cryptographic Services DIEMIREDAEIINE

ows Cryptographic Services MV E— hTI— RWEFT I DM

ows DCOM Server DRFEDFIEDHETHIE

ows Defender Firewall Service ODEHEDFIEDIETHNME

ows Device Association Service DIFMEDFIEDHETHM:

ows Device Association Service DFEFED FHEDMEFHM:

ows Device Association Service DIFMEDFIEDHETHM:

._.}\_

af

BE
BHE
BEE
BHE
BEE
BHE
BE
BHE
BEE
BHE
BE
HE
BEE
HE
BE
HE
BEE
BHE
BE
HE
BE
BHE
BE
HE
BE
HE

7.8
7.8
7.8

5.5
9.9
8.8
7.8
8.8

7.8
9.9
5.5
7.5

7.8
7.8

U
AV
U
AV
U
AV
U
AV
U
AV
U
U
U
AV
U
AV
U
AV
U
AV
U
AV
U
AV
U

AV

U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U

U

BRI

TEERIRE
THHRIRR
VE— b a— REF

29 / 55


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83835
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85823
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85824
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70169
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83687
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70223
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-102202
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97792
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97794
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97787
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97810
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97790
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70270
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69918
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83587
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70580
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69736
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-103568
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69919
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70055
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70014
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88096
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83679
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85332
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83710
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-84014

SECURITY UPDATE REVIEW / OCTOBER 2026

REg5iE D2 R

FEIE

—f

Microsoft | HAZER

IDI

E-2026-85342
CVE-2026-85352
CVE-2026-85904
CVE-2026-85331
CVE-2026-70227
CVE-2026-85336
CVE-2026-85815
CVE-2026-96854
CVE-2026-83792
CVE-2026-83877
CVE-2026-836717
CVE-2026-83665

E-2026-70201
CVE-2026-83691
CVE-2026-70066
CVE-2026-96320
CVE-2026-70069
CVE-2026-69830
CVE-2026-70058
CVE-2026-85841
CVE-2026-83787
CVE-2026-85865
CVE-2026-83915
CVE-2026-83896
CVE-2026-83902
CVE-2026-83903

Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind

Wind

/ 2026510 ¥FaVF4TvTT

ows Device Association

ows Device Association

ows Device Association

ows Device Association

ows Device Association

ows Device Association

ows Device Association

ows Device Association

ows Device

Service
Service
Service
Service
Service
Service
Service

Service

DRHED FIE DI
DHRFHEDFIE DRfEs5 M
DRHED FIE DI
DIEHRIFRDHETIME
DIERITIRDMEFINE
DIEHRIFRDHETIME
DIERITIRDMEFINE
DIEHRIFRDHETIME

Install Service DFFEDFIEDHEFFME

ows Devices Human Interface DRFHEDFIE DT

ows DHCP
ows DHCP
ows DHCP
ows DHCP
ows DHCP
ows DHCP
ows DHCP
ows DHCP
ows DHCP
ows DHCP
ows DHCP

ows DHCP

Client MY —E AIEF DM

Server DY —VE ZIEFDIfETIME

Server ¥ —E AIEFR DT
Server DFFEDBIEDIETIME
Server DFFHEDFAEDHETHE

Server MY E— MTI— RMNETINDMETIHE
Server MY E— hTI— RBEFTINDHEFTHE
Server MY E— M TI— RMNEFTINDMETIHE
Server MY E— hTI— RBEFTINDHETHE
Server MY E— M TI— RMNEFTINDMETIHE
Server DX F 2V T 1 HEED /N1 /N ADRETHIE

Server DX F 2V 7 1 BEED /N1 N ADRETHME

ows Diagnostic Policy Service DIFHED FIEDAETIME:

ows Direct Composition DFHEDFIEDHETTIE

ows Direct Composition DHFHED FAEDHETHME

ows Direct Composition DFHEDFIEDHETTIE

._.}\_

af

BE
BHE
BEE
BHE
BEE
BHE
BE
BHE
BEE
BHE
BE
HE
BEE
HE
BE
HE
BEE
BHE
BE
HE
BE
BHE
BE
HE
BE
HE

7.8
7.8
7.8

U
AV
U
AV
U
AV
U
AV
U
AV
U
U
U
AV
U
AV
U
AV
U
AV
U
AV
U
AV
U

AV

U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U

U

REHEFIE
FrtERE
REHEFIE
TEERITTE
TEHRIRE
TEERITTE
TR
TEERITTE
REHEFIE
FrtERE
P—EAER
P—ERER

H—b REH

U E—bha— NEfT

Y E— b a— NEFT

VE—bha— NEFT

Y E— b a— NEFT

U E—bha— NEfT
¥ a2l T 1 HREDNA XA

YTEFa) T A HEREDNA N

30 / 55


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85342
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85352
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85904
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85331
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70227
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85336
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85815
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96854
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83792
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83877
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83677
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83665
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70201
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83691
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70066
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96320
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70069
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69830
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70058
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85841
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83787
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85865
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83915
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83896
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83902
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83903

SECURITY UPDATE REVIEW / OCTOBER 2026

Microsoft

HA

£
=]

E-2026-83912
CVE-2026-83922
CVE-2026-85902
CVE-2026-85906

E-2026-70151
CVE-2026-70021

CVE-2026-105723
CVE-2026-96938
CVE-2026-85931
CVE-2026-85798
CVE-2026-70082
CVE-2026-70079
CVE-2026-70155
CVE-2026-70166
CVE-2026-70074
CVE-2026-70119

E-2026-70244
CVE-2026-83889
CVE-2026-83726
CVE-2026-88128
CVE-2026-881717
CVE-2026-88179
CVE-2026-8818(
CVE-2026-88181

CVE-2026-88188

Windows

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

VE— b - KEF

VE—bhI— NET

P—VURIER
J—URIER
P—VURIER
H—bE 2R

TEERIRE

VE—bhI— NET

TEERIRE

VE—bhI— NET

faZa M D& FR BIE —fR AR
Direct Composition ODHFHEDFIEDHETIIE BHE 7.8 7 72U
Direct Composition DHFHEDFIEDHETHME BHE 7.8 AV U
Direct Composition ODHFHEDFIEDHETHIE BHE 7.8 7U 72U
Direct Composition DHFHEDFIEDHETHNME BHE 7.8 U U
Direct Composition ODHFHEDFIEDHETHIE BHE 7.8 7U 72U
Direct Composition DHFHEDFIEDHETHME BHE 7 AV U
Distributed File System (DFS) ODHEDFIEDHETS M HE 7.5 U A3V
Distributed File System (DFS) DRetEDFMEDHETINME EEd 6.7 Qv Qv
Distributed File System (DFS) ®V £— hTa— RMNEFTINBMETHIE HE 8.8 A U
Distributed File System (DFS) ®VE— hTI— RNEFTINDHEIME EEd 7.2 Qv Qv
DNS D% — B RETF DT HE 7.5 U A3V
DNS DY — & AIEE DT HE 7.5 Qv A9V
DNS D% — B REBF DT HE 7.5 U A3V
DNS DY — & AIEE DT HE 6.5 Qv 9V
DNS DIEHRIFRDOMETIIE HE 5.5 2U 72U
DNS DV E— M TI— RNEFINDHETME BE 6.5 U AV
DNS Server ODIEFRIFIRDMETIME BHE 6.5 7U 72U
DNS Server ™V E— hTI— RNEFTINDHEFME BHE 8.8 AV U
DWM Core Library OORHHEDFIEDHETIM BHE 7.8 7U 72U
DWM Core Library DREHEDFAEDOMETIE BHE 7.8 U U
DWM Core Library OORHHEDFIEDHETIM BHE 7.8 7U 72U
DWM Core Library DREHEDFAEDMETIE BHE 7.8 AV U
DWM Core Library OORHHEDFIEDHETIM BHE 7.8 7U 72U
DWM Core Library DREHEDFAEDOMETIE BHE 7.8 U U
DWM Core Library OORHHEDFIEDHETIM BHE 7.8 7U 72U
DWM Core Library DREHEDFAEDOMETIE BHE 7.8 U U

IDI

CVE-2026-88189

Windows

/ 2026108 Ea T4 Ty FF— h—

af

i

31/ 55


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83912
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83922
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85902
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70151
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70021
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-105723
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96938
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85931
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85798
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70079
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70155
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70166
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70074
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70119
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70244
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83889
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83726
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88177
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88180
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88181
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88188
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88189

SECURITY UPDATE REVIEW / OCTOBER 2026

REg5iE D2 R

FEIE

—f

3]

Microsoft

HA

£
=]

IDI

E-2026-88194
CVE-2026-85853
CVE-2026-85854
CVE-2026-85855
CVE-2026-83765
CVE-2026-84016

E-2026-85914
CVE-2026-96932
CVE-2026-83784
CVE-2026-85791
CVE-2026-83683
CVE-2026-83565
CVE-2026-83759
CVE-2026-88162

E-2026-69452
CVE-2026-69354
CVE-2026-69363
CVE-2026-70103
CVE-2026-83669
CVE-2026-83826
CVE-2026-8384(
CVE-2026-85800
CVE-2026-69387
CVE-2026-83689
CVE-2026-83750
CVE-2026-85354

/ 2026108 Ea T4 Ty FF— h—

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

DWM Core Library DHRHEDFAEDMETIM

DWM Core Library DREHEDFAEDMETIE

DWM Core Library ODHFHEDFAEDMETIM

DWM Core Library DREHEDFAEDMETIE

DWM Core Library OI&#IRMEOMETM

EAPHost Service ODHFED FIE DTN

Embedded Mode Service ODHFHEDFAEDAETIIE
Embedded Mode Service ODRFHEDFIEDHETHIE
Encrypting File System (EFS) DRHEDFAEDMETIME
Encrypting File System (EFS) ODHREDFAEDHETIME
Encrypting File System (EFS) ODIEIREDMETIME

Encrypting File System (EFS) DIE#RIRIROMETIE

Encrypting File System (EFS) ®VE— b TI— RWEFT IS

Encrypting File System (EFS) ¥ A DHgHiE
Enterprise App Management DHRHEDFAEDMETIME
Error Reporting OHFEDFIE DTN
Error Reporting DIFHEDFAEDHiTHE
Error Reporting OHFEDFIE DTN
Error Reporting DIFHEDFAEDHiTHE
Error Reporting OHFEDFIE DTN
Error Reporting DIFHEDFAEDHiTHE
Error Reporting OHFEDFIE DTN
Error Reporting DIFHEDFAEDHiTHE
Error Reporting OHFED FIE DTN
Error Reporting DIFHEDFAEDHiTHE

Error Reporting DIEMED FAGDHETIM:

af

BE
BHE
BEE
BHE
BEE
BHE
BE
BHE
BEE
BHE
BE
HE
BEE
HE
BE
HE
BEE
BHE
BE
HE
BE
BHE
BE
HE
BE
HE

9.9
7.8

8.8

6.5
5.5
8.8
5.5
7.1
7.8

7.8
7.8
7.8
7.8
7.8

U
AV
U
AV
U
AV
U
AV
U
AV
U
U
U
AV
U
AV
U
AV
U
AV
U
AV
U
AV
U

AV

U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U

U

REFAS
R
REFAS
RtERE
TEERIRE

TEERIRE
THHRIRR
VE— b a— REF

WEA

i

32/ 55


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88194
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85853
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85854
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85855
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83765
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-84016
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85914
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96932
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83784
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85791
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83683
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83565
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83759
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88162
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69452
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69354
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69363
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70103
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83826
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83840
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85800
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69387
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83689
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83750
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85354

SECURITY UPDATE REVIEW / OCTOBER 2026 Microsoft | HAREERR

faZa M D& FR BIE —fR AR

CVE-2026-83658 Windows Error Reporting OIEHIRIEMDMETHME BE 5.5 7 72U TEHRIRTE
CVE-2026-83747 Windows Error Reporting MDIFHIRIEMDMETTM: BHE 5.5 AV U TEHRIRTR
CVE-2026-83519 Windows Error Reporting V€ — hTI— RWEFINDHEFMN BE 9.8 7U 72U UE—hI— RET
CVE-2026-83693 Windows Error Reporting @V E— hTI— RMWEFINDHETHME HE 9.8 %L 2L VE—hI— REF
CVE-2026-83748 Windows Error Reporting ®VE— hTI— RWEFINDHETMN BE 9.8 7U 72U UE—hI— RET
CVE-2026-97815 Windows Error Reporting @V E— hTI— RAEFINDHETHME HE 9.8 %L Aqv VE—hI— REF
CVE-2026-83643 Windows Error Reporting ®VE— hTI— RWEFINDHETMN BE 8.8 7U 72U UE—hI— RET
CVE-2026-83758 Windows Error Reporting @™V E— hTI— RAWEFINDHETHME HE 7.8 %L 2L VE—hI— REF
CVE-2026-83916 Windows Error Reporting V€ — hTI— RWEFINDHETMN BE 7 7U 72U UE—hI— RET
CVE-2026-97798 Windows Error Reporting Service %D & DIEFIIE BHE 7.8 A U REMESAE
CVE-2026-83715 Windows Error Reporting DX A DHfEFHE HE 7.1 7U U WX A
CVE-2026-83695 Windows Event Logging Service DIEHIRIRDIETIM BHE 5.5 U U TR
CVE-2026-83723 Windows Event Logging Service OIE#RIRIROMETIE HE 5.5 7U U THHRIRIR
CVE-2026-95904 Windows Event Logging Service DIEHIRIRDMETIME BHE 5.5 U U TEHRIRTR
CVE-2026-83856 Windows Event Logging Service d™V E— hTa— RNETINSMEFTHE HHE 7.5 A U Y E— b a— NEFT
CVE-2026-70134 Windows Event Tracing D¥HEDFAEDHETTME BHE 7 U U e
CVE-2026-83707 Windows Event Tracing DRFHEDFIEDMETHIE HE 7 A U FHERE
CVE-2026-83874 Windows Event Tracing @™V E— hTa— RNEFTI DT HE 8.8 %L Aav VE—hI— REF
CVE-2026-83836 Windows Event Tracing MV €— hTI— RMBEFTINDHEFHME BEE 7.8 %L %L VE—ba— RET
CVE-2026-70235 Windows Event Tracing 7Y ¢ & U DEFHIE BHE 5.5 A U BRYVTEL
CVE-2026-8584( Windows Event Viewer DIEHIFEDHETINE HE 6.5 7U U THHRIRIR
CVE-2026-83881 Windows exFAT File System ODRFEDFIEDAETIME BE 7.8 %L Aqv REMESAE

E-2026-85822 Windows exFAT File System DHFHEDFIEDHETINE BE 7.8 7U 72U e
CVE-2026-102192 Windows Failover Cluster ¥ —CAIEE DT BE 7.5 U U P—EAER
CVE-2026-96945 Windows Failover Cluster ¥ —Y AEFDHEEIHE HE 7.5 7U 72U Y- AER
CVE-2026-83099 Windows Failover Cluster ¥ —CAIEE DT BE 5.9 U U P—EAER
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CVE-2026-85826
CVE-2026-70277
CVE-2026-877017
CVE-2026-83860
CVE-2026-69884
CVE-2026-83651
CVE-2026-857917
CVE-2026-70089
CVE-2026-83929
CVE-2026-83583
CVE-2026-70286
CVE-2026-85901
CVE-2026-85908
CVE-2026-96118
CVE-2026-102194
CVE-2026-88110
CVE-2026-83582
CVE-2026-100217
CVE-2026-83932
CVE-2026-85884
CVE-2026-96183
CVE-2026-83740
CVE-2026-8379(
CVE-2026-83853
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Fast FAT Driver DIFHEDFAEDMETHME HE 7 7 72U
Fast FAT File System Driver OIEHIREOMETHM BHE 5.5 AV U
Fax and Scan Service DHRFEDFIEDIETIE BHE 7.8 7U 72U
M1 DY —EREE DK EEd 7.5 Qv 9V
GDI DEFHED FAZORETIIE HE 7.8 U A3V
G DEFRIFIRDOMETIE EEd 6.5 Qv 9V
@1 DERIFIROMETE BHE 6.5 7U 72U
I DV E—FTI— KRNEFINDHETMHE BE 8.8 A3V AV
GDI MY E— b TI— RMWEFTINDHEFME B5E 8.8 %L %LU
Geotag Broker DDFRHEDFIEDMETIIE BHE 7.8 U U
Graphics Component DRHEDFEIEDHETIM: BHE 7.8 7U 72U
Graphics Component DHRFHEDFAEDMETIIE HE 7.8 U Qv
Graphics Component MDRHEDFEIEDHETIM: BHE 7.8 7U 72U
Graphics Kernel ODHFEDFIE DTN BHE 7.8 U U
Graphics Kernel DRHEDFIEDMETIIE HE 7 7U 72U
Graphics Kernel OHFEDFIE DTN BHE 7 U U
Graphics Kernel DIEHIFEDHETIIE BHE 4.7 7U 72U
Group Policy DFHEDFAEDMETHIE BHE 7.8 AV U
Group Policy DRHEDFIEDMETIE BHE 7.8 7U 72U
Health and Optimized Experiences Service ORHEDFAEDHETHE BHE 7.8 U A
Health and Optimized Experiences Service DIEHIREDAETIIE HE 5.5 A U
Hello DIFHEDFIEDOHETHE EEd 7 Qv 9V
Hello DRHEDFIEDIETIIE BEE 7 U A3V
Hello DIFHEDFIEDOHETHE BE 7 AV 9V
Hello DIEHIFRDOMETIIE BHE 5.5 7U 72U
Hello DERIFEDOMETIME BE 5.5 AV 9V
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70089
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83583
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IDI

CVE-2026-7028( Windows BHE 4.4 7 72U o) 71 HEEEDNA N
CVE-2026-83926 Windows Hello D& F 2V 7 1 HRED /N1 /N A DRETHMHE HE 4.4 %L Aav TFal) T 1 BEERDNA N
CVE-2026-96248 Windows Host Guardian Service d¥—Y AIETDEFHIE BE 7.5 A 72U Y- AER
CVE-2026-88072 Windows Host Guardian Service DRHEDFEDHETHM BHE 7.8 U U S
CVE-2026-87709 Windows Host Guardian Service DX ADAEFHME BHE 5.5 A U WX A
CVE-2026-83875 Windows Human Interface Device ODIEIRIRIROMETIHE: BHE 5.5 U U THHRIRR
CVE-2026-83884 Windows Human Interface Device OIE#RIRIERDMETIME HE 5.5 7U 72U THHRIRIR
CVE-2026-83892 Windows Human Interface Device ODIEIRIRIROMETIHE: BHE 5.5 U U THHRIRR
CVE-2026-70248 Windows Hyper-V o —C AEZ DT BE 6.5 A U Y- AER
CVE-2026-83636 Windows Hyper-V ¥ —UE AL DHETHMHE HE 6.5 %L Aqv Y- RET
CVE-2026-85369 Windows Hyper-V O¥FHED FA& DIEFINE BHE 8.2 7U 72U FHER I
CVE-2026-70023 Windows Hyper-V OD¥RHEDFIEDIETHIE BE 7.8 %L Aqv REMESAE
CVE-2026-85343 Windows Hyper-V O¥FHED FA& DIETINE BE 7.8 7U 72U R
CVE-2026-88071 Windows Hyper-V OD¥RHEDFIEDIETHIE BE 7.8 %L Aqv REMESAE
CVE-2026-96223 Windows Hyper-V O¥FHED FA& DIETINE BE 7.8 7U 72U FHER I
CVE-2026-83839 Windows Hyper-V OD¥RHEDFIEDIETHIE BE 7 %L v REMESAE
CVE-2026-83671 Windows Hyper-V OIERIRIROMETS M HE 6.5 7U 72U THHRIRIR
CVE-2026-97813 Windows Hyper-V Df&EHRIRE DT BE 6.5 %L Aav E IR
CVE-2026-83716 Windows Hyper-V @V E— b TI— FRETINDLMETIME BE 8.8 A U Y E— b a— NEFT
CVE-2026-83931 Windows Hyper-V @V € — hTI— RWET I NDHEFFE HE 7.8 %L v VE—hI— REFT
CVE-2026-87705 Windows Hyper-V Mtz 2V 5 1 #AED/NA /N2 DREFHHE BE 7.4 7U 72U o) 71 HEEEDNA N
CVE-2026-83766 Windows Hyper-V ot ¥ 2V 7« H#RED /N1 N2 DRETH 4 HE 4.2 %L Aqv TFal) T 1 BEERDNA N
CVE-2026-83728 Windows Hyper-V 72V 3 & U DOMEFHIE BE 8.8 A U BYUTEL
CVE-2026-103569 Windows IKE Extension DIE#HIRMOMEEIME BHE 7.5 U U TEHRIRER
E-2026-83521 Windows IKE Extension DIEHIRHEDHETIE BE 6.5 7U 72U TEHRIRTE
CVE-2026-83522 Windows IKE Extension 074 4 & U DREFHME BHE 8.1 A U BRYVTEL
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83931
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-87705
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E-2026-85842
CVE-2026-85930
CVE-2026-83523
CVE-2026-96859
CVE-2026-69886
CVE-2026-77496
CVE-2026-83763
CVE-2026-69471
CVE-2026-837617
CVE-2026-83779
CVE-2026-85358
CVE-2026-85366
CVE-2026-85796
CVE-2026-87694
CVE-2026-87700
CVE-2026-87711
CVE-2026-88080
CVE-2026-96308

E-2026-70272
CVE-2026-83676
CVE-2026-83680
CVE-2026-83702
CVE-2026-83708
CVE-2026-83717
CVE-2026-83718
CVE-2026-83752

/ 2026510 ¥FaVF4TvTT

Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind
Wind

Wind

ows Image Acquisition DRHEDFIEDMETHME

ows Image Acquisition DRFHEDFMEDAETIME

ows Image Acquisition DV E— hTI— RNEFINBHETME

ows Imaging Component DIEMIRADAEITIME

ows Imaging Component MV E— hTI— RNEFTINBHETME

ows Imaging Component MV E— hTI— RWEFTIhDHTHMH

ows Input System DHFIEDFIEDHETTE

ows Installer DRHMEDFIEDIETIE

ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer
ows Installer

ows Installer

._.}\_

af

DRHED FIE DI
DHFHEDFAE DIfE M
DRHED FIE DI
DRFHEDFAE DR
DRHED FIE DI
DHFHEDFAE DIfE M
DRHED FIE DI
DRFHEDFAE DIfES M
DRHED FIE DI
DRFHEDFAE DIfEs
DRHED FIE DI
DRFHEDFAE DIfES M
DRHED FIE DI
DRFHEDFAE DI
DRHED FIE DI
DRFHEDFAE DIfES M
DRHED FIE DI
DRFHEDFAE DIfES M

BE
BHE
BEE
BHE
BEE
BHE
BE
BHE
BEE
BHE
BE
HE
BEE
HE
BE
HE
BEE
BHE
BE
HE
BE
BHE
BE
HE
BE
HE

U
AV
U
AV
U
AV
U
AV
U
AV
U
U
U
AV
U
AV
U
AV
U
AV
U
AV
U
AV
U

AV

U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U

U

Y E— b a— NEFT
TEERITTE

Y E— b a— NEFT

U E—bha— NEFT
REHERAE
FrtERE

36 / 55


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85842
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85930
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83523
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96859
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69886
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77496
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69471
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83767
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83779
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85366
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85796
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-87694
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-87700
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-87711
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96308
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83676
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83680
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83702
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83708
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83717
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83752

SECURITY UPDATE REVIEW / OCTOBER 2026 Microsoft | HAREERR

faZa M D& FR BIE Cvss N

CVE-2026-83775 Windows Installer DFRFHEDFIEDHETIIE BE 7 7 72U e
CVE-2026-83899 Windows Installer DRHEDFIEDHETHE BHE 7 AV U S
CVE-2026-85361 Windows Installer DHRFHEDFIEDHETIIE BE 7 7U 72U e
CVE-2026-85364 Windows Installer ODRFEDFIEDHETHE BHE 7 U U S

E-2026-85941 Windows Installer ODHRFHEDFIEDHETIIE BE 7 7U 72U e
CVE-2026-87693 Windows Installer DRHEDFIEDHETHE BHE 7 AV U S
CVE-2026-87704 Windows Installer DHRFHEDFIEDHETIIE BE 7 7U 72U e
CVE-2026-87708 Windows Installer DRHEDFIEDHETHE BHE 7 U U S
CVE-2026-87715 Windows Installer DHRFHEDFIEDHETIIE BE 7 7U 72U e
CVE-2026-88076 Windows Installer ODRHEDFIEDHETHE BHE 7 U U S

E-2026-88124 Windows Installer DHRFHEDFIEDHETIIE BE 7 7U 72U e
CVE-2026-96302 Windows Installer ODRFEDFIEDHETHE BHE 7 U U S
CVE-2026-96305 Windows Installer DHRFHEDFIEDHETIIE BE 7 7U 72U e
CVE-2026-96307 Windows Installer ODRHEDFIEDHETHIE BHE 7 U U S
CVE-2026-69635 Windows Installer DHRFHEDFIEDHETIIE BE 6.6 7U 72U e
CVE-2026-108468 Windows Installer DRHEDFIEDHETHE BHE 7 U U e
CVE-2026-85374 Windows Installer OIEFRIFHDMEIINE HE 5.5 7U U THHRIRIR
CVE-2026-85830 Windows Installer ODIERIFHDMIINME BHE 5.5 AV U TEHRIRTR
CVE-2026-83672 Windows Installer OIEFRIFHDMETINE BHE 4.7 7U 72U TEHRIRTE
CVE-2026-96244 Windows Internal System User Profile DD'RFHEDFAEDAETINME BHE 7.8 A U REMESAE
CVE-2026-83845 Windows Internet (wininet.dll) d7Zh) ¢ % L DOHEFHHE BHE 8.4 7U 72U BYTEL
CVE-2026-83865 Windows Internet (wininet.dll) DI ADHETHE EEd 4.7 AV U WA
CVE-2026-9783( Windows Internet Information Services D4 —t AIEEDHEFIM BHE 7.5 A U +—ERER
CVE-2026-70024 Windows Internet Information Services MV E— KTI— RMWETINDHEFHE BHE 9.8 A U U E—bha— NEfT
CVE-2026-83795 Windows Internet Key Exchange (IKE) Extension ¥ — & ZIETDHfFHE HE 7.5 AV AV H—E2AHER
CVE-2026-83843 Windows Internet Key Exchange (IKE) Extension (¥ — Y RIET DTN BHE 7.5 A U P RER
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CVE-2026-83685 Windows Internet Key Exchange (IKE) Extension ¥ — & ZIE&RDHfFHE HE 6.5 AV AV H—E2HER
CVE-2026-70008 Windows IP Over USB Service ODRHEDFAEDHETHE BHE 7.8 AV U S
E-2026-70011 Windows IP Over USB Service DIE¥RIRHEMDMETIM: HE 5.5 7U 72U THHRIRIR
CVE-2026-70031 Windows iSCSI D¥—VY RIET DiEFHIE HE 7.5 %L 2L Y- RET
E-2026-69644 Windows iSCSI ODIEHIREDMETTIE BE 5.5 7U 72U TEHRIRTE
CVE-2026-69721 Windows iSCSI DIEHIRIEDMETIME BE 5.5 %L AV E IR
E-2026-69521 Windows iSCSI DV E— hTI— RMWEFTINDHEFME HE 8.8 7U 72U YE— b I— RET
CVE-2026-69634 Windows iSCSI DV E— FTIa— RMNEFINDHETHE HE 9.8 %L 2L VE—hI— REF
CVE-2026-69705 Windows iSCSI DV E— hTI— RMWEFTINDHEEME HE 9.8 7U 72U YE— b I— RET
CVE-2026-69883 Windows iSCSI DV E— hTIa— RMNEFINDHETHE HE 9.8 %L Aqv VE—hI— REF
CVE-2026-70013 Windows iSCSI DV E— hTI— RMWEFTINDHEFHE BHE 8.1 2U 72U YE— b I— RET
CVE-2026-70038 Windows iSCSI DV E— FTa— RNEFINDHETHE HE 8.1 %L Aqv VE—hI— REF
CVE-2026-70095 Windows iSCSI DV E— hTI— RMWEFTINDHEFME HE 7.5 7U 72U YE— b I— RET
CVE-2026-70064 Windows Kerberos ODHRFHEDFIEDIEFINE BHE 7.8 U U S
E-2026-70241 Windows Kerberos ODHRFHED FAEDAETIHE HE 7 7U 72U FHER I
CVE-2026-83720 Windows Kerberos ODHRFHEDFIEDMEFINE BHE 7 U U e
E-2026-108132 Windows Kerberos ODHRFHED FAEDAETIHE HE 7 7U 72U FHER I
CVE-2026-70170 Windows Kernel ¥—VY AIETDMEFHIE EEd 6.5 AV U P —EAER
CVE-2026-108466 Windows Kernel M4 — AEFDHEFIME HE 5.3 7U 72U P—ERER
CVE-2026-70111 Windows Kernel ODFHEDFIE&DHETIM BHE 8.1 U U S
CVE-2026-69898 Windows Kernel ODfFHED FARDMETIME BE 7.8 7U 72U FHER I
CVE-2026-70106 Windows Kernel ODFHED FAE&DHETIM: BHE 7.8 AV U S
E-2026-70114 Windows Kernel ODfFHED FARDMETIME BE 7.8 7U 72U FHER I
CVE-2026-70121 Windows Kernel ODFHED FIE&DHETIM: BHE 7.8 U U e
CVE-2026-70303 Windows Kernel ODfFHED FARDMETIME BE 7.8 7U 72U R
CVE-2026-83690 Windows Kernel ODFHED FIE&DHETIM: BHE 7.8 U U e
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Windows Kernel OIEHIRHEOMETME BHE 4.7 AV U
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CVE-2026-85334 Windows Message Queuing Queue Manager ODIEIMRIFIHROMETIIE BE 7.5 U 2L TEHRIRTE
CVE-2026-96921 Windows Message Queuing Queue Manager ODIEHIRIMDMETIE BE 5.5 A U THERITTE
CVE-2026-85874 Windows Message Queuing Queue Manager V) E— K TI— RNEFTINDHMEFME BE 7.8 U U VE—ha— REFT
CVE-2026-83828 Windows MIDI Service Module DHFHEDFIEDHETIE BE 7.8 A U RrERE
CVE-2026-83751 Windows MIDI Service Module ODHFHEDFIE DT BE l U 2L e
CVE-2026-88079 Windows MIDI Service Module DHFMEDFIEDHETIE BE 7 A U RrERE
CVE-2026-83773 Windows MIDI Service Module DfERIFAMDMETIME BE 5.5 U 2L TEHRIRTE
CVE-2026-97800 Windows Mobile Broadband OD¥HED FAEDHETHIE BE 7.8 A U RrERE
CVE-2026-70216 Windows Mobile Device Management DX A MifEFHME BE 5.5 U U WX A
CVE-2026-108133 Windows Modern Device Management (MDM) OD$FHED FHEDHTHM BE 7.8 U 2L REPERAE
CVE-2026-83654 Windows Modern Device Management (MDM) OD4FHED FHE DTSN BE 7.8 U 2L BRI
CVE-2026-85833 Windows Modern Device Management (MDM) OD$FHED FHEDHETHM BE 7.8 A U REMERAE
CVE-2026-108396 Windows Modern Device Management (MDM) ODREHEDFFEDHETHME B5E 7 U 2L REMEFAE
CVE-2026-96850 Windows Modern Device Management (MDM) ODIE¥RIFIHDAETINME BE 5.5 A U THERITTE
CVE-2026-83657 Windows Modern Device Management (MDM) DX A D54 HE 5.5 U U WX A
CVE-2026-96855 Windows Modern Device Management (MDM) DX A DJfEFHE BE 5.5 U U WA
CVE-2026-83656 Windows Modern Device Management (MDM) DX A D54 B5E 4.7 U U WX A
CVE-2026-83697 Windows Modern Device Management (MDM) D& X A DJfEFHE BE 4.1 U U WA
CVE-2026-105007 Windows NDIS ODFRHED FH& DT HE 8.8 27U 2L BRI
CVE-2026-70054 Windows NetBIOS ODHHED FIEDIETHIE HE 7.8 %L %L REMESAE
CVE-2026-70072 Windows Netlogon ¥ —Y AIEE DTN BE 6.5 U 2L Y- AEE
CVE-2026-70025 Windows Netlogon ¥ —E AIETDAETFME HE 5.3 %L 2U H—CRER
CVE=2026-7009( Windows Netlogon ODIEHIRIBOMETIM: BE 5.5 U 2L TEHRIRTE
CVE-2026-96209 Windows Network File System DHFEDFIEDHETIE BE 7 A U RrERE
CVE-2026-69675 Windows Network File System OIEHRIREDOMETHIE BE 5.5 U 2L TEHRIRTE
CVE-2026-102186 Windows Network File System OIE#HRIRIROMETHIE BE 4.7 A U THERITTE
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83828
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83751
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-88079
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83773
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-97800
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70216
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-108133
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83654
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85833
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-108396
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96850
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83657
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96855
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83656
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83697
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-105007
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70054
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70072
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70025
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70090
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96209
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69675
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-102186
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E-2026-7014
CVE-2026-96311
CVE-2026-83862
CVE-2026-83854
CVE-2026-83700
CVE-2026-83701
CVE-2026-83706
CVE-2026-69916
CVE-2026-7001(
CVE-2026-70172
CVE-2026-83508
CVE-2026-83567
CVE-2026-83585
CVE-2026-83652
CVE-2026-83859
CVE-2026-96217
CVE-2026-96916
CVE-2026-96918
CVE-2026-96928
CVE-2026-96931
CVE-2026-69915
CVE-2026-81971
CVE-2026-837317
CVE-2026-83864
CVE-2026-96925
CVE-2026-96927
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69916
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70010
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70172
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83508
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83567
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83585
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83652
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83859
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96916
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96918
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96928
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96931
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69915
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81971
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83737
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83864
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96925
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-96927

SECURITY UPDATE REVIEW / OCTOBER 2026 Microsoft | HAREERR

faZa M D& FR BIE —fR AR
 CUE2026-96935  Windows NTFS OffERMOME® 00 ®® 55  zL &L feREm

CVE-2026-83786 Windows NTFS ODIEIRIFIERDHETIME BE 4.7 %L %L EERIRIR
CVE-2026-83640 Windows NTFS oV E— b TI— RBETINDHEFHE BEE 7.8 U U VE—bha— RET
CVE-2026-83712 Windows NTFS DV E€— hTI— RWEFTINDHE5EE HE 7.8 %L %L VE—ba— REF
CVE-2026-96867 Windows NTFS oV E— b TI— RBETINDHEFHE BEE 7.8 U U VE—bha— RET
CVE-2026-69902 Windows NTFS DV E€— b TI— RWEFTINDH5EE HE 6.7 %L %L VE—bha— REF
CVE-2026-83709 Windows NTLM ODRHED FH& DT BE 7.8 %L U BRI
CVE-2026-70210 Windows OLE DB ODi#HED FAEDRETIMHE BE 8.8 %L %L REMESAE
CVE-2026-70059 Windows OLE O¥sHEDFIE&DMETHME BE 7.8 %L U BRI
CVE-2026-70138 Windows OLE OD¥HED FA&DREFHME BE 7.8 %L %L REMESAE

E-2026-96924 Windows OLE Y E— b TI— RWETINBHETHME HE 9.8 72U 2L YE— b I— REF
CVE-2026-105004 Windows Overlay Filter DRHEDFIEDHETIME BE 7.8 %L %L REMESAE
CVE-2026-6995( Windows Overlay Filter ODRHEDFIEDHETHME BE 7.8 AV 3V FHER I
CVE-2026-69952 Windows Overlay Filter DRHEDFIEDHETIME BE 7.8 %L %L REMESAE
CVE-2026-69953 Windows Overlay Filter ODRHEDFIEDHETHME BE 7.8 BU 3V R
CVE-2026-69957 Windows Overlay Filter DRHEDFIEDHETIME BE 7.8 %L %L REMESAE
CVE-2026-83727 Windows Overlay Filter ODRHEDFIEDHETHME BE 7.8 AV 3V R
CVE-2026-83749 Windows Overlay Filter DFRHEDFIEDHETIME BE 1 %L %L REMESAE
CVE-2026-83879 Windows Overlay Filter DHFHEDFIEDIETIE HE 7 U 3V BRI
CVE-2026-69954 Windows Overlay Filter DIEMRIFHRDOMITME BE 5.5 %L %L EERIRIR
CVE-2026-69967 Windows Overlay Filter OIEHIREODMETHE BE 5.5 U 3V THHRIRIR
CVE-2026-69942 Windows Overlay Filter @V E— hTI— RWEFTINDHTHE HE 7.8 %L %L VE—bha— REF
CVE-2026-69959 Windows Overlay Filter MV E— hTI— RWEFI N D54 BE 7.8 U U Y E— b a— NEfT
CVE-2026-69947 Windows Overlay Filter @V E— hTI— RWEFTINDHTE HE 6.8 %L %L VE—bha— REF
CVE-2026-69958 Windows Overlay Filter MU E— hTI— RWEFI D54 BE 6.8 U U VE— b a— NEfT
CVE-2026-96315 Windows Overlay Filter DX A DHEFHIE HE 5.5 %L %L WX A
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83879
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69954
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69967
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E-2026-83844
CVE-2026-83851
CVE-2026-103553
CVE-2026-83514
CVE-2026-837917
CVE-2026-97805
CVE-2026-96917
CVE-2026-85915
CVE-2026-61931
CVE-2026-85359
CVE-2026-85333
CVE-2026-85357
CVE-2026-88133
CVE-2026-70132
CVE-2026-83664
CVE-2026-102206
CVE-2026-83794
CVE-2026-85327
CVE-2026-85376
CVE-2026-85933
CVE-2026-84018
CVE-2026-85353
CVE-2026-858417
CVE-2026-83733
CVE-2026-8532(
CVE-2026-83781
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CVE-2026-9692( Windows Program Compatibility Assistant Service DIFEDFAEDHETHME BE 7.8 U 2L e
CVE-2026-69596 Windows Program Compatibility Assistant Service DHFEDFEDHETIE BE 7 B U R R
CVE-2026-69743 Windows Program Compatibility Assistant Service DIFEDFAEDHETHIE BE l U 2L e
CVE-2026-72934 Windows Program Compatibility Assistant Service DHRFEDFEDHETIE BE 7 BU U R R
CVE-2026-72968 Windows Program Compatibility Assistant Service DIFEDFAEDHETHME BE l U 2L e
CVE-2026-72969 Windows Program Compatibility Assistant Service DHRFEDFEDHETIE BE 7 B U R R
CVE-2026-85328 Windows Projected File System DRHEDFAEDHETIE BE l U 2L e
CVE-2026-70084 Windows Projected File System DIEIRIFIRDMETINME BE 5.5 A U THERITTE
CVE-2026-96857 Windows Projected File System ODIEHIRIRDMTHME BE 5.5 U 2L TEHRIRTE
CVE-2026-84009 Windows Projected File System DRI A DHEFHIE HE 4.7 2U 2U WA
CVE-2026-83867 Windows Push Notifications ODAFHEDFIEDHETHME BE 7.8 U 2L e
CVE-2026-70198 Windows Push Notifications ODFFHEDFIEDMETHIE BE 7 A U RrERE
CVE-2026-96313 Windows Push Notifications ODAFHEDFIEDHETHME BE l U 2L e
CVE-2026-83927 Windows Registry ODIFHEDFIEDHETIIE HE 7.8 2U %L REMESAE
CVE-2026-85867 Windows Remote Access Connection Manager (DYFHEDFEAZDHMETHIE BE 7.8 U 2L e
CVE-2026-70137 Windows Remote Access Connection Manager DIEHIRIEODAMETIME BE 5.5 U U (BRI
CVE-2026-87698 Windows Remote Access Service Infrastructure DIEHRIRIROMETIM BE 5.5 AV U TE R
CVE-2026-85337 Windows Remote Desktop Client ODIEFIRIFIHDMETIE BE 6.5 A U THERITTE
CVE-2026-70033 Windows Remote Desktop Gateway (RD Gateway) ¥ —VY ZIEFDHETHIE BE 7.5 U 2L Y—UREE
CVE-2026-83861 Windows Remote Desktop Protocol DHFHEDFIEDHETTIE BE 7.8 A U FrERE

E-2026-96322 Windows Remote Desktop Protocol DFHEDFEDHETIME BE l U 2L e
CVE-2026-102198 Windows Remote Desktop Protocol DIEIRIFHEDMETINME BE 5.3 A U THERITTE

E-2026-5911 Windows Remote Desktop D& F 2V T 1 HEED /N1 N DT BE 6.8 U 2L XD T 1 BEREDINA N
CVE-2026-84012 Windows Remote Desktop Services MV E— hTI— RNETFTIND Tk HE 8.1 A U YE—ha—REFT
CVE-2026-70135 Windows Remote POS Driver OIEFRIRIROMETSM: BE 5.5 U 2L TEHRIRTE
CVE-2026-83586 Windows Resilient File System (ReFS) Deduplication Service DRHEDFIEDHETHME BE 7.8 U U R R
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