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CVE-2026-85880 Windows Advanced Local Procedure Call (ALPC) ODRHHEDFAEDMETSME BE 7.8
CVE-2026-81963 Windows Update Stack D¥FHEDFIEDHETTIE BE 7.8
CVE-2026-70352 *x Azure Al Language ODFFHEDFAEDMETHME 22 10
CVE-2026-69857 *x Azure Cosmos DB D724 3 % L DMasH BR 8.5
CVE-2026-80098 s Copilot Studio DFFHEDFIEDHETHME B 9.3
CVE-2026-73006 DirectWrite MV E— FTI— RMEFTINDHETHE a2 8.8
CVE-2026-83941 *x Entra ID OFRHED FAEDMETIIE 2a 9.9
CVE-2026-72986 Graphic Fonts MV E— hTI— NMWEFTINSHETHE 2a 8.8
CVE-2026-73018 Graphic Fonts ™V E—hTa— RPEFTI DM B2 8.8
CVE-2026-73017 Graphics Kernel ™V E— hTI— NNETINDHETME BR 7.5
CVE-2026-58599 HEVC Video Extensions DV E— hTI— RMWEFTINDHMEIFE R 7.8
CVE-2026-72981 [P Helper DV E— M TI— RMPEFINBH0ETFE a2 8.1
CVE-2026-72983 Internet Connection Sharing (ICS) MV E— hTI— NAEFTINDHEFHE R 9.8
CVE-2026-83711 *x Microsoft Azure Active Directory B2C ODREHEDFAEDHETHE RR 10
CVE-2026-62906 s Microsoft Discovery Studio DIEHIRHMOMETIE 22 7.4
CVE-2026-65772 Microsoft Dynamics 365 On-Premises ® VU E— hTI— RMWEFTIND TN BR 8.8
CVE-2026-62916 % Microsoft Entra ID DFFHEDFI&DOMETHIE 2R 9.1
CVE-2026-81948 Microsoft Excel DV E—hTI— RNETINDHETIE 2R 7.8
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85880
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70352
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69857
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73006
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83941
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72986
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73018
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-58599
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72983
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83711
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65772
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62916
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81948

SECURITY UPDATE REVIEW / SEPTEMBER 2026 Microsoft | HAREERR

Ff5 % D £ FR ] —fRABH
CVE-2026-81950 Microsoft Excel d@VE— hTa— RWETINDHMEFHMNE a2 7.8 %U ®U VE—ha—REF
CVE-2026-81951 Microsoft Excel ™V E— hTI— RNEFTINDHETFHHE RR 7.8 2L U VE—bhI—REFT
CVE-2026-81953 Microsoft Excel MV E— NTI— RMPEFTINDHFHMHE 22 7.8 72U U VE—ha—REF
CVE-2026-81959 Microsoft Excel @V E— MTI— RMETINDHMIFMNE 22 7.8 %LU 2L Y E— b a— RET
CVE-2026-70178 #* Microsoft Fabric DRHEDFIEDMETHE R 8.5 U A FHeSg
CVE-2026-73010 Microsoft Failover Cluster MOV E—hTI— RMPEFTINDHEFME R 9.8 A U VE—bhI—REFT
CVE-2026-78444 Microsoft Failover Cluster MV E— hTI— RMWEFTINBHEFHE 22 8.1 QY 2L VE—ha—FEFT
CVE-2026-78439 Microsoft Office Graphics Component MV E— hTI— RMWETINDMETHME RR 8.8 Qv AV VE—bhI—REFT
CVE-2026-78520 Microsoft 0ffice Outlook DIFIRIREDETHME B2 6.5 7L U TE IR
CVE-2026-78509 Microsoft Office Outlook MV E—hTI— RMNETINBHEIFME B2 9.8 7L 2L VE—bha— REFT
CVE-2026-78519 Microsoft Office Outlook MV E— hTI— RWEFTINDHETME R U U VE—bhI—FEFT
CVE-2026-78525 Microsoft 0ffice Outlook MDY E— hTI— KNEFTINDHETIME 22 8.8 A Qv VE—hI— RET
CVE-2026-69678 Microsoft Office PowerPoint MV E— hTI— RMPEFTIN BT R 8.8 QY U VE—ha—FEFT
CVE-2026-69767 Microsoft Office PowerPoint MV E— hTI— RMWEFTINDHTHMHE RR 8.8 Qv AV VE—bhI—REF
CVE-2026-69797 Microsoft 0ffice PowerPoint MV E— hTI— RMEFTINDHETFE 22 8.8 72U U VE—ha—REF
CVE-2026-69285 Microsoft Office MV E—MTI— RMWEFTINDHEHFHME 2551 8.8 7L 2L JE—hI—RNEF
CVE-2026-69632 Microsoft 0ffice MV E— hTI— NNEFTINDHETFIE R 8.8 U A VE—bhI— RE
CVE-2026-77898 Microsoft 0ffice MV E— b TI— RNEFTINDHETME 22 1.5 %U U UE—bha—RNEFT
CVE-2026-78505 Microsoft 0ffice MV E— hTI— RNEFINDHETFIE R 8.8 QY U VE—ha—FEFT
CVE-2026-77504 Microsoft 0ffice Word Y E— hTa— NAEFINDHEFHE RR 8.8 U A VE—bhI—REF
CVE-2026-65669 Microsoft SQL Server DFFHEDFIEDHETHIE B2 9.6 7L U A
CVE-2026-67378 Microsoft SQL Server MV E— hTI— RMPEFTIND TN 2551 8.5 7L 2L VE—bha— REFT
CVE-2026-67631 Microsoft SQL Server @Y E— hTI— RVETINDHMEFFE R 8.8 U U VE—bhI—FEFT
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81949
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81950
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81951
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81953
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81959
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70178
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73010
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78444
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78439
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78520
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78509
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78519
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78525
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69767
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69797
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69285
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69632
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77898
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78505
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77504
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67378
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67631
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CVE-2026-67643 Microsoft SQL Server MV E— hTI— RMWEFTINBHEFHE B2 8.8 QY U VE—ha—FEFT
CVE-2026-70351 Microsoft WebP Image Extension Y E— hTI— KNETINDHEFME RR 8.8 Qv AV VE—bhI—REFT
CVE-2026-69601 Microsoft Windows Media Foundation ®V E— hTI— RMWEFINDHMEFHMHE 22 8.8 72U U VE—ha—REF
CVE-2026-78510 Microsoft Word @V €— M Ta— RAEFTINDMTHMHE 2551 9.8 7L 2L JE—hI—RNEF
CVE-2026-81952 Microsoft Word ™V €— hTI— RMWETI NS METHMHE R 8.8 U U VE—bhI—FEFT
CVE-2026-65818 *x Power Automate ODRHHED FAEDMETIIE a2 8.5 %LU U REEFE
CVE-2026-69649 Raw Image Extension ®V E— hTI— KNEFTINDMETHME R 8.8 U 2L VE—ha—FEFT
CVE-2026-66302 Skype for Business DV E— b TI— RMNEFTINDHETHE RR 9.8 U A VE—bhI—REFT
CVE-2026-69854 Spring Cloud Azure DIFEDFMEDMETIME 22 9 7L U A
CVE-2026-81355 Virtual Hard Disk (VHD) Miniport Driver @V E— hTI— RMPEFTINDHEFHME BR 7.5 zU U UE—ha— REF
CVE-2026-81352 Web Media Extensions Y E— hTI— RBEFTINDHMEFFE R 8.8 U U VE—bhI—FEFT
CVE-2026-69874 Windows ALPC D¥FHED FHEDMETIME a2 8.2 BU U e
CVE-2026-72958 Windows Credential Guard DFFHEDFEIEDRETHIE R 8.2 U U R
CVE-2026-69845 Windows DHCP Server @V E— hTI— RNEFTINDHaFHHE RR 9.8 U A VE—bhI—REF
CVE-2026-72979 Windows DHCP Server dMVE— hTI— RWEFTINDHEFHME 22 9.8 72U U VE—ha—REF
CVE-2026-729817 Windows DNS DV E— N TI— RNEFINDHE5MHE 22 8.1 %LU 2L )E—PFI— NET
CVE-2026-69730 Windows DNS Server ®VE— hTI— RMNETINDHEFTHHE R 9.8 U U VE—bhI—FEFT
CVE-2026-69813 Windows DNS Server @™V E— hTI— FWETINDHETHME a2 8.1 %U U VE—FI— RET
CVE-2026-698217 Windows DNS Server ®V E— hTI— FMNETINDHETHME 2a 8.1 %U sU VE—ha—REF
CVE-2026-69858 Windows DNS Server ®V E— NTI— RMWEFTINDHEFHHE RR 8.1 U A VE—bhI—REF
CVE-2026-77505 Windows DNS Server ®V E— hTI— RMWEFINDHEFHE 22 8.1 72U 2L VE—ha—REF
CVE-2026-72954 Windows Deployment Services DV E— hTI— RAEFTINDHEFE BR 7.5 zU U UE—ha— REF
CVE-2026-7295T Windows Deployment Services MV E— hTI— RMPETINDHETFE R 7.8 U A VE—bhI— RE

DI/ 2026898 ¥ aVTFA4 TV TSI B 3/ 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67636
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67643
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70351
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69601
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81952
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65818
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69649
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66302
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69854
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81355
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81352
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72958
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69845
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72979
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72987
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69730
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69813
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69827
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69858
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77505
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72954
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72957
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CVE-2026-81955 Windows Graphics Component MV E— hTI— RMWEFTINBHEFHE R 8.8 U U VE—hI— REfT
CVE-2026-69769 Windows HTTP Print Provider ®V E— T — NWETINDHEFHME 2a 9.8 U %L VE—ha— REFT
CVE-2026-69710 Windows Hello ODREHED FAEDHETHIE 2a 7.5 2L sU B A%
CVE-2026-69725 Windows Hello DHFEDFIEDMETHE A 7.8 %LU sU FHERIE
CVE-2026-69740 Windows Hello D¥FHEDFIEDRETTME 2a 8.8 %LU sU FEFE
CVE-2026-69784 Windows Hello ODRHED FAEDHETHIE a2 8.8 %LU U e
CVE-2026-69799 Windows Hello ODRHED FAEDHETHIE 2a 7.8 %U ®U RHERE
CVE-2026-69820 Windows Hello ODRHED FAEDHETHIE 2a 8.2 RU %L RHERE
CVE-2026-69864 Windows Hello ODREHED FAEDHETHIE 2a 7.8 2L sU BRI
CVE-2026-81354 Windows Hello DHFEDFIEDMETIME A 8.2 %LU sU FHERIE
CVE-2026-72980 Windows Hello D& F 2V 7 1 BEEED/NA N ZADRfEFH M 2a 4.4 %LU sU X o) T o BEEEDNANA
CVE-2026-72961 Windows Hyper-V D¥FHED FIEDMaFHHE a2 8.2 BU U REEFE
CVE-2026-69603 Windows Hyper-V VY E— hTI— RNEFTINDHETHMHE 22 8.8 %U ®U VE—hI—REFT
CVE-2026-80083 Windows Hyper-V @V E€— hTI— RAETI N2 MM 2a 8.8 U %L VE—ha— REF
CVE-2026-69499 Windows Imaging Component MV E— hTI— RWEFTINBHEFMHE 22 8.8 72U U VE—ha—REF
CVE-2026-69860 Windows Imaging Component MV E— hTI— RMWEFTINDHMEFIME A 8.8 zU U UE—ha— REF
CVE-2026-70296 Windows Imaging Component MY E— hTI— RMWETIN BTN R 9.8 U A VE—bhI—RET
CVE-2026-73013 Windows Imaging Component OV E— hTI— RWETINBEFHE 22 8.8 A Qv VE—hI— RET
CVE-2026-73023 Windows Imaging Component MV E— hTI— RNETINBHEFHE 22 8.8 U U VE—hI— REfT
CVE-2026-77495 Windows Imaging Component MV E— hTI— RMWEFTINDHMETIE RR 8.8 U A VE—bhI—REF
CVE-2026-69676 Windows Kerberos ®V E— hTI— RMNEFTINDHETMHE 22 8.8 72U 2L VE—ha—REF
CVE-2026-69712 Windows Key Distribution Center MV E— hTI— RWEFTINDHEFNE BR 8.8 zU U UE—ha— REF
CVE-2026-70203 Windows Media Player ) €— hTI— RMNETFINDMETHME R 8.8 U A JE—NI— REFF
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77493
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81955
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69710
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69725
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69740
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69784
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69799
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69820
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69864
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81354
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72961
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69603
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80083
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69499
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69860
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70296
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73013
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73023
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69676
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69712
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70203
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CVE-2026-72960
CVE-2026-69579
CVE-2026-72982

CVE-2026-70586

CVE-2026-69530

CVE-2026-78449

CVE-2026-78450

CVE-2026-69518

CVE-2026-69590

CVE-2026-69852

CVE-2026-72950

CVE-2026-72959

CVE-2026-69501
CVE-2026-69846
CVE-2026-69906
CVE-2026-83939

CVE-2026-73009

CVE-2026-69595

Windows Media Player @V E— hTI— RNEFTINDHETHE
Windows Message Queuing MV E— b TI— RMWETINDHaFMHE
Windows Netlogon @V E— hTI— RNEFTINDHETFHIE
Windows Paint Y E— hTa— RWEFTINDHEHME

Windows Reliable Multicast Transport Driver (RMCAST) @V E— hTI— RMNE
TINBHETME

Windows Reliable Multicast Transport Driver (RMCAST) @V E&— hTI— RMNE
TINBHETME

Windows Reliable Multicast Transport Driver (RMCAST) @V E&— hTI— RMWNE
TINBHETME

Windows Remote Desktop DV E— hTI— RMNETIN DI

Windows Routing and Remote Access Service (RRAS) DV E— hTI— RMNEFFTX
N2 RETHME

Windows Routing and Remote Access Service (RRAS) DV E—hTI— RMNEFTFX
N3 HEFEMHE

Windows Routing and Remote Access Service (RRAS) DV E— hTI— RMNEFFX
N2 RETHME

Windows Routing and Remote Access Service (RRAS) DV E— hTI— RNEFTX
N2 RETEME

Windows Secure Kernel Mode DHFHEDFIEDAETINE
Windows Secure Kernel Mode DRHEDFAZDMETME
Windows Secure Kernel Mode ODRHEDFAZDMETSM
Windows Secure Kernel Mode O¥HEDFAEDHaTHM:

Windows Secure Socket Tunneling Protocol (SSTP) MV E—hTI— RMBEFTIN
YL

Windows Services for NFS ONCRPC XDR Driver ™V E— hTI— RNEFTINDHE
BBl

/ 2026598 EF¥aVF4 Ty ST—h—E
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DE—ba— REF
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VE—bhI3— RET
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Y E— b a— REfT

Y E— b a— REFT

) E— ha— REFTF
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72960
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69579
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72982
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70586
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69530
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78449
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78450
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69518
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69590
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69852
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72950
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72959
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69501
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69846
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83939
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73009
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69595

SECURITY UPDATE REVIEW

CVE-2026-70585

CVE-2026-78445

CVE-2026-69829
CVE-2026-72962
CVE-2026-69890
CVE-2026-83498
CVE-2026-83501
CVE-2026-69805
CVE-2026-69806
CVE-2026-58649
CVE-2026-69439
CVE-2026-69522
CVE-2026-71328
CVE-2026-57099
CVE-2026-69304
CVE-2026-62810
CVE-2026-69821
CVE-2026-69395
CVE-2026-69624
CVE-2026-69359
CVE-2026-72978
CVE-2026-69401
CVE-2026-62895

/ SEPTEMBER 2026
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EEEd i
Windows Services for NFS ONCRPC XDR Driver OV E— hTI— RMPEFTINDfE e
EEEd

Windows Shell DV E— hTI— RAETINDHEFHE R
Windows USB Video Driver D¥HEDFIEDMaTHIE B2
Windows Virtual Trusted Platform Module DRFHED FHEDMETME RR
Windows Virtualization-Based Security (VBS) Enclave D&MD FIEDHETHME 2a
Windows Virtualization-Based Security (VBS) ODIE¥RIRIRODMETNE 2551
NET DR D R DT HE
NET DFEEDFAE DT S
.NET DEHRIRIROMETSE HE
NET and Visual Studio (DRFEDFIEDMETINME BE
NET and Visual Studio ®V E— hTI— RNETINDHEHME BHE
NET and Visual Studio /) E— hTI— RNETFTINDMEHME BHE
ASP.NET Core ¥ — Y AEFE DHEFHIE BHE
ASP.NET Core ¥ —Y AT DHEFHIE HE
Active Directory Certificate Services (AD CS) DFFHEDFIEDMETHIE BHE
Active Directory Certificate Services (AD CS) DREHEDFAEDHETHIE BHE
Active Directory Certificate Services (AD CS) DIEZRIRIEDMETIMH HE
Active Directory Certificate Services (AD CS) DX A DMEFHIE B
Active Directory Domain Services DRHEDFIEDMEFINE BHE
Active Directory Federation Services (AD FS) ¥ —VE AIEEDAEFHE HE
Audio Video Control Transport Protocol DD FIEDMETHE HE
Azure Arc SQL Server Extension DFHEDFIEDMETIE BHE

/ 2026598 EF¥aVF4 Ty ST—h—E

9.8

9.8
8.2
7.5
7.8
5.5
7.5

8.8

—fRABE

U

2L
2L
2L
U
U
zU
2L
2L
2L
U
U
zU
2L
2L
2L
U
U
zU
2L
2L
2L

U

%L
2L
U
%L
%LU
U
%L
2L
U
%L
%LU
U
%L
2L
U
%L
%LU
U
%L
2L
U

%L

Microsoft | HAZER

Windows Services for NFS ONCRPC XDR Driver MV E— hTI— RMEFTINBHE

VE— b a— REF

VE— b a— REF

VE—bhI—-RFEFT
R
e RAE
A
TEHIRTR
FHeSg
FHeRAE
TEHRIRTE
e RAE
VE—bhI3— RET
YE— b O— RET
Y- RES
Y- RER
R
e RAE
TE IR
WA
FHeSAAg
Y- RER
R
e RAE

6/ 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70585
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78445
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69829
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72962
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69890
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83498
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83501
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69805
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69806
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-58649
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69439
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69522
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-71328
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-57099
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69304
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62810
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69821
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69395
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69624
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69359
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72978
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69401
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62895

SECURITY UPDATE REVIEW

CVE-2026-77909
CVE-2026-81349
CVE-2026-69329
CVE-2026-69516
CVE-2026-68824
CVE-2026-68847
CVE-2026-69470
CVE-2026-69625
CVE-2026-73014
CVE-2026-73016
CVE-2026-81380
CVE-2026-81381
CVE-2026-69576
CVE-2026-81353
CVE-2026-58600
CVE-2026-69731
CVE-2026-68895
CVE-2026-69275
CVE-2026-69900
CVE-2026-68850
CVE-2026-68852
CVE-2026-84003
CVE-2026-80097

CVE-2026-83948

/ SEPTEMBER 2026

FfE 55 DA FR

Azure CycleCloud DIERIRIEDHETTME

Azure HDInsight Ambari D¥FHEDFIEDHETHE

BranchCache MY — b AIEE DAEFHME

Connected Devices Platform Service (Cdpsve) DREHEDFAEDHETHIE
Connected User Experiences and Telemetry OD¥HEDFAE DTN
Connected User Experiences and Telemetry OD¥HEDFAEDAETHM:
Connected User Experiences and Telemetry OD¥RHED FAEDMaFHME
Connected User Experiences and Telemetry ODRHED FAEDHETHIE
Data Sharing Service Client OD¥FHEDFAEDMETIM

DirectWrite MY E—hTI— RWEFTINDHMEHME

GitHub Copilot and Visual Studio Code ODIE#RIFHEDMETSM:
GitHub Copilot and Visual Studio Code ODIEMRIFHDMETSM:
Graphic Fonts DD FIEDAETHMHE

HEIF Image Extensions @V E— hTI— RWEFTINBHMEFHME
HEVC Video Extensions DFFHEDFIEDOMETIIE

HID Class Driver OOFFHEDFAEDHETIM:

Internet Storage Name Service DIFHIFHDMETIE

Kernel Streaming WOW Thunk Service Driver DRHEDFIE DTN
Kernel Streaming WOW Thunk Service Driver DRHEDFIEDMEFINME
Microsoft Account ODHFHED FAEDAETHIE

Microsoft Account ODIEHIREDMETIME

Microsoft Authentication Library (MSAL) for Node.js 7% 3 & U DHEFHMHE
Microsoft Authenticator D¥FEDFIEDIETIE

Microsoft Azure CLI DV E—hTI— RWEFTINBHETME

/ 2026598 EF¥aVF4 Ty ST—h—E

1.7
7.2
(%5

7.8
7.8
5%5
1.4
8.6

—fRABE

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

Microsoft

TEHRIRER
KRR

H—VY RIEF

FERI%
Rt
Rt R
Rt R
KRR
KERI%

| HAFER

Y E— b a— REfT

TEHRIRE
TEHRIRE
Rt R

VE— b a— REF

KERI%
FERI%
TEHRIRE
Rt R
Rt R
KRR
e

ZYVTEL

Rt

VE—bIa—REFT

T/ 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77909
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81349
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69329
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68824
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68847
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69470
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69625
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73014
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73016
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81380
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81381
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69576
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81353
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-58600
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69731
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68895
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69275
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69900
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68850
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68852
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-84003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80097
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83948

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-69299
CVE-2026-69294
CVE-2026-69491
CVE-2026-77908
CVE-2026-81387
CVE-2026-81390
CVE-2026-81391
CVE-2026-81392
CVE-2026-81393
CVE-2026-81394
CVE-2026-81395
CVE-2026-81399
CVE-2026-81400
CVE-2026-81401
CVE-2026-81958
CVE-2026-81386
CVE-2026-81388
CVE-2026-81389
CVE-2026-81396
CVE-2026-81397
CVE-2026-81398
CVE-2026-81947
CVE-2026-81954

CVE-2026-81956

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

/ 2026598 EF¥aVF4 Ty ST—h—E

COM for Windows ODRHEDFIEDHETIME

COM for Windows DIEIHRINHOMETTIE

DirectMusic MV E— hTI— RMNEFTINDHETM

Dynamics 365 On-Premises MV E— hTI— RMBEFTINDHETMHE

Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel
Excel

Excel

DIEHRIFE DTN
DIEHRIFE DTN
DIERIFE DT
DIERIFE DT
DIEHRIFER DT
DIEHRIFR DT
DIEHRIFE DTN
DIEHRIFBE DT
DIERIFE DTS
DIERIFE DT
DIEHRIFER DT
DY E—FTI— FWETINDMETHME
DY E—NTI— RNEFTINDHETHMHE
DY E— NTIA— RPETINDHETHME
DY E—MTI— RWETFTINDHMEFHE
DY E— FTI— IREFTINLMETE
DY E—MTI— FNEFTINDHETHHE
DY E—FTI— FWETINDMETHME
DY E—NTI— RNEFTINDHETHHE
DY E—NTIA— RPETINDHETHME

HE
2
g
HE
HE
BHE
HE
2
g
HE
HE
BHE
HE
2
g
HE
HE
BHE
HE
2
g

7.8
7.8
7.8
7.8
7.8
7.8

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

BRI
THEHRIRE
VE—bhI3— RE
VE—bhI3— FET
TR
TH IR
TE IR
THEHRIRE
TEHRIRE
B HRIRE
TE RIS
TE IR
TE IR
T HRIRE
TEHRIRE
VE—bhI3— RET
JE—hI—REF
VE—hI—FEFT
VE—hI—FEFT
Y E— b a— NEST
VE—ha— REF
VE— b3 FE
JE—hI—REF
VE—hI—RFEFT

8/ 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69299
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69294
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69491
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77908
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81387
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81390
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81391
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81392
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81393
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81394
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81395
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81399
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81400
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81401
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81958
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81388
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81389
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81396
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81397
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81398
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81947
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81954
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81956

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft | HAZER

IDI

CVE-2026-81957
CVE-2026-81960
CVE-2026-69378
CVE-2026-69380
CVE-2026-69641
CVE-2026-69382
CVE-2026-550017
CVE-2026-69355
CVE-2026-69356
CVE-2026-69361
CVE-2026-69375
CVE-2026-69467
CVE-2026-83990
CVE-2026-84000
CVE-2026-69605
CVE-2026-69325
CVE-2026-69438
CVE-2026-692177
CVE-2026-69365
CVE-2026-69594
CVE-2026-694717
CVE-2026-69529
CVE-2026-69614

CVE-2026-69778

/ 2026598 EF¥aVF4 Ty ST—h—E

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

Excel DY E— b TI— RBRETINDHETHME

Excel OV E—FTI— RVEFTINDHETTE

Exchange Server
Exchange Server
Exchange Server
Exchange Server
Exchange Server
Exchange Server
Exchange Server
Exchange Server

Exchange Server

DY — Y AEE DT

DEHEDFIE DT
DFHED T DT
DIERIFHEDOMETH

DY E— b TI— RRETINDEHE
DY E— FTI— FNEFTINLHETFE
D73V F E U DRETIE

DY) §EUDMETIE
DWE A DIEFTIE

Graphics Component ODIFHED FAGDMETIME:

Graphics Component D4FHED FAIEDHETIM:

Graphics Component MV E— hTI— RAWETFTINDEFIME

Install Service

JScript DY E—
JScript DY E—
Local Security Authority (LSA) Server DRHEDFIEDMEFINE
Local Security Authority (LSA) Server DRHEDFIEDHETHIE

Local Security Authority (LSA) Server DD FA&DAETHME

DEFHED FAE DfE T
FTa— FPEFINDMEFE
T a— RPEFINDHETE

0ffice Access DV E— FTI— RNBEFTINDHETMHE

0ffice Access MV E— FTI— RNBEFTIND T

0ffice Access MV E— hTI— RMBEFTINDHMEFHME

0ffice Access MV E— FTI— RNEFTINDHMETHME

8.1
8.1
7.8

7.8
7.3
8.8
8.8
8.8

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

VE—bI— NEF
Y E— b a— NEST
Y- REE
FER A
FER %
TEHRIRER
VE—bI— NEF
Y E— b a— NET
ZYVTEL
ZOTEL
BT A
FEF %
KR
Y E— b a— NEST
R
VE—bha—REFT
E—bI— REF
FEF %
KR
KR
VE—bha—RFEFT
VE—bha—REFT
E—bI— REF
VE—bI— NEFT

9/ 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81957
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81960
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69378
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69380
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69641
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69382
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-55007
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69355
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69356
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69361
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69375
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69467
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83990
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-84000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69605
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69325
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69438
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69365
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69594
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69529
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69614
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69778

SECURITY UPDATE REVIEW / SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

CVE-2026-72974
CVE-2026-78515
CVE-2026-85875
CVE-2026-78518
CVE-2026-69626
CVE-2026-69739
CVE-2026-80076
CVE-2026-80078
CVE-2026-80082
CVE-2026-80087
CVE-2026-80089
CVE-2026-80091
CVE-2026-80073
CVE-2026-80084
CVE-2026-69629
CVE-2026-72938
CVE-2026-72956
CVE-2026-72975
CVE-2026-729717
CVE-2026-78513
CVE-2026-80086
CVE-2026-80081
CVE-2026-69742

CVE-2026-81385

DI/ 2026898 ¥ aVTFA4 TV TSI B

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice

0ffice

Excel DERIRIEDMETINE

Excel DERIREDMEIINE

Excel DIERIRHEDMEIINE

Excel DV E— b TI— RMWETINDHMEHME
DIEFRIFIROME T

DIEFRIFROMETIE

DIEFRIFROMETIE

DIERIFRDMETFIE

DIEFRITROMETIME

DIEFRIFROMETME

DIEFRIFIROME T

DIEFRIFROMETIE

Outlook DFEFRIFEDMETIME

Outlook DEFRIFEDMETHE

Outlook MY E— b TI— NNEFTINDHETHME
PowerPoint DIBFHRIRIEDMETHIE

PowerPoint DIEHIRIRODMETHME

PowerPoint DIEHRIRIRDMETIME

PowerPoint DIEHRIRIRDMETHE

PowerPoint DIBEHRIRIRDMETHIE

PowerPoint ODIEHRIFRDHETINME

PowerPoint MV E— MTI— RMWEFTINDHMEFHIE
Publisher MV E— hTI— RWETINDHFHME
Publisher MY E— hTI— RMEFTINDHMEHME

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

TE IR

THEHRIRE

TEHRIRE
VE—bhI3— FET

TR

TH IR

TE IR

THEHRIRE

TEHRIRE

B HRIRE

TE RIS

TE IR

TE IR

T HRIRE
VE—bhI3— RE

B HRIRE

TE RIS

TH IR

TE IR

T HRIRE

TEHRIRE
VE— b3 FE
JE—hI—REF
VE—hI—RFEFT

10 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72974
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78515
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85875
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78518
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69626
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69739
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80078
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80087
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80089
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80091
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80073
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80084
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69629
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72938
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72956
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72975
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72977
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78513
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80086
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80081
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69742
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81385

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-69442
CVE-2026-78524
CVE-2026-69464
CVE-2026-69716
CVE-2026-69409
CVE-2026-69636
CVE-2026-69683
CVE-2026-69904
CVE-2026-69268
CVE-2026-69273
CVE-2026-69282
CVE-2026-69465
CVE-2026-69724
CVE-2026-69804
CVE-2026-69402
CVE-2026-69417
CVE-2026-69615
CVE-2026-69690
CVE-2026-64918
CVE-2026-68843
CVE-2026-69719
CVE-2026-69734
CVE-2026-72976

CVE-2026-77911

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

/ 2026598 EF¥aVF4 Ty ST—h—E

0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice

0ffice

Office

0ffice

DY E—FTI— RNETINDHETME

DY E—FTI— FPEFTINDMETHE

SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint
SharePoint

SharePoint

DIFHED A& DT
DFHED FA& DT

DIEHRIFE DTN

DIEHRIFE DTN

DIERIFE DT

DIEHRIFE DT

DY E— M TI— FNEFTINDHETHHE
DY E—FTI— FWETINDMETHME
DY E—NTI— RNEFTINDHETHMHE
DY E—NTIA— RBETINDHETHME
DY E—MTI— RWETFTINDHMEFHE
DY E— FTI— IPEFINSMEFFE
D72V F E L DOKETHME
DY) T EUDOMTIE

DY ELUDOMETMHE

DY ELUDOMETHMHE

DY) §E LD

Word DIEHRIFRDMETTM
0ffice Word DIEHRIFRDMETINME
0ffice Word DIEHIFMDMETINME
Word DfEFRITIRDOMETM
Word DIEHIRIROMETIM:

6.5

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

VE—hI—FEFT
Y E— b a— NEST
RHHERAE
RHHEFAE
TR
TH IR
TE IR
THEHRIRE
VE—bhI3— RET
VE—bhIa— FET
JE—hI—REF
VE—hI—FEFT
VE—hI—FEFT
Y E— b a— NEST
ZYVTEL
ZYOTEL
ZYOFTEL
ZYOTEL
ZYVTEL
T HRIRE
TEHRIRE
HEHRIRE
TE RIS
T HRIRTE

11/ 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69442
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78524
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69464
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69716
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69409
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69636
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69683
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69904
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69268
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69273
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69282
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69465
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69724
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69804
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69402
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69417
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69615
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69690
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-64918
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68843
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69719
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72976
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77911

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-78502
CVE-2026-78503
CVE-2026-78506
CVE-2026-78522
CVE-2026-80079
CVE-2026-80088
CVE-2026-80090
CVE-2026-83949
CVE-2026-83951
CVE-2026-69360
CVE-2026-69556
CVE-2026-69671
CVE-2026-69686
CVE-2026-69722
CVE-2026-69759
CVE-2026-69764
CVE-2026-72972
CVE-2026-72973
CVE-2026-T7901
CVE-2026-78504
CVE-2026-78507
CVE-2026-78511
CVE-2026-78512

CVE-2026-78514

/ 2026598 EF¥aVF4 Ty ST—h—E

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice
0ffice

0ffice

Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word
Word

Word

DIEHRITROMETME
DIERITROMETSME
DIERITROMETSME
DIERIFROMETME
DIEHRIRIROMETHME
DIERITROMETS M
DIEHRITROMETME
DIERITROMETME
DIERITROMETSME

DY E—FTI— FWEFTINDMEFHME
DY E—NTI— RNEFTINDHETHMHE
DY E—NTIA— RPETINDHETHME
DY E—MTI— RWETFTINDHMEFHE
DY E— FTI— IPEFINSMEFFE
DY E— M TI— FNEFTINDHETHHE
DY E—FTI— FWETINDMETHME
DY E—NTI— RNEFTINDHETHMHE
DY E—NTIA— RPETINDHETHME
DY E—MTI— RWETFTINDHMEFHE
DY E— FTI— IREFTINLMETE
DY E—MTI— FNEFTINDHETHHE
DY E—FTI— FWETINDMETHME
DY E—NTI— RNEFTINDHETHHE
DY E—NTIA— RPETINDHETHME

6.5
6.5

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

BRI
TEHRIRR
THHRIRR
TEHRIFR
TEHRIRTER
BRI
TEHRIRR
TEHRIRR
THHRIFR
VE—ba— REFT
JE—bha—REFT
VE—bIa—REFT
VE—ha— RET
VE—ha— REFT
VE—bha—REFT
VE—ba— REFT
JE—bha—REFT
VE—bIa—REFT
VE—ha— REFT
VE—ha— REFT
VE—bha—REFT
VE—ba— REFT
JE—bha—REFT
VE—bIa—REFT

12 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78502
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78506
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78522
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80079
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80090
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83949
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83951
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69360
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69556
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69671
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69686
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69759
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69764
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72973
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77901
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78504
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78507
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78511
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78512
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78514

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-78517
CVE-2026-78521
CVE-2026-78526
CVE-2026-80080
CVE-2026-80085
CVE-2026-69397
CVE-2026-77897
CVE-2026-62801
CVE-2026-57098
CVE-2026-67376
CVE-2026-67633
CVE-2026-67641
CVE-2026-66814
CVE-2026-66818
CVE-2026-66819
CVE-2026-67368
CVE-2026-67370
CVE-2026-67381
CVE-2026-67369
CVE-2026-67383
CVE-2026-67386
CVE-2026-67389
CVE-2026-67390

CVE-2026-67393

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

/ 2026598 EF¥aVF4 Ty ST—h—E

0ffice Word @V E— b TI— RMETFTIND T

0ffice Word ™V E— b TI— RMBEFTINDHETME

0ffice Word VY E— hTI— RBETFINDHETME

0ffice Word VY E— hTI— RMBETFI NS

0ffice Word ™V E— hTI— RMBEFTINDHEFM

OpenSSH for Windows DV E— hTI— RWETINBHEFHME

Power Automate Desktop DFIMEDFIEDHETIME

PowerShell DL F 2V F 1 BEEEDINA /X A DRETHME

Remote Desktop App for Windows ODIEERIBIEDMETHME

SqL
SQL
SQL
SQL
SQL
SQL
SqL
SQL
SQL
SQL
SQL
SQL
SqL
SQL
SQL

Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server

Server

DY — ¥ AEE DHEFME
DY —E ZEE DIEFHE
DY —EAEEDNEFIM
DFEHEDFIE DT IE
DD FIE DRI E
DD FIE DT
DRFHED FIEDOHETFIE
DD FRE DT
DD FIE DT
DIERIFHEDOMETH M
DIERIFHEOMET M
DIERIFEOMETT M
DIERIFEDOMETI M
DIEHRIFEDOMETIME
DIEERIFHEOMETH M

8.8
8.8
8.8
8.8
8.8
7.5

6.5
(%5

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

VE—hI—FEFT
Y E— b a— NEST
VE—bha—RFEFT
VE—bha—REFT
E—hI— REF
VE—bhI—RNEFT
PR

Xal) 71 BEEDNT N

TEHRIRE
Y- RER
P—EAER
Y- RES

BRI

RHHEFAE

RHHEFAE

RHHEFAE

RFHEFAE

BRI

TE IR

T HRIRE

TEHRIRE

HEHRIRE

TE RIS

T HRIRTE

13 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78517
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78521
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78526
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80085
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69397
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62801
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-57098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67376
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67633
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67641
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66814
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66818
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66819
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67368
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67381
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67369
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67383
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67389
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67390
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67393

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

DIERIFROMET M

IDI

CVE-2026-67624
CVE-2026-67629
CVE-2026-67630
CVE-2026-67645
CVE-2026-67648
CVE-2026-68776
CVE-2026-687717
CVE-2026-68778
CVE-2026-68779
CVE-2026-68780
CVE-2026-68781
CVE-2026-68784
CVE-2026-69562
CVE-2026-73029
CVE-2026-77488
CVE-2026-47297
CVE-2026-67373
CVE-2026-67379
CVE-2026-67380
CVE-2026-67384
CVE-2026-67385
CVE-2026-67388
CVE-2026-67638

CVE-2026-67639

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

/ 2026598 EF¥aVF4 Ty ST—h—E

SQL
SQL
SQL
SqL
SQL
SQL
SQL
SQL
SQL
SqL
SQL
SQL
SQL
SQL
SQL
SqL
SQL
SQL
SQL
SQL
SQL
SqL
SQL
SQL

Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server

Server

DIERIFIROMETME
DIEFRIFIROMETE
DIEFRIFIROME T
DIEHRIFROMEFME
DEFRIFIROMET M
DIERIFROMET M
DIERIFIROMETME
DIEFRIFIROMETE
DIEFRIFIROME T
DIEHRIFROMEFME
DIEFRIFIROMET M
DIERIFROMET M
DIERIFIROMETME
DIERIFIROMETE
DY E—FTI— FPEFTINDMETHME
DY E—FTI— FPETINDMEFHME
DY E—FTI— FPEFTINSMEFME
DY E— FTI— RPEFTINDHETTE
DY E— M TI— FNEFINDHETTE
DY E—FTI— FPETINDMETHNE
DY E—FTI— FPEFTINDMETHME
DY E—FTI— FPEFTINDMEFHE
DY E— FTI— FPEFTINDMEFME

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

BRI
TEHRIRR
THHRIRR
TEHRIFR
TEHRIRTER
BRI
TEHRIRR
TEHRIRR
THHRIFR
TEHRIFR
TEHRIRTER
BRI
TEHRIRR
TEHRIRR
TEHRIFR
VE—ba— REFT
JE—bha—REFT
VE—bIa—REFT
VE—ha— REFT
VE—ha— REFT
VE—bha—REFT
VE—ba— REFT
JE—bha—REFT
VE—bIa—REFT

14 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67624
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67629
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67630
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67645
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67648
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68776
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68777
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68778
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68779
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68780
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68781
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68784
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69562
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73029
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77488
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-47297
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67373
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67379
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67380
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67384
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67385
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67388
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67638
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67639

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-67642
CVE-2026-68775
CVE-2026-68785
CVE-2026-68786
CVE-2026-68787
CVE-2026-77481
CVE-2026-77482
CVE-2026-77484
CVE-2026-77486
CVE-2026-66816
CVE-2026-68885
CVE-2026-68888
CVE-2026-68889
CVE-2026-68890
CVE-2026-68892
CVE-2026-68897
CVE-2026-69269
CVE-2026-69271
CVE-2026-69272
CVE-2026-69313
CVE-2026-69336
CVE-2026-68881
CVE-2026-68891

CVE-2026-69308

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

/ 2026598 EF¥aVF4 Ty ST—h—E

SQL Server MV E— hTI— RNETINBHETHEME
SQL Server MY E— b TI— RNEFTINDHETTHE
SQL Server MV E— hTI— RWETINDHFHE
SQL Server MV E— hTI— RARETINBHETEME
SQL Server MV E— hTI— RWETINDHFHE
SQL Server MV E— hTI— RNRETINDHETEME
SQL Server MV E— hTI— RNETINBHETHEME
SQL Server MY E— b TI— FNEFTINDHETTHE
SQL Server MV E— hTI— RWETINDHFHHE

SQL Server DX ¥ ) 7 1 BEEED/NA N A DHEFHMHE

Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS
Standard XPS

Standard XPS

DFFHED FAZ DT
DRFIEDFIEDRfEF M
DFFHEDFHEDRfEF M
DEFHED FAEDfEFH M
DEFHED FAE DfE T
DEFHED FAZ DT
DFFHED FAZ DT
DRFHEDFIEDRfeF M
DFFHEDFHEDRfEF M
DEFHED FAEDfaFH M
DEFHED FAE DfE T
DFERIFROMETIE

DIEHRIRIROMETFE

DFEFRITROMETHME

7.8

7.1
7.1
7.1
5.9
4.7
5.5

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

VE—hI—FEFT
Y E— b a— NEST
VE—bhI3— RE
VE—bhI3— FET
JE—hI—REF
DE—ba— REF
YE—ha— REFT
DE—ba— REF
Y E— b3 K5

X)) T BEEED/NA N

Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
EEEHE
TEHRIRE
TEHRIRE

15 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-67642
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68775
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68785
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68786
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68787
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77482
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77484
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77486
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66816
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68885
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68888
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68889
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68890
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68892
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69269
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69271
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69313
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69336
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68881
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68891
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69308

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-69345
CVE-2026-69367
CVE-2026-69376
CVE-2026-69824
CVE-2026-72946
CVE-2026-65812
CVE-2026-69559
CVE-2026-56198
CVE-2026-69276
CVE-2026-69420
CVE-2026-69427
CVE-2026-72933
CVE-2026-62706
CVE-2026-62744
CVE-2026-69386
CVE-2026-69408
CVE-2026-69511
CVE-2026-69586
CVE-2026-78451
CVE-2026-78452
CVE-2026-78453
CVE-2026-68896
CVE-2026-69305

CVE-2026-69322

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

/ 2026598 EF¥aVF4 Ty ST—h—E

Standard XPS DIEMRIRIEDHETTME

Standard XPS DIEMRIRIEDHETTME

Standard XPS DIEHRIRIEDHETTIE

Standard XPS DV E— M Ta— RNWEFI NS HMEFHMHE

Storage Port Driver DREHEDFIEDHETIME

Teams for Android DIERIFHEOMETIE

Teams for Android DIBEHIFHEDOMTIE

Trace Data Helper ODFRHEDFAEDMETM

UxTheme Library (uxtheme.dll) @V E— hTI— RMBEFTINDHETHE
VOLSNAP. SYS ODFFHED AAEDAEFHE

VOLSNAP. SYS D FA& DRfags i

WDAC OLE DB provider for SQL ®V E— hTI— RNEFTINDMEFHME
Windows Media Foundation ®V €— b TI— KNEFTINDMEFME
Windows Media Foundation ®V €— hTa— KNEFTINDMEFHME
Windows Media Foundation ®V €— b TI— KNEFTINDHEFME
Windows Media Foundation ®V €— hTI— KNETINDHETME
Windows Media Foundation ®V €— hTI— RNETINDHEFME
Windows PDF @V E— FTI— RMPEFINDHEFFME

Windows SCSI Class System File D#HEDFAEDHETHM:

Windows SCSI Class System File ODIERIRIAODMETINE:

Windows SCSI Class System File DIE#HIRIRDMETIME

Windows Search Component O4FMED FAEZDHETIE

Windows Search Component DHHEDFIEDHEFHIE

Windows Search Component DIFHED FARDMETIME:

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

TEHRIRER
TEERIRER
TEHRIFER

Y E— b a— REFT

Rt
TEHRIRE
TEEHRIRR
KRR

Y E— b a— RET

FERI%
Rt

VE—hI—FEFT
VE—hI—FEFT
Y E— b a— NEST
VE—bhI3— RE
VE—bhI3— RET
JE—hI—REF
VE—hI—FEFT

Rt R
e
e
FERI%
Rt
Rt R

16 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69345
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69367
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69376
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69824
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72946
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65812
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69559
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56198
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69276
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69420
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69427
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72933
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62706
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69408
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69511
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69586
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78451
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78452
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78453
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68896
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69305
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69322

SECURITY UPDATE REVIEW / SEPTEMBER 2026 Microsoft | HAREERR

Ff5 % D £ FR ] — R~ FE
CVE-2026-69585 Microsoft Windows Search Component OFHEDFAKDAETI M HE 7.8 U 2L FHERAE
CVE-2026-69600 Microsoft Windows Search Component OD#HEDFAEDAETHM: BHE 7 U U REEF %
CVE-2026-69608 Microsoft Windows Search Component (DFFHEDFAEDAETHME HE 7.8 U U e R
CVE-2026-69911 Microsoft Windows Search Component OD¥HEDFAE DTN BHE 7 U U FEEFE
CVE-2026-695017 Microsoft Windows Search Component ODIE¥RIFHDMETHIE HE 5.7 2L U TEERIRTE
CVE-2026-70145 Microsoft Windows Search Component OIE#RIRIEDMETINME BHE 5.5 gV U TEERIRTR
CVE-2026-69453 Microsoft Windows Search Component MDE¥X ADHfEFHIE BE 5.5 U U WA
CVE-2026-69554 Microsoft Windows Search Component MDEXX ADEFHIE BE 5.5 U AV WX A
CVE-2026-69444 Microsoft Windows Speech DHFHED FIEDMETTIE BE 7.8 77U A A
CVE-2026-69456 Microsoft Windows Speech DIFHEDFIEDHaTHIE BHE 7.8 AV A RS
CVE-2026-69531 Microsoft Windows Speech (X A DHEFHIE B 5.5 U U WX A
CVE-2026-62804 Microsoft Word Y E— M Ta— RAETI NS MM BHE 7.8 U U VE—bhI—REFT
CVE-2026-698017 PowerShell DIFHEDFI&DHETIIE S 8 %LU sU RHERE
CVE-2026-69303 Push Message Routing Service DIEHIRROMETINE HE 5.5 U U TEHRIRTE
CVE-2026-69819 RPC Runtime Library @V E— hTI— RNEFTINDHETHHE HE 9.8 %L %L VE—ha— REF
CVE-2026-68828 Remote Desktop Client V) E— hTI— RWEFTINDHEFHMHE HE 8.8 72U 2L VE—bha—REFTF
CVE-2026-69358 Remote Desktop Client MV E— hTI— RMPEFTINSHETIME B 7.1 U U YE—ha— REFT
CVE-2026-69485 Remote Desktop Client MV E— hTI— RMPEFTINSHETIME BHE 8.8 U U VE—ha—REF
CVE-2026-78463 Remote Desktop Client MV E— hTI— RAEFTINDHETHE BE 8.8 U A VE—hI—FEFT
CVE-2026-80074 Remote Desktop Client DV E— hTI— RWEFTINBHMEFHME HE 8.8 U U VE—hI—-REFT
CVE-2026-80077 Remote Desktop Client MV E— hTIa— RMNEFTINDHETHE HE 8.8 U U VE—ha— REF
CVE-2026-83998 Remote Desktop Client V) E— hTI— RNEFTINDHEFHME HE 8.8 72U 2L VE—bha— REFT
CVE-2026-69292 Remote Desktop Gateway Service DFFHED FHEDHETTME BHE 7 2L U e A
CVE-2026-69338 Remote Desktop Gateway Service DFFEDFIEDMETTME BHE 7.1 U U g

DI/ 2026898 ¥ aVTFA4 TV TSI B 17 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69585
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69600
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69608
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69911
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69507
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70145
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69453
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69444
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69456
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69531
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62804
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69807
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69303
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69819
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68828
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69485
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78463
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80074
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80077
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69292
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69338

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-68893
CVE-2026-69514
CVE-2026-69525
CVE-2026-69536
CVE-2026-69539
CVE-2026-69599
CVE-2026-69509
CVE-2026-69621
CVE-2026-72944
CVE-2026-66820
CVE-2026-73028
CVE-2026-77480
CVE-2026-77483
CVE-2026-77485
CVE-2026-77487
CVE-2026-78456
CVE-2026-66304
CVE-2026-66306
CVE-2026-63523
CVE-2026-66305
CVE-2026-69642
CVE-2026-69646
CVE-2026-66303

CVE-2026-66307

Remote
Remote
Remote
Remote
Remote

Remote Desktop

Desktop Licensing Service ODRHEDFIEDHETIE

Desktop Services MV E— M TI— RMWEFINDHEFHE
Desktop Services DV E— K TI— RMWEFTINDHaFME
Desktop Services DV E— hTI— RMPEFTINDMEFME

Desktop Services DV E— hTI— RMETI N5

Services MY E— hTI— RNETI DM

Role: Windows Fax Service ODHEHEDFIEDAETIME

Role: Windows Fax Service OD¥EHEDFRIEDAETIME

Role: Windows Fax Service OD4SHEDFRIEDAETIME

SQL Server
SQL Server
SQL Server
SQL Server
SQL Server

SQL Server

DEFHED FAZ DT
DFFHED TR DT
DFFIEDFIEDRfEF M
DFFHEDFHEDRfEF M
DEFHED FAEDfEFH M
DEFHED FAE DfE T

SQL Server MV E— hTI— RMBEFTINDHETMHE

Skype
Skype
Skype
Skype
Skype
Skype
Skype

Skype

for Business
for Business
for Business
for Business
for Business
for Business
for Business

for Business

/ 2026598 EF¥aVF4 Ty ST—h—E

DIEHRIRIROMETHE
DIERITROMETS M
DY) 3 F LD
DY) F L ONEFHNE
DY F L DTN
D8N T E L DT

and Lync 0¥ —VCAIET DTN

and Lync DY —¥Y RIEFTDAETINME

7.1
1.5
9.8
7.1
7.5
7.5
7.8

7.8
8.8
8.8
8.8
8.8

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

KR
Y E— b a— NEST
VE—bha—RFEFT
VE—bha—REFT
E—hI— REF
VE—bhI—RNEFT
KR
R
R
FER A
FEF %
FEF %
KR
R
R
VE—bha—REFT
TERIFIER
TEHRIRER
ZUVTEL
ZUVTEL
ZYVTEL
ZYOFTEL
Y- AESE

Y- RES

18 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69514
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69525
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69536
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69539
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69599
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69509
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72944
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66820
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73028
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77480
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77483
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77485
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77487
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78456
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66304
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66306
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-63523
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66305
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69642
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69646
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66303
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66307

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft | HAZER

IDI

CVE-2026-66308
CVE-2026-69568
CVE-2026-69431
CVE-2026-69384
CVE-2026-69541
CVE-2026-69549
CVE-2026-69611
CVE-2026-69681
CVE-2026-70574
CVE-2026-81383
CVE-2026-70334
CVE-2026-78461
CVE-2026-78462
CVE-2026-81356
CVE-2026-81357
CVE-2026-81376
CVE-2026-81378
CVE-2026-81379
CVE-2026-813717
CVE-2026-77906
CVE-2026-77907
CVE-2026-69407
CVE-2026-69418

CVE-2026-69432

Skype for Business and Lync ¥ —VE ZIET DRfEFHM:

Storage Spaces Controller DIEHRIFIHEDOMITME

Telnet Client MV E— b TI— RMBEFTINDHETMHE

Virtual Hard Disk (VHD) Miniport Driver d¥—Y AIEF DTN
DRFHED FAE DIfETIIE
DRFHEDFAZDIETIIE
DRFHEDFAZDIETIIE
DHRFHEDFAEDIETFIE
DFHED FHE DIETFIE

Virtual Hard Disk (VHD) Miniport Driver
Virtual Hard Disk (VHD) Miniport Driver
Virtual Hard Disk (VHD) Miniport Driver
Virtual Hard Disk (VHD) Miniport Driver

Virtual Hard Disk (VHD) Miniport Driver

Visual Studio
Visual Studio
Visual Studio
Visual Studio
Visual Studio
Visual Studio
Visual Studio
Visual Studio
Visual Studio

Visual Studio

Code
Code
Code
Code
Code
Code
Code
Code
Code

Code

DIEHRIRIEOMETFE

DY F 2V T 1 BEREDINA IR ZADETEE
DY F 2 ) F 1 HEEDN A IS Z DS
DX 2 T 1 BEEDNA R ADMETM
D F T 1 BEREDNA X ADfETME
DE X2 F 1 BEEEDINA IS A DM
DEFa )T 1 BEEDNA R ADETY
DY F a2V T 1 BEREDINA IR ZADfETEE
DY F 2 ) F 1 HEED N A IS ZA D5

DWW A DT

Visual
Visual
Volume
Volume

Volume

Studio

Studio

DY E—FTI— FPEFTINLMETHE
DY E—FTI— FPEFTINLMEHE

Manager Driver DYEHEDFIEDMETIME
Manager Driver DFFHEDFAEDMETIME

Manager Driver DYFEDFIEDHETIME

/ 2026598 EF¥aVF4 Ty ST—h—E

6.5
5.5
9.8
7.1
7.8

7.8

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

Y- 2B
THHRIRR
VE—bha—RFEFT
Y—bE 2ES
S
iz
TR
Sz
TR
THHRIRE
Txal T BEED/NA N
TF a7 BEEDNA N
e WS - -OVAR PAVS
¥ )T o BEED/NA N
TXal) 71 BEEEDNA N
X2 T BEERDNA XA
Txa VT BEED/NA N
TFal T BEEDNA N
WX A
VE—MI—RET
VE—ha— REF
BRI
S
Sz

19 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66308
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69568
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69431
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69384
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69541
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69611
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69681
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70574
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81383
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70334
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78461
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78462
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81356
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81357
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81376
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81378
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81379
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81377
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77907
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69407
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69418
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69432

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-72985
CVE-2026-69609
CVE-2026-69808
CVE-2026-69832
CVE-2026-69853
CVE-2026-70290
CVE-2026-70565
CVE-2026-69834
CVE-2026-69654
CVE-2026-69816
CVE-2026-62762

CVE-2026-69809

CVE-2026-62813

CVE-2026-69524

CVE-2026-69546

CVE-2026-50349
CVE-2026-70342
CVE-2026-69311
CVE-2026-69394
CVE-2026-69447
CVE-2026-69540

CVE-2026-69604

Volume Shadow Copy ODHFHEDFIEDMETINME

Win32k DEHRIFRO MM

Win32k DIEHRIFRODMETINME

Win32k DIEHRIFHRODMETINME

Win32k DEHIFEDMETM

Win32k DEHIFADMETM:

Windows AF UNIX Socket Provider MDD FIEDMETHME

Windows ALPC ODAFHED FAEDMETHME

Windows Accounts Control ODHRFHFEDFIEDMETHM

Windows Accounts Control DHRHEDFIEDMETM

Windows Active Directory Domain Services d¥—Y AEELDHEFHE
Windows Active Directory Domain Services d¥—Y AHEL DHEFHE

Windows Active Directory Domain Services DV E— N TI— KWEFINDHET
AI\éE

Windows Active Directory Domain Services DV E— N TI— KWEFINDHET
AI\éE

Windows Active Directory Domain Services DV E— N TI— KWEFINDHET
AI\éE

Windows Ancillary Function Driver for WinSock OD¥HEDFI&DETHME
Windows Ancillary Function Driver for WinSock ODRFHED FAEDHETIE
Windows Audio Service ODHFEDFIEDETHME
Windows Audio Service ODFHFEDFAEDHETM
Windows Audio Service ODAFIEDFALDIETHM:
Windows Audio Service DHFEDFIEDMETHM:

Windows Audio Service DIFHED FIEDHETIM:

/ 2026598 EF¥aVF4 Ty ST—h—E

HH

HH

HH

HE
HE
BHE
HE
2
g
HE

6.8
5.5
5%5
5.6
4.7
5.5

6.5
7.5

7.5

8.1

8.1

8.1

7.8

7.8

2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U

U

2L
2L
2L
U
U
zU
2L

U

U
%LU
U
%L
U
U
U
%LU
U

U

U

U

%L
2L
U
%L
=L
U
%L

U

FHERAE
TEHRIRTE
TE IR
TE R
TEHIRIR
R L
FERAE
R RAE
A
RS
P—EAER

Y- RES

YE— b - REF

VE— b a— REF

VE— b a— REF

Rt R
Rt R
RERE
FEFI%
RS
Rt R
Rt R

20 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72985
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69609
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69808
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69832
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69853
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70290
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70565
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69834
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69654
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69816
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62762
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69809
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62813
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69524
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69546
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50349
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70342
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69311
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69394
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69447
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69540
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69604

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft

HAFERR

IDI

CVE-2026-69692
CVE-2026-69801
CVE-2026-70562
CVE-2026-73005
CVE-2026-73004
CVE-2026-68825
CVE-2026-69293
CVE-2026-69298
CVE-2026-69323
CVE-2026-69352
CVE-2026-69476
CVE-2026-69489
CVE-2026-69580
CVE-2026-69583
CVE-2026-69589
CVE-2026-69593
CVE-2026-69727
CVE-2026-69738
CVE-2026-69773
CVE-2026-69787
CVE-2026-69826
CVE-2026-70572
CVE-2026-70573

CVE-2026-70581

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Audio Service DIFHEDFIEDMETIME

Audio Service DIFHEDFIEDMETINME
Audio Service DIFHEDFIEDHETIME

Authentication Methods ODIFHED FAZ DT

Autopilot DRI A DT M

Bind Filter Driver DYFHEDFEMEDHETIM:

Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric

Biometric

/ 2026598 EF¥aVF4 Ty ST—h—E

Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service

Service

DFFHEDFHEDRfEF M
DEFHED FAEDfEFH M
DEFHED FAE Dfa T
DEFHED FAZ DT
DFFHED FAZ DT
DRFIEDFIEDRfEF M
DFFHEDFHEDRfEF M
DEFHED FAEDfEFH M
DEFHED FAE DfE T
DEFHED FAZ DT
DFFHED FAZ DT
DRFHEDFIEDRfeF M
DFFHEDFHEDRfEF M
DEFHED FAEDfaFH M
DEFHED FAE DfE T
DEFHED FAZ DT
DIFFHED TR DT
DRFEDFIEDRfeF M

7.8

7.8

7.8

7.8

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

Rt R
KRR
KERI%
FERI%
WA
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R

21 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69692
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69801
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70562
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73005
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73004
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68825
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69293
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69298
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69323
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69352
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69476
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69489
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69580
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69583
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69589
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69593
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69727
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69738
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69773
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69787
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69826
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70572
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70573
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70581

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft

HAFERR

IDI

CVE-2026-72941
CVE-2026-72988
CVE-2026-72990
CVE-2026-72991
CVE-2026-72992
CVE-2026-72993
CVE-2026-72994
CVE-2026-72995
CVE-2026-72996
CVE-2026-72997
CVE-2026-73000
CVE-2026-73001
CVE-2026-73002
CVE-2026-73007
CVE-2026-73011
CVE-2026-73015
CVE-2026-73020
CVE-2026-73021
CVE-2026-73026
CVE-2026-77489
CVE-2026-78447
CVE-2026-78448
CVE-2026-83954

CVE-2026-83955

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric

Biometric

/ 2026598 EF¥aVF4 Ty ST—h—E

Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service

Service

DFFHEDFHF DT
DEFHED FAEDfEF M
DEFHED FAE Dfa T
DEFHED FAZ DT
DFFHED FHZ DT
DFFIEDFIEDRfEF M
DFFHEDFHEDRfEF M
DEFHED FAEDfEFH M
DEFHED FAE Dfa T
DEFHED FAZ DT
DFFHED FAZ DT
DRFIEDFIEDRfEF M
DFFHEDFHEDRfEF M
DEFHED FAEDfEFH M
DEFHED FAE DfE T
DEFHED FAZ DT
DFFHED FAZ DT
DRFHEDFIEDRfeF M
DFFHEDFHEDRfEF M
DEFHED FAEDfaFH M
DEFHED FAE DfE T
DEFHED FAZ DT
DIFFHED TR DT
DRFEDFIEDRfeF M

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R

22/ 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72941
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72988
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72990
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72991
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72992
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72993
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72994
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72995
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72996
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72997
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73001
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73002
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73007
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73011
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73015
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73020
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73021
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73026
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77489
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78447
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78448
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83954
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83955

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-83967
CVE-2026-83968
CVE-2026-83969
CVE-2026-83970
CVE-2026-83971
CVE-2026-83972
CVE-2026-83973
CVE-2026-83974
CVE-2026-83975
CVE-2026-83976
CVE-2026-83977
CVE-2026-83978
CVE-2026-83979
CVE-2026-83980
CVE-2026-83981
(VE=2026-83982
CVE-2026-83983
CVE-2026-83985
CVE-2026-83986
CVE-2026-83987
CVE-2026-83988
CVE-2026-73008
CVE-2026-69458

CVE-2026-69449

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
Biometric
BitLocker

BitLocker

/ 2026598 EF¥aVF4 Ty ST—h—E

Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service

Service

DFFHEDFHF DT
DEFHED FAEDfEF M
DEFHED FAE Dfa T
DEFHED FAZ DT
DFFHED FHZ DT
DFFIEDFIEDRfEF M
DFFHEDFHEDRfEF M
DEFHED FAEDfEFH M
DEFHED FAE Dfa T
DEFHED FAZ DT
DFFHED FAZ DT
DRFIEDFIEDRfEF M
DFFHEDFHEDRfEF M
DEFHED FAEDfEFH M
DEFHED FAE DfE T
DEFHED FAZ DT
DFFHED FAZ DT
DRFHEDFIEDRfeF M
DFFHEDFHEDRfEF M
DEFHED FAEDfaFH M
DEFHED FAE DfE T
DFERIFROMETIE

DRFHED FAZ DT

DY E— FTI— FPEFTINDMEFME

5.9

6.7

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
EEEHE
Rt
VE—ha— NET

23/ 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83967
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83968
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83969
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83970
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83971
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83973
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83974
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83975
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83976
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83977
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83978
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83979
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83982
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83983
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83985
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83986
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83987
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83988
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-73008
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69458
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69449

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-69817
CVE-2026-68849
CVE-2026-69388
CVE-2026-69398
CVE-2026-69448
CVE-2026-69889
CVE-2026-77892
CVE-2026-69735
CVE-2026-69391
CVE-2026-69283
CVE-2026-69561
CVE-2026-78454
CVE-2026-78508
CVE-2026-69542
CVE-2026-69279
CVE-2026-80093
CVE-2026-83991
CVE-2026-69445
CVE-2026-70019
CVE-2026-69496
CVE-2026-69267
CVE-2026-69771
CVE-2026-70583

CVE-2026-70584

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Bluetooth Port Driver DRHEDFIE DT

Bluetooth Port Driver ODIERIFEOMETIME

Bluetooth Service DRHEDFIEDIETIME

Bluetooth Service MDREHEDFIEDHETINME

Bluetooth Service DEHEDFAEDHETIME

Bluetooth Service DRHEDFIE DT

Boot Manager DHFHEDFIEDHETIM:

Broadcast DVR User Service ODHFEDFIEDMETHIE

Broker Infrastructure Service DRFEDFIEDHETIME
CD-ROM Driver DFHEDFIEDHETIME

CD-ROM Driver DFHEDFIEDHETIM:

CD-ROM Driver DIERIFHEOMETIME

CD-ROM Driver ODIERIFEDMETINM

Camera Frame Server Monitor DRHEDFHEDMETHE

Cloud Files Mini Filter Driver D¥FHEDFAKDIETEM
Cloud Files Mini Filter Driver OFHEDFAEDMETM:
Cloud Files Mini Filter Driver X A DHEFHE
Compressed Folder DRHEDFIEDMETHE

Compressed Folder DIBFMRIFHEDMETHIE

Compressed Folder MV E— b TI— RWETINDHETHME
Connected User Experiences and Telemetry OIE#HIRIEDMETIME
Container Manager Service D F 2V 7 1 BERED /N1 N ADNETHE
Core Messaging DEHEDFAEDHETIME

Core Messaging ODIFHED FAG DT M

/ 2026598 EF¥aVF4 Ty ST—h—E

HE
2
g

6.8

7.8
7.8
7.8
5.5
4.6
7.8

5.5
7.8
6.5
9.8
6.5
4.7
7.8
7.8

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

Rt R
TEERIRER
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
TEHRIRE
TEHRIRHR
KRR
KERI%
FERI%
WA
Rt R
TEHRIRHR
UE—bha—REFT
e

X )T BEEED/NA N

Rt
Rt R

24 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69817
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68849
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69388
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69398
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69448
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69889
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77892
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69735
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69391
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69561
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78508
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69542
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69279
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-80093
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83991
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69445
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70019
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69496
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69267
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70583
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70584

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

CVSS

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-70578
CVE-2026-69790
CVE-2026-69814
CVE-2026-69729
CVE-2026-69284
CVE-2026-69781
CVE-2026-697717
CVE-2026-69342
CVE-2026-69405
CVE-2026-69416
CVE-2026-69497
CVE-2026-69637
CVE-2026-69679
CVE-2026-70065
CVE-2026-77494
CVE-2026-77498
CVE-2026-77499
CVE-2026-77501
CVE-2026-77502
CVE-2026-77886
CVE-2026-77888
CVE-2026-77889
CVE-2026-77890

CVE-2026-77893

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Credential Guard DIFFEDFIEDHETIMHE
Credential Providers D¥HEDFIEDHETIM:
Credential Providers DD FFEDAETIM:

Credential Providers MV E— b TI— RMETINDHEME

DCOM Server DFFHEDFEIEDIETIME

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

/ 2026598 EF¥aVF4 Ty ST—h—E

Client
Client
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server

Server

DY —E ZETR DG
DFHED FIEDIEFIIE

DY —E ZHEER DT
DY — Y AEE DT
DY —EAEE DI
DY —EAEER DHEFHME
DY —E ZETR DG
DY —E ZETR DT
DY —E ZHEER DT
DY — Y AEE DT
DY —EAEE DI
DY —EAEER DHEFHME
DY —E ZETR DT
DY —E ZETR DT
DY —E ZHEER DT
DY —EAEE DT
DY —EAEE DI
DY —EAEER DHEFHME
DY —E ZETR DM

8.8
7.8
6.5

1.5
5.7

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

Rt R
KRR

VE—ha— RET
RFEFAE
Y- RES
BRI
Y- RET
YU RER
Y- RER
P—EAER
Y- RES
Y- RES
Y- RET
YU RER
Y- RER
P—EAER
Y- RES
Y- RES
Y- RET
Y- RER
Y- RER
P—EAER

Y- RES

25 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70578
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69790
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69814
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69729
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69284
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69781
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69777
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69342
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69405
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69416
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69497
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69637
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69679
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70065
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77494
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77498
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77499
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77501
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77502
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77886
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77888
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77889
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77890
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77893

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-77895
CVE-2026-69415
CVE-2026-69297
CVE-2026-69803
CVE-2026-69929
CVE-2026-69930
CVE-2026-70124
CVE-2026-69266
CVE-2026-69412
CVE-2026-69510
CVE-2026-69547
CVE-2026-69620
CVE-2026-69847
CVE-2026-69876
CVE-2026-69878
CVE-2026-77887
CVE-2026-77891
CVE-2026-69631
CVE-2026-70091
CVE-2026-69310
CVE-2026-72948
CVE-2026-69369
CVE-2026-69672

CVE-2026-78523

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DNS

DNS

DNS

DNS

DNS

DNS

DNS

/ 2026598 EF¥aVF4 Ty ST—h—E

Server MY — L AIEE DHfEFHE

Server DFFHEDFIEDMETIME

Server DIEFRIFEADMEITIIE

Server DIFMRIFEDMEITIE

Server DIEHRIFADMETIIE

Server DIEHIRIROMETIME

Server DTERIFRDMETIIE

Server MY E— M TI— RMPEFTINDHTHMHE
Server MY E— M TI— RMPEFTINDHaFHHE
Server MY E— MTI— RMPEFTINDHFHHE
Server MV E— M TI— RMPEFTINDHEFHMHE
Server MY E— M TI— RMWEFTINDHEHME
Server MY E— M TI— RMPEFTINBHETHMHE
Server MY E— M TI— RMPEFTINDHTHMHE
Server MY E— M TI— RMPEFTINDHaFHHE
Server MY E— MTI— RMPEFTINDHFHE
Server MV E— M TI— RMPEFTINDHEFHMHE
DY — B AEB DTN

DY — AT D5

DRFHEDFAZDIETFIE

DFFHEDFAE DIETFIE

DIERIFIROMETIME

DIERIFIROME T

Server MY —Y AETDHETIME

7.5
6.8
6.5
5.9
5.9
5.9
5.9
8.8

8.1
8.8
8.1

6.4
6.4
6.4
7.5
5.9

6.7
5.9
5.5
5.9

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

Y- RER
RHHEFAE
TEHRIRE
B HRIRE
TR
TH IR
TE IR

Y E— b a— NET
VE—bhI3— RET
VE—bhIa— FET
JE—hI—REF
VE—hI—FEFT
VE—hI—FEFT
Y E— b a— NEST
VE—ha— REF
VE—bhI3— RET
JE—hI—REF

Y- RES

Y- RES
RHHEFAE
RHHEFAE
HEHRIRE
TE RIS

Y- RES

26 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77895
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69415
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69297
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69803
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69929
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69930
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70124
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69266
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69412
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69547
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69620
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69847
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69876
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69878
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77887
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77891
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69631
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70091
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69310
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72948
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69369
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69672
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78523

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-69551
CVE-2026-69782
CVE-2026-69989
CVE-2026-72928
CVE-2026-69680
CVE-2026-69775
CVE-2026-70568
CVE-2026-68831
CVE-2026-69607
CVE-2026-72943
CVE-2026-69314
CVE-2026-69693
CVE-2026-69296
CVE-2026-69478
CVE-2026-69488
CVE-2026-69574
CVE-2026-69581
CVE-2026-69711
CVE-2026-69714
CVE-2026-69791
CVE-2026-69866
CVE-2026-77500
CVE-2026-83940

CVE-2026-69443

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

DNS Server MV E— hTI— RMEFTINDHETME

DNS Server MV E— b TI— RNRETINDHEHHE

DNS Server MV E— b TI— RNETIND MMM

DNS Server ™V E— hTI— RMNEFTINDHEIEME

DNS D7V 4 & UDMEg5iE

DWM Core Library DIFHEDFIEDMETIME

Defender Firewall Service OD4HEDFIE DTN

Defender Firewall Service MDIESRIFHEOMETIME

Deployment Services MV E— hTI— RWEFTINBHETME

Deployment Services DV E— N TI— KRWETINDMETHME

Device Association Broker Service DHRFMED FAEDAETHM:

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

Device

/ 2026598 EF¥aVF4 Ty ST—h—E

Association
Association
Association
Association
Association
Association
Association
Association
Association
Association
Association

Association

Broker Service MDFHEDFIEDMETINME
Service DFHEDFIEDMEITIIE
Service DFFHEDFIEDIETIIE
Service DFFHEDFIEDHETIIE
Service DFFHEDFIEDHETIIE
Service DRFEDFIEDIETHIE
Service DRHEDFEDNETIM
Service DFHEDFIEDMEITIIE
Service DFFHEDFIEDIETIIE
Service DFFHEDFIEDHETIIE
Service DFFHEDFIEDHETIIE
Service DRHEDFIEDMETHIE

Health Attestation (DHA) ODIERIFHMOMETIM:

8.8
8.1
8.1
7.5
8.1
7.1

5.5

(%5

7.5

7.1

7.1
7.8

7.8

7.5

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

VE— b a— REF
VE— b a— REF
VE— b a— REF
VE— b a— REF

BYFTEL
Rt R
Rt R
e

VE—bhI3— RET
VE—bhIa— FET

Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
Rt R
Rt R
KRR
KERI%
FERI%
Rt
TEHRIRE

27 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69551
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69989
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72928
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69680
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69775
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70568
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68831
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69607
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72943
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69314
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69693
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69296
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69478
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69488
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69574
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69581
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69711
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69714
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69791
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69866
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77500
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83940
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69443

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-69472
CVE-2026-69715
CVE-2026-70567
CVE-2026-78446
CVE-2026-69424
CVE-2026-69430
CVE-2026-69688
CVE-2026-69841
CVE-2026-69794
(VE=2026-69481
CVE-2026-69907
CVE-2026-68894
CVE-2026-69362
CVE-2026-69433
CVE-2026-69436
CVE-2026-69450
CVE-2026-69462
CVE-2026-69513
CVE-2026-69612
CVE-2026-69896
CVE-2026-83996
CVE-2026-69684
CVE-2026-69482

CVE-2026-69493

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Devices Human Interface ODEHED FIEDAETIME

Direct Show DV E— hTI— RNETINDHETME

Display Enhancement Service D&MD FA&DAETTME

Distributed File System (DFS) ¥ —V¥ ZIEEHDHETIM:

Distributed File System (DFS) DD FAEDHETIM:

Embedded Mode Service ODHREFMED FAEDAETHM:

Encrypting File
Encrypting File

Encrypting File

System (EFS) ODRHEDFIEDHETTIE
System (EFS) DFHEDFIEDMTHE
System (EFS) DIEMIFHOMITIIE

Enterprise App Management ODFFEDFAEDAETIME

Enterprise App Management ODFFEDFIEDAETIME

Error Reporting
Error Reporting
Error Reporting
Error Reporting
Error Reporting
Error Reporting
Error Reporting
Error Reporting
Error Reporting
Error Reporting
Error Reporting

Error Reporting

DERFEDFFEDMETI I
DRFHEDFEAZDMETI I
DRFHED FAE DT
DEFHED FAE DIEFINE
DRFHED FAZDIEFIE
DRFHED FAZ DT
DERFEDFFEDMETI I
DRFHEDFEAZDMETI I
DRFHED FAE DT
DRFHED FAE DIEFIE
DIEFRIFIROME T
DY ADIETIM

Event Logging Service MV E— b TI— RBREFI NS0T

/ 2026598 EF¥aVF4 Ty ST—h—E

5.3
7.8

7.1
7.8
5%5

7.8

7.8
7.8
7.8

7.8
7.8

8.8
5.9
7.1
9.8

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

FHERAE
Y E— b a— NEST
R
Y- RER
S
g
FERAE
R RAE
TE IR
RS
S
FesRg
FERAE
R RAE
A
RS
S
g
FERAE
e RAE
A
TE R
WA

VE—bIa—REFT

28 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69472
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69715
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70567
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-78446
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69424
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69430
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69688
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69841
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69794
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69907
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68894
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69362
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69433
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69436
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69450
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69462
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69513
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69612
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69896
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83996
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69684
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69482
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69493

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft | HAZER

IDI

CVE-2026-69494
CVE-2026-69495
CVE-2026-71338
CVE-2026-72989
CVE-2026-68878
CVE-2026-69347
CVE-2026-68837
CVE-2026-71340
CVE-2026-72947
CVE=2026-T7491
CVE-2026-68827
CVE-2026-69288
CVE-2026-69717
CVE-2026-69623
CVE-2026-69597
CVE-2026-69682
CVE-2026-69553
CVE-2026-69910
CVE-2026-69694
CVE-2026-69341
CVE-2026-69500
CVE-2026-69613
CVE-2026-69483

CVE-2026-69318

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Event Logging Service MV E— hTI— RNEFINDHETIMHE

Event Logging Service MV E— hTI— RNEFTINDHETME

Failover Cluster DFFHED FIEDMETIME

Failover Cluster OfE¥RIREOMETIM

Fast FAT Driver OD¥FEDFAEDNETHIE

Fast FAT Driver @Y £— b Ta— RBEFTINDMETHME
File History Service DRHED FAEDHETHIE

File History Service ODFHED FAEDHaTHIE

File History Service DFEDFIEDHETTE

G DIFHRIFHEDMETIE

D1+ DEHEDFIEDIETIME

I+ DIFHRIRIROMETHE

Group Policy DEHEDFIEDHETIE

HTTP Print Provider ™V E— hTI— RWETI D HEFHME
HTTP. sys ODHFHED FAE DT

Host Guardian Service DRMEDFIEDMETIM:

Hyper-V D¥FHED FAEDNfEFTE

Hyper-V @V ®— b TI— RWEFTI NS T

IP Address Management (IPAM) Service ODRHEDFAEDHETIIE
Image Acquisition DREDFIZDMETINME

Image Acquisition DRFEDFAEDMETIM

Image Acquisition DRFIEDFIEDHETHMH

Image Acquisition DIEHRIFHOMETE

Imaging Component DIEHRIFIROMETIME:

/ 2026598 EF¥aVF4 Ty ST—h—E

8.8

8.8

6.4

7.5

1.4

6.4

5.9

5.5

7.1

7.1
9.8

4.7
5.5

2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U
2L
2L
2L
U
zU
U

U

U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U
%L
U
U
U
%LU
U

U

VE— b a— REF
VE— b a— REF

KERI%
TEHRIFER
Rt

VE—bIa—REFT

Rt R
KRR
KERI%
TEHRIFER
Rt
TEHRIRE
Rt R

VE— b a— REF

KERI%
FERI%
Rt

VE—bIa—REFT

Rt R
KRR
KERI%
FERI%
TEHRIRE
TEHRIRE

29 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69494
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-71338
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72989
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68878
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69347
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68837
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-71340
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72947
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77491
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68827
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69288
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69717
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69623
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69597
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69682
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69553
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69910
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69694
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69341
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69500
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69613
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69483
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69318

SECURITY UPDATE REVIEW

/ SEPTEMBER 2026

FfE 55 DA FR

—fRABE

Microsoft |

HAFERR

IDI

CVE-2026-83992
CVE-2026-62694
CVE-2026-69441
CVE-2026-71339
CVE-2026-72929
CVE-2026-77894
CVE-2026-72926
CVE-2026-72964
CVE-2026-69587

CVE-2026-69831

CVE-2026-69429

CVE-2026-69744
CVE-2026-69760
CVE-2026-69685
CVE-2026-69822
CVE-2026-68846
CVE-2026-68884
CVE-2026-69366
CVE-2026-69466
CVE-2026-69473
CVE-2026-69578
CVE-2026-83942
CVE-2026-85360

CVE-2026-69406

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Imaging Component MV E— hTI— RNEFINDHEIIME

Installer DFHEDFIEDHETHME
Installer DFEFEDFIEDRETTE
Installer DFEFEDFIEDETTME

Install

er DREEDFIRDIETIE

Installer DFFEDFEMEDMETIE

Internet Connection Sharing (ICS) DHEFMED FAEDRfETHM:

Internet Connection Sharing (ICS) DEXX ADHETIME

Internet Key Exchange (IKE) Extension ¥ —V ZIEE DRfEFH M

Internet Key Exchange (IKE) Extension ¥ —V AIET DRETHMHE

Internet Key Exchange (IKE) Protocol Extensions ®V E— hTI— KA
EFXIND MM

Kerberos ¥ — v ZIEE DRfEFH M

Kerberos ¥ —Y ZIEE DREFHME

Kerberos ODFFHED FIEDIETIME
Kerberos ODFFMED FI&DAETIME

Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel

Kernel

/ 2026598 EF¥aVF4 Ty ST—h—E

DEFHED FAE DIEFIME
DRFHED FAZ DIEFIE
DRFHEDFAZDIETIIE
DHRFHED FAE DS
DRFHED FAF DT
DRFHED FAE DIEFH
DEFHED FAE DIEFIME
DRFHED FAZ DIEFIE
DIEHRIRROMEFTME

S

2
g
HE
HE
BHE
HE
2
g
HE
HE
BHE
HE
2

6.7
7.8

5.5
(%5

7.8

5.5

2L
2L
U
zU
U
2L
2L
2L
U

zU

U

zU
2L
2L
2L
U
U
zU
2L
2L
2L
U
U

zU

U
%LU
U
%L
U
U
U

%LU

zU

U
%L
2L
U
%L
%LU
U
%L
2L
U
%L
=L

U

VE—hI—FEFT
R RAE
R
R
S
g
FERAE
WX A

YU RER

P—VY RIEF

) E— b a— REF

P—EAER
Y- RES
FHeRAE
R
e RAE
A
AR
FHeSAAg
FHeRAE
R
e RAE
A
TEHIRTR

30 / 43


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83992
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62694
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69441
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-71339
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72929
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-77894
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72926
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72964
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69587
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69881
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69429
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69760
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69685
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69822
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68846
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68884
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69366
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69466
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69473
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69578
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CVE-2026-69723 Windows Kernel DIEMRIRIEDMETIIE HE 5.7 QY 2L TEHRIRTR
CVE-2026-69669 Windows Kernel @V E—hTa— RNEFTINDHMETFE HE 9.8 BU sU VE—hFI—RET
CVE-2026-69421 Windows Kernel-Mode Driver O#HEDFAEDHETHM: BE 7.8 2L U RHERE
CVE-2026-84001 Windows Key Distribution Center M4 —VY AIEE DM BE 7.5 AV 2L Y- RER
CVE-2026-69428 Windows LDAP - Lightweight Directory Access Protocol ¥ —VE AIETZ DTN B 7.5 U U Y- RES
CVE-2026-69281 Windows License Manager DHFEDFIE DTN BHE 7 U U FEFE
CVE-2026-69315 Windows License Manager ODIEFRIFHEDMETINME HE 5.5 QY 2L TEHRIRTE

Windows Link Layer Topology Discovery Protocol ®VE—hrTI— RKRNEFTIH

CVE-2026-69732 2 g HE 8.1 BU U VE—hFI— RET
CVE-2026-69440 Windows MIDI Service Module ODFHEDFIEDHETIM: HE 7 QY U R
CVE-2026-69508 Windows MIDI Service Module ODFHEDFIEDHETM: BE 7.8 Qv A e RAE
CVE-2026-69720 Windows MIDI Service Module DFHEDFIEDHETIME BHE 7.8 7L U A
CVE-2026-78464 Windows MIDI Service Module DREHEDFIE DTN BHE 7 gV U e RAE
CVE-2026-68842 Windows MIDI Service Module DIEHRImEOMETIE BH 5.5 %LU sU IR
CVE-2026-69339 Windows MIDI Service Module OIEFRIREOMETHME HE 5.5 A U TEHRIRTR
CVE-2026-69451 Windows Management Instrumentation OHFHEDFAEDMETIM: BE 7.1 U U R
CVE-2026-70582 Windows Management Instrumentation ODFFMEDFAEDHETIME HE 6.4 U U RHERE
CVE-2026-77905 Windows Management Instrumentation OD¥HEDFAEDRETHME BHE 7 U U B A%
CVE-2026-69349 Windows Management Instrumentation ODIERIRHOMETHIE BHE 5.7 U U RIS
CVE-2026-73012 Windows Management Services DRHEDFIEDMETME BHE 8.8 U A FHeSAAg
CVE-2026-69891 Windows Media ODRHED FAEDHETHIE S T %U U FHERE
CVE-2026-69645 Windows Message Queuing OFEDFIEDHETE HE 7 QY U e FAE
CVE-2026-68887 Windows Message Queuing Queue Manager DY —VY AT DHfEFEE HE 7.5 U U Y- REE
CVE-2026-72932 Windows Message Queuing Queue Manager DIEHIFHEDMETTIE BHE 7.5 72U 2L IR
CVE-2026-83997 Windows Message Queuing MV E— M TI— RWEFTINDHMHME B 8.1 zU U UE—ha— REF
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CVE-2026-70579
CVE-2026-693717
CVE-2026-69460
CVE-2026-70577
CVE-2026-73003
CVE-2026-73022
CVE-2026-69674
CVE-2026-72963
CVE-2026-69357
CVE-2026-69396
CVE-2026-71334
CVE-2026-68832
CVE-2026-68834
CVE-2026-68838
CVE-2026-68841
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CVE-2026-69532
CVE-2026-69567
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CVE-2026-72935 Windows NTFS OD¥FHED FHEDMETIME HE 6.7 %LU sU FHERE
CVE-2026-77503 Windows NTFS D¥FHED FHEDAETIIE HE 8.4 BU sU HERE
CVE-2026-83995 Windows NTFS D¥FHED FIEDHETIIE HE 7.8 %L %L RHERE
CVE-2026-68851 Windows NTFS OIEHIEHEDHMETIIE HE 5.5 2L 2L IR
CVE-2026-69504 Windows NTFS ODIEHIRE DM B 5.5 2L sU RIS
CVE-2026-69591 Windows NTFS ODIEHIRE DM BH 5.7 U sU RIS
CVE-2026-68833 Windows NTFS DV E— b TI— RAETINDHETHE HE 6.8 %LU sU UE—bha—REFT
CVE-2026-68875 Windows NTFS DV E— b TI— RMNEFTINDHMETTE HE 7.8 BU sU VE—ha— REFT
CVE-2026-69461 Windows NTFS ®DV E— b TI— RWETINDHETHE HE 8.8 %L %L VE—ha— REF
CVE-2026-69463 Windows NTFS DV E— b TI— RNETINDHETHME HE 9.8 2L 2L Y E— b a— REfT
CVE-2026-69479 Windows NTFS DV E— b TI— RNETINDHETHME HE 8.4 2L 2L JVE—hI— RET
CVE-2026-69566 Windows NTFS DV E— b TI— RNPETINDHETHME BH 6.8 U sU UE—bha—REFT
CVE-2026-69638 Windows NTFS @DV E— b TI— RANETINDHETHE S 8.4 %LU sU VE—ha—REF
CVE-2026-69709 Windows NTFS ®DV E— b TI— RNETINDHETTE HE 7.8 Aa sU VE—ha— REFT
CVE-2026-71329 Windows NTFS DV E— b TI— RMETINDHETHE HE 6.8 %L %L VE—ha— REF
CVE-2026-69425 Windows NTFS Dtk X A DA HE 4.7 2L 2L WX A
CVE-2026-62759 Windows Netlogon D72V 3 % L DR BHE 7.5 U U ZYOFTEL
CVE-2026-72967 Windows Network Connection Broker ODHFEDFAEDMETHM: BE 7.8 U U e
CVE-2026-68886 Windows Network Connection Broker OIERIEIHDAETH M HE 5.5 U 2L TEHRIRTE
CVE-2026-69372 Windows Network File System ¥ — Y AT DHEFHIE BE 5.7 U AV Y- RET
CVE-2026-69772 Windows Network File System @V E— b TI— RMBEFTINDHETHE HE 8.8 2L U VE—bha—REfTF
CVE-2026-69648 Windows Notification DFFEDFIEDIETIIE BHE 7 AV A RS
CVE-2026-78441 Windows OLE DB ODIE#RIFIE MMM B 6.5 2L sU RIS
CVE-2026-78442 Windows OLE DB Y E— hTI— RNEFTINDHMEFFE BH 8.8 U sU UE—bha—REFT
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-71329
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69425
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62759
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72967
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68886
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69372
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69772
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-69648
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CVE-2026-69343
CVE-2026-69474
CVE-2026-69480
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CVE-2026-70564
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CVE-2026-68873
CVE-2026-68874
CVE-2026-62697
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CVE-2026-69300
CVE-2026-69548
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CVE-2026-71342
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CVE-2026-72966
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CVE-2026-69317 Windows Remote Desktop Client OIEFRIFHDMETME HE 5.7 A Qv TR
CVE-2026-69627 Windows Remote Desktop Licensing Service DIERIFMEOMETS M HE 5,8 U U TEHRIRIE
CVE-2026-70587 Windows Remote Desktop Protocol ODIBIRIRMDMETIE BE 7.5 2L A TE IR
CVE-2026-69287 Windows Remote Desktop Services DRFEDFIEDMETIE BHE 1 U U B A%
CVE-2026-69475 Windows Remote Desktop Services DRHEDFIEDMETINME HE 7.8 7L U e RAE
CVE-2026-80096 Windows Remote Desktop Services DRFEDFIE DT BHE 8.8 U A FHERE
CVE-2026-69616 Windows Remote Desktop Services DIEHRIMHOMETIE HE 5.5 A Qv TEHRIRTR

Windows Resilient File System (ReFS) Deduplication Service DD FIEDHE

CVE-2026-83999 o BE 7 AV RU RHEFE
CVE-2026-69617 Windows Resilient File System (ReFS) D¥HED FAGDHETHME HE 7 A A3V B
CVE-2026-83952 Windows Resilient File System (ReFS) OD4FMEDFIEDHETIME: HE 7.8 AQV BU RIERAE
CVE-2026-72939 Windows Routing and Remote Access Service (RRAS) D¥—V AIEF DT Evid 6.5 ZU U Y- AER
CVE-2026-71351 Windows Routing and Remote Access Service (RRAS) D¥FHED FAE DT HE 7 U U KRN
CVE-2026-71353 Windows Routing and Remote Access Service (RRAS) ODEHED FALDMETHME HE 7 AV BU FEFE

. . . T —
CVE-2026-70570 Windows Routing and Remote Access Service (RRAS) DV E— hTI— RMWETX = 75 L AL DE— hO— REF
— N2 REFEE
CVE-2026-69544 Windows SMB Client DFRHEDFIEDHAETHME HEE 7.8 AV AV FRHEFE
CVE-2026-69572 Windows SMB Client DI&EIHRIFIHEDMETIME HE 5.7 L A 1EHRIRE
CVE-2026-69618 Windows SMB Client ODIEIRIFIROMEITM: HE 5.5 "L BU (EHRIRE
CVE-2026-72936 Windows SMB Client DV E— N TI— KRNETINDMETHHE BE 8.1 2U 2L JVE—hFI— RNET
CVE-2026-69374 Windows SMB Server ¥ —VY AIEF DRI BE 6.5 eV 2U Y- AEST
CVE-2026-69403 Windows SMB Server DIEHRIFIROMEIIM: HE 5.5 U U 1EHRIRIE

. . e
CVE-2026-72949 V;%l'lr;(éows SMB Server Network Transport Driver (srvnet.sys) D¥—VY ZIETB DG = 75 AL AL YU RIEE
CVE-2026-70575 Windows Schannel D¥ —¥ ZIEEDHETHME HE 5.3 AQ U Y-V 2AEE
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CVE-2026-69490 Windows USB Mass Storage Class Driver ODFHEDFIEDMETHME HE 6.8 A Qv FHeRAE
CVE-2026-69527 Windows USB Mass Storage Class Driver ODIEHIRIEROMETE HE 5.5 U U TEHRIRIE
CVE-2026-68839 Windows USB Mass Storage Class Driver ®V E— hTa— RWEFTIND TN BE 9.8 2L U VE—bha—REFTF
CVE-2026-69319 Windows USB Video Driver (DFFHEDFIEDMETIIE BHE 7 7L U A
CVE-2026-69422 Windows USB Video Driver DIFHEDFIEDMEFIME B 7 %LU sU FHERIE
CVE-2026-69423 Windows USB Video Driver ODIFHEDFIEDHETIME BH 8 %LU sU FEFE
CVE-2026-69584 Windows USB Video Driver DAFHEDFIKDMaFHMHE S 7.8 %LU U e
CVE-2026-69573 Windows Universal Disk Format File System Driver (UDFS) ODFEDFIEDMETHME BE 7 U U R
CVE-2026-69592 Windows Universal Disk Format File System Driver (UDFS) DHEDFIEDHETHME HE 7.8 2L U e R
CVE-2026-69758 Windows Universal Disk Format File System Driver (UDFS) D¥#tEDFIEDHETIME BHE 7.8 72U U BRI
CVE-2026-68830 Windows Universal Plug and Play (UPnP) Device Host ODIERIRIMODMETIME HE 5.5 7L 2L IR
CVE-2026-69351 Windows Universal Plug and Play (UPnP) Device Host ODIE¥RIRIMDMETTM: BHE 5.5 2L A R L
CVE-2026-56172 Windows VHD miniport driver OREHEDFIE DTSN HE 7.8 A U FHeRAE
CVE-2026-69426 Windows VOLSNAP.SYS ®V E— hTI— RAEFTINDHETHE HE 7.8 %U ®U VE—hI—REFT
CVE-2026-69468 Windows Volume Manager Extension Driver ODHEDFAEDAETIE BE 7 U U e R
CVE-2026-69582 Windows Volume Manager Extension Driver OFHFEDFAEDHETHM BHE 7.8 7L U A
CVE-2026-77904 Windows Volume Manager Extension Driver ODFEHEDFAEDHETHM BHE 7.8 gV 2L e RAE
CVE-2026-69291 Windows Volume Manager Extension Driver ™V E— hTI— RAETIN DTN BH 8.8 2L 2L YE—ha— REF
CVE-2026-69334 Windows Volume Manager Extension Driver ®VE— N Ta— RMWEFTINDHEFHME BE 8.8 A Qv VE—hI— RET
CVE-2026-69708 Windows Web Platform Storage DRFEDFIEDMETIIE HE 7 U U R
CVE-2026-72965 Windows WebClient Service DHFEDFIEDHETHIE BE 7.8 Qv A e RAE
CVE-2026-69792 Windows Win32K Dt ¥ 2V 7 1 $EEED /N1 /N ADfEFIE HE 4.7 2L 2L X2V T BREDNA N
CVE-2026-68880 Windows Win32k ODFFEDFIEDIETIE B 8 %LU sU FHERIE
CVE-2026-69274 Windows Win32k ODFFHEDFAEDHETH M BH 7.1 %LU sU e FE
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