Microsoft A% 2026 &£ 4 BICABI L7z CVE D2—BlXUTDEHH TH,

CVE 24 ko RAE cvss AR &R R
CVE-2026-32201 Microsoft SharePoint Server D A 2°— 2 1 > 2’ Dffp55tE Ex:3 6.5 No Yes TNdEL
CVE-2026-5281 *  Chromium: CVE-2026-5281 Dawn Z & | % ARAREE1E B s N/A No Yes Y E— hD— NEfT
CVE-2026-33825  Microsoft Defender M4FHERAE DM £ 78 Yes No HSES
CVE-2026-23666  .NET Framework @4 — & R3IET D5 22 75 No No DoSH ¥
CVE-2026-32190 Microsoft Office M) &€ — k D — RERITDMEIGMHE 22 8.4 No No JE— hD— NET
CVE-2026-33114  Microsoft Word ® ) € — h D — RERITOHIZHE RR 8.4 No No )E— kD — NERfT
CVE-2026-33115  Microsoft Word @ ) & — h D — RRITOMIZHE K2 8.4 No No )E— hD— NET
CVE-2026-32157 YE—KFRI2NYy T I254 P> bDY E— | D— RERTOMIEM KR 8.8 No No )E— kD — NRIT
CVE-2026-33826  Windows Active Directory ® U £ — kb D — REITOHEEM K2 8 No No )E—hD— NERIT
CVE-2026-33824  Windows Internet Key Exchange (IKE) Service Extensions ® Y & — k D — RE{TDOHESHHE 2 9.8 No No YE®— D — FEfT
CVE-2026-33827  Windows TCP/IP ® ) & — k D — RRITOHEHHE £2 8.1 No No YE— FD— REFT
CVE-2026-26171  .NET OH — £ R3EEB D554 3 75 No No DoSHK %
CVE-2026-32226  .NET Framework ®¥ — £ 26T DE351% 3 59 No No DoSHE
CVE-2026-32178  .NET DR '— 2 4 > D33 X3 75 No No mNTEL
CVE-2026-32203  .NET & &£ U' Visual Studio @4 — £ 3T D554 EE:3 75 No No DoSHEE
CVE-2026-33116  .NET. .NET Framework. & & U Visual Studio D% — £ R36B D55 3 75 No No DoSHKE

CVE-2023-20585 *  AMD: CVE-2023-20585 IOMMU Write Buffer M ffe§5M4 E2:3 5.3 No No YE— kD= REFT
CVE-2026-32072  Active Directory DX 2*— 2 1 > D554 EE:3 6.2 No No ENITEL
CVE-2026-25184  Applocker Filter Driver (applockerfltr.sys) D4FHER M D551 B8Z 7 No No HHES
CVE-2026-32171  Azure Logic Apps DIFHES D554 23 8.8 No No FFESHE
CVE-2026-32168  Azure Monitor Agent D4FHERAE D331 82 7.8 No No FFESHE
CVE-2026-32192  Azure Monitor Agent D4FERE D551 EE:3 78 No No HHES
CVE-2026-32181 Connected User Experiences and Telemetry Service D4 — & 238 D554 EE:3 55 No No DoSH#
CVE-2026-27924  Desktop Window Manager D4SHES & D a5t 82 78 No No FIERE
CVE-2026-32152  Desktop Window Manager D45HERAE D Hes5 M EE:3 78 No No R
CVE-2026-32154  Desktop Window Manager D4FHES A& D ffe55 i B8Z 7.8 No No S
CVE-2026-27923  Desktop Window Manager D4SHES A& D a5t -3 7.8 No No HFESHE
CVE-2026-32155  Desktop Window Manager D4FHESHE D K35 8% 78 No No HERHE
CVE-2026-23653  GitHub Copilot & & UF Visual Studio Code DE#RiRR D55 B8Z 57 No No BHRRL

CVE-2026-23653 *  GitHub: CVE-2026-32631 2R & A N1z Y RS K Y A5 D 'gitclone' ITE D NTLM Ny & 2 ARIET 3 3 14 No No ERRR
CVE-2026-33096  HTTP.sys % — £ 2B D5 3 75 No No DoSHE

CVE-2026-25250 *  MITRE: CVE-2026-25250 Eazy Fix [ & % Secure Boot DXL 82 6 No No TFa Y T A HRENA R
CVE-2026-26181  Microsoft Brokering File System D4FHER D554 52 78 No No HBHERE

CVE-2026-32219  Microsoft Brokering File System D4§ERAE D eSS EE:3 7 No No FHERE
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CVE-2026-32091 Microsoft Brokering File System D4FHES IS DS £ 8.4 No No HERE

CVE-2026-26152  Microsoft Cryptographic Services D4FHESHE DRSS EX:3 7 No No FHEFHE
CVE-2026-33103  Microsoft Dynamics 365 (On-Premises) D 1E#RIR:R D MM EE:3 55 No No BHRRL
CVE-2026-32188  Microsoft Excel D IEHRRL DT EX:3 71 No No ERRR
CVE-2026-32189 Microsoft Excel @) & — k D — NRITOMETHME EE:3 7.8 No No JE®— kD= NET
CVE-2026-32197  Microsoft Excel ® Y € — kb D — REITOMEIIME 52 7.8 No No YE— hD— NEFT
CVE-2026-32198 Microsoft Excel ® ) £ — b D — NEITOHESIME Ex:3 78 No No Y E®— hD— NEFT
CVE-2026-32199  Microsoft Excel ® Y € — b D — NEITOHM EX:3 7.8 No No )E— hD— NET
CVE-2026-32184  Microsoft & Performance Compute (HPC) Pack D4FHERAE DM 52 78 No No SESE
CVE-2026-26155  Microsoft Local Security Authority Subsystem Service DE#RIRIR D MM 52 6.5 No No BRRR
CVE-2026-27914  Microsoft Management Console D4FHERIE D 551 52 78 No No BHERE
CVE-2026-26149  Microsoft Power Apps Dt ¥ 2 Y 7 4 #ERE/ XA /X2 8 9 No No tFa )T 1 HEE AR
CVE-2026-32200  Microsoft PowerPoint ® ) & — k 2 — NRITOETSHE EE:3 78 No No YE— kD— REFT
CVE-2026-26143 Microsoft PowerShell Dt + 2 U 7 4 #48E/ N4 /X2 DfE35 M4 Ex:3 78 No No ¥ a )T 4 BB N /XX
CVE-2026-33120 T  Microsoft SQL Server @) &£ — ~ D — NRITDIETHM EE:3 8.8 No No Y E— hD— FRFT
CVE-2026-20945  Microsoft SharePoint Server D A '— 2 4 > ' D fas5t X3 46 No No “NTEL
CVE-2026-33822  Microsoft Word D E#RF:% D554 Ex:d 6.1 No No BRI
CVE-2026-33095  Microsoft Word @ Y & — b D — NERITORESM 3 7.8 No No JE— kD — NRIT
CVE-2026-23657  Microsoft Word @ Y & — k D — NRITOMEHM 3 7.8 No No )E— hD— NEFT
CVE-2026-32081  Package Catalog D IE#RIRR DM B2 5.5 No No BHRRLR
CVE-2026-26170  PowerShell D45 H#ES B D HE5 M4 EX:3 7.8 No No HHERHE
CVE-2026-26183 ~ Remote Access Management service/API (RPC server) D4FHERE D Heds M 23 7.8 No No HFESHE
CVE-2026-26160  Remote Desktop Licensing Service D4FHERE D a5t 52 78 No No FHERAE
CVE-2026-26159  Remote Desktop Licensing Service D4FHERIE D554 £ 78 No No HSESA
CVE-2026-26151 Remote Desktop DA 7°'— 2 4 > I DfEsHHE EX:3 71 No No mNTEL
CVE-2026-32085  Remote Procedure Call D1ERIRE D554 3 55 No No v
CVE-2026-32167  SQL Server DHFHERK K D55 Ex:d 6.7 No No HHERH
CVE-2026-32176  SQL Server DHHER B DI EX:3 6.7 No No HSHERHE
CVE-2026-0390  UEFI Secure Boot Dt ¥ 2 ) 7 4 #EE/ N1 /<2 DEFHHE 3 6.7 No No tFa )T 4 RN R
CVE-2026-32220  UEFI Secure Boot Dt ¥ 2 ) 7 1 #EE/ N1 /X2 D554 8% 4.4 No No ¥ T A BEENA X
CVE-2026-32212  Universal Plug and Play (upnp.dll) D53RF% 0 st B8Z 5.5 No No BHRRL
CVE-2026-32214  Universal Plug and Play (upnp.dll) O1E8Riw:E 0 M55t 23 55 No No BHRRL
CVE-2026-32079  Web Account Manager O E%Ri®:% D Hed3tt 82 5.5 No No o)
CVE-2026-33104  Win32k D4FHER M DRI 82 7 No No HFHES
CVE-2026-32196  Windows Admin Center D X 2'— 2 4 > ' Df§51% EE:3 6.1 No No ZhgEL
CVE-2026-26178  Windows Advanced Rasterization Platform D4FHERH D33t EE:3 8.8 No No HSESE
CVE-2026-32073  Windows Ancillary Function Driver for WinSock D4HESH D M35 EE:3 7 No No FFESAE
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CVE-2026-26168
CVE-2026-26173
CVE-2026-26177
CVE-2026-26182
CVE-2026-27922

CVE-2026-33099

CVE-2026-33100
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CVE-2026-27913
CVE-2026-26175
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CVE-2026-26163
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Windows Ancillary Function Driver for WinSock D4FHER D55 M

Windows Ancillary Function Driver for WinSock D4R D e5514%

Windows Ancillary Function Driver for WinSock D4R D55

Windows Ancillary Function Driver for WinSock D4FHER M D55 M

Windows Ancillary Function Driver for WinSock D4R & D fe5514

Windows Ancillary Function Driver for WinSock D¥FERHE D 5514

Windows Ancillary Function Driver for WinSock D4FHESR4E D 551t

Windows Biometric Service Dt ¥ 2 ) 7 4 #E5/ N1 /<2 DT

Windows BitLocker Dt ¥ 2 U 7 1 #EE/ N4 /XX D3

Windows Boot Manager Dt ¥ 2 V) 7 1 #BE/ N4 /XX D554

Windows COM D4SHER M D351

Windows COM Server DIEHRIFL DM

Windows Client Side Caching driver (csc.sys) D4EHERIE D551

Windows Cloud Files Mini Filter Driver O4SHER D fE55 %

Windows Common Log File System Driver D4R D Az 551

Windows Container Isolation FS Filter Driver D4FMER48 D 351

Windows Encrypted File System (EFS) D4FHES A D s394

Windows Function Discovery Service (fdwsd.dll) D45HER A& D K331
(fdwsd.dll) DIFHESHE DRSS

Windows Function Discovery Service (fdwsd.dll) D4FHEFHE D 55 M4

Windows Function Discovery Service (fdwsd.dll) D4R A& D K331

Windows GDI D'ERIF2 DS54

Windows GDI D1E#RIRIR DAESSIE

Windows Graphics Component ® Y € — k 2 — FRITOEISHE

Windows Hello D&+ 2 Y 7 1 #EE/ N1 /X2 DRSS

Windows Hello Dt F 2 Y) 7 1 #Ee/ N1 /XA DfES5H%

Windows Hyper-V @ Y & — k D — FEITOESSMHE

Windows Hyper-V @Y & — k D — FRITOMEISHE

Windows Installer D4FHERHE DAESIME

Windows Kerberos D4FHER I D554

Windows Kernel D4FHESH D fe55tE

Windows Kernel D4FHESAE D551

Windows Kernel D4FHERHE D 55

Windows Kernel DFFHERHE D 551

Windows Kernel D IEHRRR DRSS M

Windows Kernel D 1E38RIR2 D AESI M

Windows Kernel D IE#RIF2 DAE55 M

Windows Function Discovery Service
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CVE-2026-26169
CVE-2026-27929
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Windows Kernel Memory D IE$RIRE D55
Windows LUA File Virtualization Filter Driver D4FEF M DIE5SMHE

Windows Local Security Authority Subsystem Service (LSASS) @4 — £ AI6E D fE35tE

Windows Management Services D45HER A& D331

Windows OLE D4FHESHE D35

Windows Print Spooler D4FHESHE D 5514

Windows Print Spooler O EZRIRIL D KESSMHE

Windows Projected File System D4FHESH D354

Windows Projected File System D4FHER M D354

Windows Projected File System D4FHER D 35

Windows Projected File System D4FHER I D354

Windows Projected File System D4FHERHE D354

Windows Push Notifications DHFERHE D E55 4

Windows Push Notifications D4FHERHE D S5

Windows Push Notifications DHHERHE D 5514

Windows Push Notifications DHHER D AESS M

Windows Push Notifications D4FHESHE D 35

Windows Recovery Environment Dt ¥ 2 Y 7 1 #8E/ X1 /XX D554
Windows Redirected Drive Buffering System O — & 2E6E D55
Windows Search Service D4FIHER I D 55

Windows Sensor Data Service DHEHER DI

Windows Server Update Service (WSUS) D4FHERA& D I35

Windows Server Update Service (WSUS) D4FHER I D 5514

Windows Server Update Service (WSUS) D2k & A D554

Windows Shell DRFHER 5 D 55 1%

Windows Shell DIFHERIE D551

Windows Shell D4FHERIE D s 5514

Windows Shell DIEHRIFRDAESS M

Windows Shell Dt % 2 ) 7 1 #AE/ A /X2 D35

Windows Shell DR 2= 2 1 > 7 Dfs551E

Windows Simple Search and Discovery Protocol (SSDP) Service D4FHERAE D55 1%
Windows Simple Search and Discovery Protocol (SSDP) Service D452+ D331
Windows Simple Search and Discovery Protocol (SSDP) Service D45ERAE DS54
Windows Snipping Tool ® ) & — k D — FE{TDOMESSMHE

Windows Speech Brokered Api D4FHERHE D351

Windows Speech Brokered Api D4FHER D54

Windows Speech Runtime D4FHESAE D35
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CVE-2026-5910 *  Chromium: CVE-2026-5910 Media IC & 2 B H4 —/~— 20— & N/A No No YE— FD— REFT
CVE-2026-5911 *  Chromium: CVE-2026-5911 ServiceWorkers C&5 1+ 2 4 & — /XA /2R & N/A No No tFa )T q RN SR
CVE-2026-5912 *  Chromium: CVE-2026-5912 WebRTC [C &+ 2 ¥4 — -2 0 — 1& N/A No No )E— hD— NEFT
CVE-2026-5913 *  Chromium: CVE-2026-5913 Blink IZ &5 1 2 R4 FHE D 1% N/A No No BRRL
CVE-2026-5914 *  Chromium: CVE-2026-5914 CSS (& (T 3 BLR[F) 15 N/A No No JE— hD— NEFT
CVE-2026-5915 *  Chromium: CVE-2026-5915 WebML [C& [+ 2 538 T & R ULAD DR +5 RIREE & N/A No No tFa T BEENA R
CVE-2026-5918 *  Chromium: CVE-2026-5918 Navigation I 85 (1 % i) 72 524 & N/A No No tFa )T BB /R
CVE-2026-5919 *  Chromium: CVE-2026-5919 WebSockets [C& |+ 2588 T & &L WA D DR+ RARSE & N/A No No TFa Y T A HRENA XX
CVE-2026-33118  Microsoft Edge (Chromium-based) ® 2 7*— 2 4 > I Dffe§5tk 1% 43 No No ENTEL
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5892
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5894
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5895
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5896
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5898
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5899
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5901
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5902
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5903
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5904
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5905
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5907
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5908
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5909
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5910
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5911
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5912
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5913
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5914
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5915
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5918
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5919
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33118

