
SHA1 SHA256 検知名 内容

ebcfc4f6c6e63b75dc407f5e76c9d96c69c3c1b6 a32fa6ba08db96ebd611f6ee06da44b419d569a6bac43ed00c68d6ca674004c3 Backdoor.MSIL.PURERAT.THKBFBE メモリ内で.NETのexeを実行（PureRAT）

5cb888c87b15ec998c638892ad382dc68efb7f94 7e8415e2744be160b7d7c600a401de41554c1357c2d2d35c85f8be8068cbc649 Trojan.MSIL.PURERAT.THKBFBE .NET DLLのローダ

65fec70eaca638cbd10a6774e4e67f2d55f63959 9b0afe79696ccb263b8a00c75c021d115f152283714c0e4c5075aad4e52b94f9 Trojan.BAT.PURERAT.THKBFBE document.bat

9eb12480a9e3be552c88960d45beeacfb3b2444b
  
 0227738e5a98622ea88a2f09527618a6fc4b9be9
  
 37a9972e667dc479bbbd586803d809b56b00ffcf
  
 a2f95e24cb46a0a1edba7d1ff4f7fa2789ee2325
  
 c52473f4e858e91dfd769a1774e5821750b8c8e2
  
 9857742e8f10595111be8cf813f4b83c6e8d7bc5
  
 da24feaa3f0fc9a326905afab295324944fb0f03
  
 678045a8b05e4bf36c7bb0338612bcbfc2376dd8
  
 3776c0df00a24f9152b6cb44c0fa05ef410f747b
  
 191a7e68ca0d15af4283844aa4916f8f73fe6be2
  
 2ed9043c9eaf0cccb96711ca05a07add8a10ec88
  
 e43daace2965439f2b1574b903d08af427f9307d
  
 21f6eb9e582043af0be06dbdb2819e9642ca991a
  
 1c796a576e1f30ed0a672b30b0d2644aebe7f739
  
 7dab6af4c90599ddba656bec8e258d08e9e8ffe6
  
 df86e5d1a2d614c762704dc8842874fad27de978
  
 2afde2c2a7773f68de691fe4f4e835fe530a3471
  
 784468f153fd9b1676504f51bce1bbd9237373f2
  
 2336179beb8a8d4c9a23771cc0ae31f2a146fbbd
  
 763b0273c03053405806722df9fe3c9e270c8d55

074400e2f09312081c29e905a9d24f70cfc5f535cd1dcaaca31e33586c7b01bc
  
 cabd71a7a4df7fa6b5ffe0f22354953b5d278c5b2626af8bfba0ba726acc59ef
  
 3b2d397f308e00f6ef5ae4a368b6ec9a1b5791b883583d104949d80711f5789f
  
 c3f09771a248daede16382ec9484c6a626e2f289c095164eea97170f3e4a6769
  
 8a18b8826daafc4a84d49299013c5cabe95dd9159ea5d5f1fb5872a6d70666e6
  
 28fb1c360663b13a4f918b76a12bdc6f7532896eabf8200bddb63319c92bad26
  
 ff84bb121533144fc87c314a9d50c16dd15bb7d8f036c777e0a6c1dc7395e000
  
 99af1fe7e00d4d82bc6ae4440ad3528202a8a6234038fcde15e78dfea79dac2a
  
 6266d87b93e8129b0b606971f0c9e00214abadbc758769bd9cf456c6e0ad8b6e
  
 e65b359519b912139ae7ab3ac77c667c5411d2264a1d75166ae2dfffefe2efaa
  
 0010c5caa8311201cd3b0e335a3936e7d1143362d98f4b5a57ef780dcdc1ca5a
  
 8046fe163a0ab581df7ea7c86788d7dca42f70fac95023dfb36d9281ad3463d9
  
 2261efb7516dd49edd3bface0c769a531c37ce0ca6832871768f622abb0f1f71
  
 cb30d5b932a461601deaf2ef76476e216c7d2a99ea7c280cadbe6510b2997080
  
 6ec18bf62078bb2661b2d0cadf0314ea44fc67da786c28456869b0102eea235c
  
 6351649b644eafe5c27317251bd466a8eab265defb58ab34c20feec60304a861
  
 f75c4d6c989c03c339ead7708227f22d30b9a5f4f433bbe29391a1003aa85d85
  
 bb21ec0bb2b94c5471ed7c768cc999808a42e985955384f6af360caa0c640d6c
  
 216cd0ccc129a612082bddf2502a58aef6b1c22ea07a18a58e4e8315d6ea3fbb
  
 f49ba5d85a7be63599346097278c1af49ab6c1bea82e422462057c78641d54d4

N/A

FoxitReaderの実行ファイル（DLLサイド
ローディングに使用）や不正なDLL
「msimg32.dll」を同梱したアーカイブファ
イル

de263d9374d90fb7f51b19a036cb75a3d2072342 ce1be9e4b2fd0f3958720f9bc2ae9d545bc0e27dcf1042b64a70f1fc62884610 Trojan.Win64PURERAT.THKBFBE msimg32.dll

196[.]251[.]86[.]145/huna 79-Disease Vector（感染経路） ダウンロードリンク

51[.]79[.]214[.]125/huna Malware Accomplice（マルウェア活動に加担）

154[.]90[.]58[.]164[:]56001 91-C&C Server（C&Cサーバ） 関連するC&Cサーバ


