1125 - HTTP:.
16797 - HTTP:
16798 - HTTP:

Trend Micro Cloud One - Network Security & TippingPoint Filters

./.. Directory Traversal

GNU Bash URI Parameter Remote Code Execution Vulnerability
GNU Bash HTTP Header Remote Code Execution Vulnerability

16800 - TCP: Non-Standard Function Declaration

16801 - HTTP:

GNU Bash URI Remote Code Execution Vulnerability

16806 - UDP: Non-Standard Function Declaration

16811 - DHCP: GNU Bash Remote Code Execution Vulnerability

17463 - TCP: Linux/ShellshockCampaign.DDOSBot Random Byte Flood CnC Server Message
17466 - TCP: Linux/ShellshockCampaign.DDOSBot HOLD TCP Flood CnC Server Message

19677 - HTTP:
20005 - HTTP:

Belkin Play N750 login.cgi Buffer Overflow Vulnerability
D-Link Multiple Devices HNAP Command Injection Vulnerability

21687 - TCP: Linux/ShellshockCampaign.DDOSBot Scanner CnC Server Message
22228 - TCP: Linux/ShellshockCampaign.DDOSBot Terminate Process CnC Server Message
26943 - IPP: CUPS Code Injection Vulnerability

27492 - HTTP:
31938 - HTTP:

NetGear Multiple Routers Command Injection Vulnerability
Dasan GPON Home Router Authentication Bypass Vulnerability

32909 - SMTP: GNU Bash SMTP Header Remote Code Execution Vulnerability
33111 - TCP: Worm.Linux.Hakai.B Runtime Detection

35135 - HTTP:

Vulnerability

35725 - HTTP:
35803 - HTTP:
36007 - HTTP:
36452 - HTTP:
36707 - HTTP:

Cisco RV110W/RV130W/RV215W Routers Management Interface Command Execution

Worm.Linux.Vampdemokre.A Runtime Detection
Worm.Linux.Nekonebot.A Runtime Detection
Worm.Linux.Asherposy.A Runtime Detection
Worm.Linux.Ankitegg.A Runtime Detection
Worm.Linux.Krasplint.A Runtime Detection

36923 - TCP: Worm.Linux.Momentumbotnet.A Runtime Detection
37015 - TCP: Trojan.Linux.Muhstik.A Runtime Detection

37073 - HTTP:
37314 - HTTP:
37462 - HTTP:
37508 - HTTP:
: TrueOnline Billion 5200W-T Router Command Injection Vulnerability
37926 - HTTP:
38067 - HTTP:
38405 - HTTP:
39550 - HTTP:
40008 - HTTP:
40064 - HTTP:
40086 - HTTP:

37624 - HTTP

Worm.Linux.Ayewoabot.A Runtime Detection
Trojan.Linux.Kaguyabot.A Runtime Detection
Trojan.Linux.Gangmirbot.A Runtime Detection
Worm.Linux.Noelobot.A Runtime Detection

Worm.Linux.Sorafetbot.A Runtime Detection

NETGEAR Multiple Routers mini_httpd Command Injection Vulnerability (ZDI-20-1423)
Worm.Linux.Katana.A Runtime Detection

Worm.Linux.Busybobot.A Runtime Detection

Worm.Linux.Loudscream.A Runtime Detection

D-Link Various Routers Remote Code Execution Vulnerability
Worm.Linux.Frostymirbot.A Runtime Detection

40538 - TCP: Worm.Linux.BotenaGo.A Runtime Detection

40828 - HTTP:
41396 - HTTP:
41396 - HTTP:

41654 - HTTP

42150 - HTTP

Worm.Linux.Tropimesbot.A Runtime Detection
Worm.Linux.Enemybot.A Runtime Detection
Worm.Linux.Enemybot.A Runtime Detection

: Worm.Linux.Aquamirbot.A Runtime Detection
42120 - HTTP:
: TP-Link AX1800 locale controller Command Injection Vulnerability (ZDI-23-451)
42389 - HTTP:
42823 - HTTP:
42824 - HTTP:
42825 - HTTP:
42826 - HTTP:
42836 - HTTP:
42880 - HTTP:
43190 - HTTP:
43357 - HTTP:
43829 - HTTP:

Worm.Linux.Zerobot.A Runtime Detection

Worm.Linux.Bratomirbot.A Runtime Detection
Worm.Linux.Mirai.EV Runtime Detection (Zyxel Infection)
Worm.Linux.Mirai.EV Runtime Detection (LB-Link Infection)
Worm.Linux.Mirai.EV Runtime Detection (Tenda Infection)
Worm.Linux.Mirai.EV Runtime Detection (Netlog Infection)
LB-Link Multiple Products Command Injection Vulnerability
Worm.Linux.Unhanaawbot.A Runtime Detection

D-Link DIR820LA1_FW105B03 Command Injection Vulnerability
Worm.Linux.Mirai.lZ1H9 Runtime Detection

TP-Link Authentication Bypass Vulnerability

44282 - TCP: Trojan.Linux.Goldoon.A Runtime Detection



e 44287 - HTTP: Trojan-Downloader.Shell.Goldoonps.A Runtime Detection

e 44585 - HTTP: Worm.Linux.Aresmirbot.A Runtime Detection

e 45104 - TCP: Trojan.Linux.Mirai.AGIO Runtime Detection

e 45234 - HTTP: D-Link NAS OS Command Injection Vulnerability

e 45254 - |RC: Trojan.Linux.Capsaicin.A Runtime Detection

e 45270 - HTTP: Worm.Linux.XorBot.A Runtime Detection

e 45300 - HTTP: Four-Faith Industrial Router Command Injection Vulnerability
e 45615 - HTTP: Worm.Linux.BallistaBot.A Runtime Detection

e 46070 - HTTP: TBK DVR Command Injection Vulnerability

Trend Vision One Network Sensor and Trend Micro Deep Discovery Inspector
(DDI) Rules

. 1618 - CVE-2014-6271 - Shellshock HTTP Request

e 1646 - CVE-2014-6271 - SHELLSHOCK VolP SIP Exploit

e 1647 - CVE-2014-6271 - SHELLSHOCK DNS Exploit

e 1650 - CVE-2014-6271 - Shellshock SMTP Exploit

e 1651 - CVE-2014-6271 - Shellshock POP3 Exploit

e 1656 - CVE-2014-6271 - Shellshock DHCP Exploit

e 2941 - Possible CVE-2019-1663 CISCO RV Routers Buffer Overflow Exploit - HTTP (Request)
e 4251 -CVE-2019-16920 - D-Link RCE Exploit - HTTP (Request)

e  4633- CVE-2021-41773 - APACHE TRAVERSAL RCE EXPLOIT - HTTP(REQUEST)

e  4839- CVE-2023-1389 - TPLink Firmware Command Injection Exploit - HTTP (Request)
e 5441 - CVE-2024-3721 - TBK DVR RCE - HTTP (Request)

e  5522: CVE-2025-1829_HTTP_TOTOLINK_CMD_INJECTION_EXPLOIT_REQUEST

e  5523: CVE-2025-4008_HTTP_METEOBRIDGE_INJECTION_EXPLOIT_REQUEST

Trend Vision One Endpoint Security, Trend Cloud One - Workload and
Endpoint Security, Deep Security and Vulnerability Protection IPS Rules

. 1006256 - GNU Bash Remote Code Execution Vulnerability

. 1006258 - GNU Bash Remote Code Execution Vulnerability Over DHCP

. 1006259 - GNU Bash Remote Code Execution Vulnerability Over SMTP

. 1006260 - GNU Bash Remote Code Execution Vulnerability Over SIP

. 1006261 - Identified Suspicious Bash ShellShock Attack

. 1011171 - Apache HTTP Server Directory Traversal Vulnerability (CVE-2021-41773 and CVE-2021-42013)

Trend Micro Endpoint & Server Malware Pattern (VSAPI) Detection

e (CVE-2015-2051 - VSAPI-Backdoor.Linux.XorBot.A (Backdoor.Linux.XorBot.A)

e CVE-2015-2051 - VSAPI-Trojan.Linux.Capsaicin.A (Trojan.Linux.Capsaicin.A)

e (CVE-2015-2051 - VSAPI-Backdoor.Linux.Aresmirbot.A (Backdoor.Linux.Aresmirbot.A)

e (CVE-2015-2051 - VSAPI-Trojan-Downloader.Shell.Goldoonps.A (Trojan-
Downloader.Shell.Goldoonps.A)

e (CVE-2015-2051 - VSAPI-Trojan.Linux.Goldoon.A (Trojan.Linux.Goldoon.A)

e (CVE-2015-2051 - VSAPI-Backdoor.Linux.Unhanaawbot.A (Backdoor.Linux.Unhanaawbot.A)

e (CVE-2015-2051 - VSAPI-Backdoor.Linux.Bratomirbot.A (Backdoor.Linux.Bratomirbot.A)

e CVE-2015-2051 - VSAPI-Backdoor.Linux.Enemybot.A (Backdoor.Linux.Enemybot.A)

e (CVE-2015-2051 - VSAPI-Backdoor.Linux.Tropimesbot.A (Backdoor.Linux.Tropimesbot.A)

e (CVE-2015-2051 - VSAPI-Backdoor.Linux.BotenaGo.A (Backdoor.Linux.BotenaGo.A)

e (CVE-2015-2051 - VSAPI-Backdoor.Linux.Hakai.B (Backdoor.Linux.Hakai.B)

e (CVE-2020-25506 - VSAPI-Backdoor.Linux.Zerobot.A (Backdoor.Linux.Zerobot.A)

e (CVE-2014-6271 - VSAPI-Backdoor.Linux.Kaguyabot.A (Backdoor.Linux.Kaguyabot.A)

e CVE-2018-10561 - VSAPI-Backdoor.Linux.Aquamirbot.A (Backdoor.Linux.Aquamirbot.A)

e (CVE-2018-10561 - VSAPI-Backdoor.Linux.Frostymirbot.A (Backdoor.Linux.Frostymirbot.A)

e (CVE-2018-10561 - VSAPI-Backdoor.Linux.Loudscream.A (Backdoor.Linux.Loudscream.A)



CVE-2018-10561 - VSAPI-Backdoor.Linux.Busybobot.A (Backdoor.Linux.Busybobot.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Katana.A (Backdoor.Linux.Katana.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Noelobot.A (Backdoor.Linux.Noelobot.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Gangmirbot.A (Backdoor.Linux.Gangmirbot.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Ayewoabot.A (Backdoor.Linux.Ayewoabot.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Muhstik.A (Backdoor.Linux.Muhstik.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Momentumbotnet.A (Backdoor.Linux.Momentumbotnet.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Krasplint.A (Backdoor.Linux.Krasplint.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Ankitegg.A (Backdoor.Linux.Ankitegg.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Asherposy.A (Backdoor.Linux.Asherposy.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Nekonebot.A (Backdoor.Linux.Nekonebot.A)
CVE-2018-10561 - VSAPI-Backdoor.Linux.Vampdemokre.A (Backdoor.Linux.VYampdemokre.A)
CVE-2023-1389 - VSAPI-Backdoor.Linux.MIRAi.PUSELVIT (Backdoor.Linux.MIRAi.PUSELVIT)
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