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Privilege Escalation
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Defense Evasion

T1112 - Modify Registry
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T1562.004 - Impair Defenses: Disable or Modify System Features
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T1016 - System Network Configuration Discovery
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T1557 - Adversary-in-the-Middle (Session Hijacking)
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Command and Control
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