
 

年 地域 事例名 事例要点 
攻撃 

タイプ (T) 
主因 (V) 

被害 (I) 

（概算円換算） 
示唆される対策 

2004 CN 

PSW.Soufan “证

券大盗”(証券泥

棒)[^1]  

IE 脆弱性で木馬

感染し休眠口座を

乗っ取り 

偽サイト＋

木馬 

既知パッ

チ未適用 

1,141.9 万元（約 

2.3 億円）／53 口

座 

#脆弱性パッチ 

#休眠口座停止 

#通知 

2005 LV→US 
Parex Bank 

Incident[^2] 

7 社 40 口座へ同

時侵入し即出金・

ペニー株操作 

海外 IP×単

要素 

GeoIP 制

御なし 

≈3 M USD（約 

4.5 億円）／約 40

口座 

#MFA 必須 #IP

制限 #行動分析 

#通知 

2006 
TH / 

IN→US 

Marimuthu-

Ramanathan[^3] 

95 口座で 13 銘柄

を Pump、OTP

再送迂回 

海外 IP×単

要素 

異常注文

検知なし 

≈3–3.5 M USD

（約 4.5–5.3 億

円）／95 以上の

口座 

#MFA 必須 #IP

制限 #行動分析 

#通知 

2016 HK 
HK 81 

Accounts[^4] 

1 年間で 81 口座

連続ハック、薄商

い株 Pump 

海外 IP×単

要素 

注文上限

なし 

≈20 M USD（約 

30 億円）／81 件

（発生件数） 

#MFA 必須 #IP

制限 #行動分析 

#通知 

2016 GB 

Mustapha 

Pump-&-

Dump[^5] 

2011–18 年に 9+

口座乗っ取り、累

計>6 M USD 

海外 IP×単

要素 

行動分析

なし 

>29 M USD（約 

43 億円）／9 以

上の口座 

#MFA 必須 #IP

制限 #行動分析 

#通知 

2020 CN 
Jimin Pharma 

603222[^6] 

休眠口座 10+を

全額買いに利用、

出来高 8 倍 

海外 IP×単

要素 

異地通知

オフ 

5.87 億元（約 

117 億円）／10

以上の口座 

#MFA 必須 #IP

制限 #通知 

2021 TW 
TW Credential-

Stuffing[^7] 

縦断 ID・PW 撞

庫で深藍科技控股

を大量買い 

総当たり 

パスリス

ト検知な

し 

金額非公表／10

以上の口座 

#MFA 必須 #IP

制限 #RateLimit 

#通知 

2022 US / CA 
SEC 18 

Defendants[^8] 

31 口座をハック

し LBTD・GMER

を Pump 

海外 IP×単

要素 

CAPTCHA

／レート

制限なし 

≈1.3 M USD（約 

1.9 億円） 

#MFA 必須 #IP

制限 #通知 

2025 MY 
Bursa API-Key 

Attack[^9] 

インフォスティー

ラーで API キー

流出可能性、80

口座で秒間連続

Buy→株価 2 倍 

API キー横

取り＋Bot

連打 

API 層に

MFA 無し 

金額非公表／80

口座 

#API_MFA #IP

制限 #RateLimit 

#通知  

 

出典一覧 

[^1]: Shenzhen Business Daily, “木马病毒惊现‘证券大盗’”, Nov 27 2004. finance.sina.cn  

[^2]: Kathleen Pender, “Thieves raid online accounts in penny stock scam”, SFGate, Mar 8 2007. SFGATE  

[^3]: SEC Litigation Release No. 20037, SEC v. Marimuthu et al., Mar 12 2007. SEC  

[^4]: Clare Jim, “Hong Kong police struggle to stop brokerage hacking spree”, Reuters, Feb 14 2017. Reuters  

[^5]: U.S. DOJ Press Release, “Cybercriminal Charged with Unauthorized Computer Intrusion…”, Jul 15 2022. 

justice.gov  

[^6]: Zhao Yun, “离奇！股票账户被盗，高位接盘 1 年 6 倍的庄股？股民慌了”, 每日经济新闻, Apr 10 2020. NBD  

[^7]: 時報資訊, “遭『撞庫攻擊』被下單買港股 證期局緊盯 2 點”, Yahoo 奇摩股市, Nov 26 2021. Yahoo 奇摩股市  

[^8]: SEC Press Release No. 2022-145, “SEC Charges 18 Defendants in International Scheme to Manipulate 

Stocks Using Hacked US Brokerage Accounts”, Aug 15 2022. SEC  

[^9]: Raymond Saw, “Bursa Malaysia Confirms Trading Accounts Compromised to Manipulate Share Prices”, 

Lowyat.NET , Apr 27 2025. lowyat.net  

https://finance.sina.cn/sa/2004-11-27/detail-ikknscsi1727222.d.html
https://finance.sina.cn/sa/2004-11-27/detail-ikknscsi1727222.d.html
https://finance.sina.cn/sa/2004-11-27/detail-ikknscsi1727222.d.html
https://www.sfgate.com/business/networth/article/Thieves-raid-online-accounts-in-penny-stock-scam-2612076.php
https://www.sfgate.com/business/networth/article/Thieves-raid-online-accounts-in-penny-stock-scam-2612076.php
https://www.sec.gov/enforcement-litigation/litigation-releases/lr-20037
https://www.sec.gov/enforcement-litigation/litigation-releases/lr-20037
https://www.reuters.com/article/technology/hong-kong-police-struggle-to-stop-brokerage-hacking-spree-idUSKBN15U0B9
https://www.reuters.com/article/technology/hong-kong-police-struggle-to-stop-brokerage-hacking-spree-idUSKBN15U0B9
https://www.justice.gov/usao-edny/pr/cybercriminal-charged-unauthorized-computer-intrusion-securities-fraud-wire-fraud-and
https://www.justice.gov/usao-edny/pr/cybercriminal-charged-unauthorized-computer-intrusion-securities-fraud-wire-fraud-and
https://www.justice.gov/usao-edny/pr/cybercriminal-charged-unauthorized-computer-intrusion-securities-fraud-wire-fraud-and
https://www.nbd.com.cn/articles/2020-04-10/1424511.html
https://www.nbd.com.cn/articles/2020-04-10/1424511.html
https://tw.stock.yahoo.com/news/%E9%87%91%E8%9E%8D-%E9%81%AD-%E6%92%9E%E5%BA%AB%E6%94%BB%E6%93%8A-%E8%A2%AB%E4%B8%8B%E5%96%AE%E8%B2%B7%E6%B8%AF%E8%82%A1-%E8%AD%89%E6%9C%9F%E5%B1%80%E7%B7%8A%E7%9B%AF2%E9%BB%9E-074502577.html
https://tw.stock.yahoo.com/news/%E9%87%91%E8%9E%8D-%E9%81%AD-%E6%92%9E%E5%BA%AB%E6%94%BB%E6%93%8A-%E8%A2%AB%E4%B8%8B%E5%96%AE%E8%B2%B7%E6%B8%AF%E8%82%A1-%E8%AD%89%E6%9C%9F%E5%B1%80%E7%B7%8A%E7%9B%AF2%E9%BB%9E-074502577.html
https://www.sec.gov/newsroom/press-releases/2022-145
https://www.sec.gov/newsroom/press-releases/2022-145
https://www.lowyat.net/2025/349465/bursa-malaysia-confirms-trading-accounts-compromised-to-manipulate-share-prices/
https://www.lowyat.net/2025/349465/bursa-malaysia-confirms-trading-accounts-compromised-to-manipulate-share-prices/
https://finance.sina.cn/sa/2004-11-27/detail-ikknscsi1727222.d.html?from=wap&utm_source=chatgpt.com
https://www.sfgate.com/business/networth/article/Thieves-raid-online-accounts-in-penny-stock-scam-2612076.php?utm_source=chatgpt.com
https://www.sec.gov/enforcement-litigation/litigation-releases/lr-20037?utm_source=chatgpt.com
https://www.reuters.com/article/technology/hong-kong-police-struggle-to-stop-brokerage-hacking-spree-idUSKBN15U0B9/?utm_source=chatgpt.com
https://www.justice.gov/usao-edny/pr/cybercriminal-charged-unauthorized-computer-intrusion-securities-fraud-wire-fraud-and?utm_source=chatgpt.com
https://www.nbd.com.cn/articles/2020-04-10/1424511.html?utm_source=chatgpt.com
https://tw.stock.yahoo.com/news/%E9%87%91%E8%9E%8D-%E9%81%AD-%E6%92%9E%E5%BA%AB%E6%94%BB%E6%93%8A-%E8%A2%AB%E4%B8%8B%E5%96%AE%E8%B2%B7%E6%B8%AF%E8%82%A1-%E8%AD%89%E6%9C%9F%E5%B1%80%E7%B7%8A%E7%9B%AF2%E9%BB%9E-074502577.html?utm_source=chatgpt.com
https://www.sec.gov/newsroom/press-releases/2022-145?utm_source=chatgpt.com
https://www.lowyat.net/2025/349465/bursa-malaysia-confirms-trading-accounts-compromised-to-manipulate-share-prices/?utm_source=chatgpt.com

