
侵入の痕跡（Indicators of Compromise、IoC） 

 

Sha256 ファイル名 検出名 

 b79c8b7fabb650bcae274b71ee741f4d2d14a626345283a

268c902f43edb64fd   
winhttp.dll Backdoor.Win64.REEDBED.A 

60bca9f0134b9499751f6a5b754a9a9eff0b44d545387fffc1

51b5070bd3a26a 
wscapi.dll  

623a43b826f95dc109f7b46303c6566298522b824e86a928

834f12ac7887e952 
run2.bat  

65ebc7d1b475d3a19332ad9bb9432751f47d47d36973118

e01d7a34345ee86f 
libcrypto-3-x64.dll  

65ebc7d1b475d3a19332ad9bb9432751f47d47d36973118

e01d7a34345ee86f5 
vcruntime140.dll  

2a26faa2fdff9336034733a1c08eed30527c366696e581320

dd90928711ecd48 
libssl-3-x64.dll  

 

URL/IP 評価 – カテゴリ 

38.180.25[.]3 C&C Server 

45.8.157[.]199 C&C Server 

5[.]181[.]3[.]164 C&C Server 

185[.]190[.]251[.]16 C&C Server 

207[.]90[.]238[.]52 C&C Server 

89[.]185[.]80[.]86 C&C Server 

pumpkinrab[.]com Malware Accomplice 

hxxps://sfu11[.]s3[.]us-east-2[.]amazonaws[.]com/js/kb052117-01[.]bpx   

hxxps://sfu11[.]s3[.]us-east-2[.]amazonaws[.]com/js/kb052123-02[.]bpx   

hxxps[://]filters14[.]s3[.]us-east-2[.]amazonaws[.]com/   

 


