
Indicators of Compromise (IOCs)

SHA-256 Hashes

IoC Detection Description

5131dbacb92fce5a59ac92893f

a059c16cf8293e9abc26f2a61f

9edd

John Cboins.zip - ZIP file 

containing ‘John Cboins.lnk’ and 

6.jpg

624afe730923440468cae9913

83dd1f7be1dadf65fa4cb2b21e3

e5a9

Trojan.LNK.MOREEGGS.B John Cboins.lnk - LNK file with 

obfuscated command

ccf8276b55398030b6b726913

6c5ee26a5c422d68793dc9ec5

adee79a057c7f4

6.jpg - Encrypted JPG file 

possibly containing obfuscated 

command

f2196309bc97e22447f6e168a9

afbbb4291edd1cca51bf378993

9c3618a63ec0

c:

\Users<user>\AppData\Local\Te

mp\ieuinit.inf - Malicious INF file 

loaded by ie4uinit.exe (IE Per-

User Initialization Utility)

3beda3377b060a89b41553485

e06e42b69d10610f21a4a443f7

5b39605397271

C:

\Users<user>\AppData\Roaming

\Adobe\38804.dll - Malicious 

DLL file created by ie4uinit.exe 

and executed by regsvr32.exe

3beda3377b060a89b41553485

e06e42b69d10610f21a4a443f7

5b39605397271

C:

\Users<user>\AppData\Roaming

\Adobe\39220.dll - Malicious 

DLL file created by ie4uinit.exe 

and executed by regsvr32.exe

d207aebf701c7fb44fe06993f02

0ac3527680c7fa8492a0b5f615

4ca

TrojanSpy.JS.MOREEGGS.A C:

\Users<user>\AppData\Roaming

\Microsoft\D30F38D93CA9185.t

xt - more_eggs launcher

17ac712a84af8e5c7906bff6e16

62a5278d33fa36f1c13fcf788

TrojanSpy.JS.MOREEGGS.A C:

\Users<user>\AppData\Roaming

\Microsoft\765BBCA08C0E9CB

6.txt - more_eggs backdoor



URLs

IoC Detection Description

hxxps://

1212055764.johncboins[.]com/

some/

036e91fc8cc899cc20f7e011fa6

a0861/sbosf

Dangerous – Disease Vector Download link for ‘John 

Cboins.zip’

hxxp://

36hbhv.johncboins[.]com/

fjkabrhhg

Dangerous – Malware 

Accomplice

ie4uinit.exe referencing 

malicious ieuinit.inf connected 

to this URL

hxxps://

webmail.raysilkman[.]com

Dangerous – C&C Server C&C server

Email Address

IoC Description

fayereed11@gmail[.]com Source of the spear-phishing email

Registry

IoC Description

HKCU\Environment /t 1 /v userinitmprlogonscript /

d cscripT -e:jsCript "%APPDATA%\ 

Microsoft\D30F38D93CA9185.txt"

Registry persistence created by regsvr32.exe


