
MITRE ATT&CK Tactics and Techniques: 

Tactic Tactic ID 

Defense Evasion File Deletion T1070.004 

Discovery 

Network Service Discovery T1046 

File and Directory Discovery T1083 

Execution 
Command and Scripting 

Interpreter: Unix Shell 
T1059.004 

Lateral Movement Lateral Tool Transfer T1570 

Command and Control 

Dynamic Resolution: Domain 

Generation Algorithms 
T1568.002 

Ingress Tool Transfer T1105 

Exfiltration Exfiltration over C&C Channel T1041 

Impact 

Data Encrypted for Impact T1486 

Defacement: Internal 

Defacement 
T1491.001 

Service Stop T1489 

 

 


