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Tactics Techniques

T1574.002 - Hijack Execution Flow: DLL Side-Loading

T1070.004 - Indicator Removal on Host: File Deletion

Defense Evasion

T1055 - Process Injection

T1480.001 - Execution Guardrails: Environmental Keying

T1547.001 - Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder

Persistence T1037.001 - Boot or Logon Initialization Scripts: Logon Script (Windows)

T1548.003 - Create or Modify System Process: Windows Service

Privilege Escalation T1548.002 - Abuse Elevation Control Mechanism: Bypass User Account Control
Collection T1056.001 - Input Capture: Keylogging
Reconnaissance T1592 - Gather Victim Host Information

T1071.001 - Application Layer Protocol: Web Protocols

T1090 - Proxy

Command and Control

T1573.001 - Encrypted Channel: Symmetric Cryptography

T1132.001 - Data Encoding: Standard Encoding

Resource Development T1587.001 - Develop Capabilities: Malware




