
 

■ 侵入の痕跡（Indicators of Compromise、IoC） 

Trojan.Win32.MULTICOM.ZTIC 

f8809c6c56d2a0f8a08fe181614e6d9488eeb6983f044f2e6a8fa6a617ef2475 slaver.exe 

Trojan.Win32.REGLOAD.ZTI 

ea5db8d658f42acad38106cbc46eea5944607eb709fb00f8adb501d4779fbea0 XecureIO_v20.dll 

3fc6c5df4a04d555d5cbf2ca53bed7769b5595fc6143a2599097cb6193ef8810 XecureIO_v20.dll 

Backdoor.Win32.BUMBLEB.ZTIC 

eeca34fba68754e05e7307de61708e4ce74441754fcc6ae762148edf9e8e2ca0 ore 

6690b7ace461b60b7a72613c202d70f4684c8cdc5afbb4267c67b5fe5dbf828e bin 

4ecde81a476f1e4622d192fe2f120f7c5c3ec58bf118b791d5532f3ff61c09ee bin 

8ab8bb836b074e170c129b7f0523d256930fd1f8cf126ca1875b450fdb6c4c05 bin 

515cb31b2c89df83ea6d54d5c0c3e4fe9a024319d9bd8fd76ad351860bd67ea3 ore 

8e340746339614ca105a1873dad471188b24421648d080e37d52b87f4ced5e6d bin 

C&C: 

• http[:]//www[.]synolo[.]ns01[.]biz:80/update 

• http[:]//118[.]163[.]105[.]130:80/update 

 

 


