
 

その他の技術的詳細 

以下のファイルパス内のこれらの文字列の暗号化を回避しています。 

• windowssystem32 

• windowssyswow64 

• windowssystem 

• windowswinsxs 

• appdata oaming 

• appdatalocal 

• appdatalocallow 

• all usersmicrosoft 

• inetpublogs 

• :oot 

• :perflogs 

• :programdata 

• :drivers 

• :wsus 

• :efstmpwp 

• :$recycle.bin 

• crypt_detect 

• cryptolocker 

• ransomware 

• ProgramW6432 

• %ProgramFiles% 

ファイル名に以下の文字列を含むファイルの暗号化を回避しています。 

• bootsect.bak 

• iconcache.db 

• thumbs.db 

• debug.txt 

• boot.ini 

• desktop.ini 

• autorun.inf 

• ntuser.dat 

• ntldr 

• ntdetect.com 

• bootfont.bin 

• !{Targeted Company Acronym}_READ_ME!.txt 

• ransom 

• ransomware 

以下の拡張子を持つファイルの暗号化を回避しています。 

• .ani 

• .cab 

• .cpl 

http://ntdetect.com/


 

• .diagcab 

• .diagpkg 

• .dll 

• .drv 

• .hlp 

• .icl 

• .icns 

• .ico 

• .iso 

• .ics 

• .lnk 

• .idx 

• .mod 

• .mpa 

• .msc 

• .msp 

• .msstyles 

• .msu 

• .nomedia 

• .ocx 

• .prf 

• .rtp 

• .scr 

• .shs 

• .spl 

• .sys 

• .theme 

• .thempack 

• .exe 

• .bat 

• .cmd 

• .url 

• .mui 

• .{Targeted Company Acronym 

以下のプロセスを終了させます。 

• javaw 

• java 

• sage 

• ks_action 

• ks_email 

• ks_copy 

• ks_sched 



 

• ks_web 

• ks_im 

• ks_db 

• pvxiosvr 

• pvxwin32 

• xfssvccon 

• wordpad 

• wlmail 

• onenote 

• om8start 

• om8 

• ocssd 

• ocomm 

• ocautoupds 

• notepad 

• notepad++ 

• node 

• nginx 

• ncsvc 

• ncs 

• mydesktopservice 

• mydesktopqos 

• mspub 

• msaccess 

• mongod 

• metiix 

• mdccom 

• mbarw 

• mail 

• i_view32 

• infopath 

• exchange 

• excel 

• encsvc 

• duplicati 

• devenv 

• dbsnmp 

• dbeng50 

• database 

• backup 

• atom 

• arw 

• agntsvcencsvc 

• agntsvcagntsvc 



 

• agntsvc 

• ARSM 

• AcrSch2Svc 

• Acronis VSS Provider 

• AcronisAgent 

• AcronixAgent 

• Antivirus 

• MSSQL$TPS 

• MSSQL$TPSAMA 

• MSSQL$VEEAMSQL2008R2 

• MSSQL$VEEAMSQL2012 

• MSSQLFDLauncher 

• MSSQLFDLauncher$PROFXENGAGEMENT 

• MSSQLFDLauncher$SBSMONITORING 

• MSSQLFDLauncher$SHAREPOINT 

• MSSQLFDLauncher$SQL_2008 

• MSSQLFDLauncher$SYSTEM_BGC 

• MSSQLFDLauncher$TPS 

• MSSQLFDLauncher$TPSAMA 

• MSSQLSERVER 

• MSSQLServerADHelper 

• MSSQLServerADHelper100 

• MSSQLServerOLAPService 

• McAfeeEngineService 

• McAfeeFramework 

• McAfeeFrameworkMcAfeeFramework 

• McShield 

• McTaskManager 

• MongoDB 

• MsDtsServer 

• MsDtsServer100 

• MsDtsServer110 

• MySQL57 

• MySQL80 

• NetMsmqActivator 

• OracleClientCache80 

• OracleServiceXE 

• TrueKey 

• TrueKeyScheduler 

• TrueKeyServiceHelper 

• UI0Detect 

• Veeam Backup Catalog Data Service 

• VeeamBackupSvc 

• VeeamBrokerSvc 



 

• VeeamCatalogSvc 

• VeeamCloudSvc 

• VeeamDeploySvc 

• VeeamDeploymentService 

• VeeamEnterpriseManagerSvc 

• winword 

• vmwp 

• vmware-vmx 

• vmms 

• vmconnect 

• vmcompute 

• visio 

• veeam 

• tv_x64 

• tv_w32 

• tomcat 

• thunderbird 

• thebat64 

• thebat64 

• teamviewer 

• tbirdconfig 

• tasklist 

• BackupExecAgentAccelerator 

• BackupExecAgentBrowser 

• BackupExecDeviceMediaService 

• BackupExecJobEngine 

• BackupExecManagementService 

• BackupExecRPCService 

• BackupExecVSSProvider 

• DCAgent 

• DbxSvc 

• EPSecurityService 

• EPUpdateService 

• ESHASRV 

• EhttpSrv 

• Enterprise Client Service 

• EraserSvc11710 

• EsgShKernel 

• FA_Scheduler 

• IISAdmin 

• IMAP4Svc 

• KAVFS 

• KAVFSGT 

• MBAMService 



 

• MBEndpointAgent 

• MSExchangeAB 

• MSExchangeADTopology 

• MSExchangeAntispamUpdate 

• MSExchangeES 

• MSExchangeEdgeSync 

• MSExchangeFBA 

• MSExchangeFDS 

• MSExchangeIS 

• MSExchangeMGMT 

• OracleXETNSListener 

• PDVFSService 

• POP3Svc 

• RESvc 

• ReportServer 

• ReportServer$SQL_2008 

• ReportServer$SYSTEM_BGC 

• ReportServer$TPS 

• ReportServer$TPSAMA 

• SAVAdminService 

• SAVService 

• SDRSVC 

• SMTPSvc 

• SNAC 

• SQL Backups 

• SQLAgent$BKUPEXEC 

• SQLAgent$CITRIX_METAFRAME 

• SQLAgent$CXDB 

• SQLAgent$ECWDB2 

• SQLAgent$PRACTTICEBGC 

• SQLAgent$PRACTTICEMG 

• SQLAgent$PROD 

• SQLAgent$PROFXENGAGEMENT 

• SQLAgent$SBSMONITORING 

• SQLAgent$SHAREPOINT 

• SQLAgent$SOPHOS 

• SQLAgent$SQLEXPRESS 

• SQLAgent$SQL_2008 

• SQLAgent$SYSTEM_BGC 

• SQLAgent$TPS 

• SQLAgent$TPSAMA 

• VeeamHvIntegrationSvc 

• VeeamMountSvc 

• VeeamNFSSvc 



 

• VeeamRESTSvc 

• VeeamTransportSvc 

• W3Svc 

• WRSVC 

• Zoolz 2 Service 

• bedbg 

• ekrn 

• kavfsslp 

• klnagent 

• macmnsvc 

• masvc 

• mfefire 

• taskmgr 

• synctime 

• sublime_text 

• stream 

• steam 

• sqbcoreservice 

• screenconnect 

• ruby 

• qbw32 

• pythonw 

• python 

• processhacker 

• powerpnt 

• postgres 

• php 

• outlook 

• oracle 

• MSExchangeMTA 

• MSExchangeMailSubmission 

• MSExchangeMailboxAssistants 

• MSExchangeMailboxReplication 

• MSExchangeProtectedServiceHost 

• MSExchangeRPC 

• MSExchangeRepl 

• MSExchangeSA 

• MSExchangeSRS 

• MSExchangeSearch 

• MSExchangeServiceHost 

• MSExchangeThrottling 

• MSExchangeTransport 

• MSExchangeTransportLogSearch 

• MSOLAP$SQL_2008 



 

• MSOLAP$SYSTEM_BGC 

• MSOLAP$TPS 

• MSOLAP$TPSAMA 

• MSSQL$BKUPEXEC 

• MSSQL$ECWDB2 

• MSSQL$PRACTICEMGT 

• MSSQL$PRACTTICEBGC 

• MSSQL$PROD 

• MSSQL$PROFXENGAGEMENT 

• MSSQL$SBSMONITORING 

• MSSQL$SHAREPOINT 

• MSSQL$SOPHOS 

• MSSQL$SQLEXPRESS 

• MSSQL$SQL_2008 

• MSSQL$SYSTEM_BGC 

• SQLAgent$VEEAMSQL2008R2 

• SQLAgent$VEEAMSQL2012 

• SQLBrowser 

• SQLSERVERAGENT 

• SQLSafeOLRService 

• SQLTELEMETRY 

• SQLTELEMETRY$ECWDB2 

• SQLWriter 

• SQLsafe Backup Service 

• SQLsafe Filter Service 

• SamSs 

• SepMasterService 

• ShMonitor 

• SmcService 

• Smcinst 

• SntpService 

• Sophos Agent 

• Sophos AutoUpdate Service 

• Sophos Clean Service 

• Sophos Device Control Service 

• Sophos File Scanner Service 

• Sophos Health Service 

• Sophos MCS Agent 

• Sophos MCS Client 

• Sophos Message Router 

• Sophos Safestore Service 

• Sophos System Protection Service 

• Sophos Web Control Service 

• SstpSvc 



 

• Symantec System Recovery 

• TmCCSF 

• mfemms 

• mfevtp 

• mozyprobackup 

• msftesql$PROD 

• ntrtscan 

• sacsvr 

• sophossps 

• svcGenericHost 

• swi_filter 

• swi_service 

• swi_update 

• swi_update_64 

• tmlisten 

• wbengine 
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