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SHA-256 Trend Micro detection

01fafd51bb42f032b08b1c30130b963843fea0493500e871d6a6a87eb55¢c7hac Ransom.Win32.BLACKBASTA.YXCEP
72a48f8592d89eb53a18821a54fd791298fcc0b3fc6bf9397fd71498527e7c0e Trojan.X97M.QAKBOT.YXCFH
580ce8b7f5a373d5d7fbfbfef5204d18b8f9407b0c2cbf3bcae808f4d642076a Backdoor.Win32.COROXY.YACEKT
130af6a91aa9ecbf70456a0bee87f947bf4ddc2d2775459e3feac563007elaed Trojan.Win64.QUAKNIGHTMARE.YACEJT
c7eb0facf612dbf76f5e3fe665fe0cdbfed48d94edc872952a065139720e3166 TrojanSpy.Win32.QAKBOT.YXCEEZ
ffa7f0e7a2bb0edf4b7785b99aa39c96d1fe891eb6f89a65d76a57ff04efl7ab TrojanSpy.Win32.QAKBOT.YACEJT
2083e4c80ade0ac39365365d55b243dbac2alb5c3a700aad383¢110db073f2d9 TrojanSpy.Win32.QAKBOT.YACEJT
1e7174f3d815¢c12562c5c1978afbabbf2d81df16a8724d2alcf596065f3f15a2 TrojanSpy.Win32.QAKBOT.YACEJT
2d906ed670b24ebc3f6cb4e7beba32096058388886737b1541d793ffbd134cch TrojanSpy.Win32.QAKBOT.YACEJT
72fde47d3895b134784b19d664897b36eabb9b8e19a602a0aaff5183c4ec7d24 TrojanSpy.Win32.QAKBOT.YACEJT
2e890fd02¢3e0d85d69c698853494c1bab381c38d5272baa2a3c2bc0387684cl TrojanSpy.Win32.QAKBOT.YACEJT
c9dfl2fbfcae3ac0894c1234e376945bc8268acdc20de72c8dd16bflfab6bb70 Ransom.Win32.BLACKBASTA.YACE)

8882186bacel98be59147bcabae6643d2a7a490ad08298a4428a8e64e24907ad Trojan.Win32.BLACKBASTA.YXCEJ



0e2b951ae07183c44416ff6fa8d7b8924348701efa75dd3cb14c708537471d27

0d3af630c03350935a902d0cceddcb4chefff8012b2ffc2f4ce5040fdech24ed

df35b45ed34eaca32cdab089achfe638d2d1a3593d74019b6717afed90dbd5f8

3fe73707c2042fefeb6d0f277a3c91b5c943393¢cf42c2a4c683867d6866116fc

433e572e880c40c7b73f9b4befbe8labdcall8bba2b2cb8b59a5a10a501d4236

c4683097a2615252eeddab06c54872efbl4c2ee2da8997b1c73844e582081a79

URLs
o 24[]178[.]196[.]44:2222
o 37[.]J186[.]54[.]185:995
e 39[.]44[.]144[.]182:995
e 45[.]63[.]1[.]88:443
e 46[.]176[.]222[.]1241:995
e 47[.]23[.189[.]126:995
o 72[]12[.]115[.]15:22
o 72[.]J76[.]94[.]52:443
e 72[.]252[.]157[.]137:995
e 72[.]252[.]157[.]212:990
e 73[.167[.]152[.]122:2222
e 75[.]99[.]1168[.]46:61201
o 103[.]246[.]1242[.]230:443
e 113[.]89[.]5[.]177:995
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65(.]191:443

216[.]185:443

180[.]129[.]20[.]53:995

190[.1252[.1242[.1214:443

217[.1128[.]122[.116:2222
elblogdeloscachanillas[.Jcom[.]mx/S3sY8RQ10/Ophn[.]Jpng
lalualex[.Jcom/ApUUBplccd/Ophn[.]png
lizety[.Jcom/mJYvpo2xhx/Ophn[.]png
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	■ 侵入の痕跡（Indicators of Compromise、IoC）

