
 

 

■ MITRE ATT&CK Tactics and Techniques 

 

Tactic Technique ID Technique name Description 

Initial Access T1475 Deliver Malicious App via Authorized App 
Store 

The Facestealer and fake cryptocurrency miner apps are distributed via 
Google Play. 

Credential Access T1411 Input Prompt The Facestealer apps intercept password during user Facebook login 
through WebView. The fake cryptocurrency miner apps request private 
key under the guise of connecting to the victim’s account. 

Collection T1533 Data from Local System The apps collect cookies from WebView. 

Exfiltration T1437 Standard Application Layer Protocol Malicious code exfiltrates credentials over standard HTTP or HTTPS. 

 

 

https://attack.mitre.org/versions/v10/techniques/T1475/
https://attack.mitre.org/versions/v10/techniques/T1411/
https://attack.mitre.org/versions/v10/techniques/T1533/
https://attack.mitre.org/versions/v10/techniques/T1437/

