
 

 

■ 侵入の痕跡（Indicators of Compromise、IoC） 

Facestealer 

SHA-256 
Package name Detection name Download count before 

being taken down 

7ea4757b71680797cbce66a8ec922484fc25f87814cc4f811e70ceb723bfd0fc com.olfitness.android AndroidOS_FaceStealer.HRXH 10,000+ 

b7fe6ec868fedaf37791cf7f1fc1656b4df7cd511b634850b890b333a9b81b9d com.editor.xinphoto AndroidOS_FaceStealer.HRXF 100,000+ 

40580a84b5c1b0526973f12d84e46018ea4889978a19fcdcde947de5b2033cff com.sensitivity.swarmphoto AndroidOS_FaceStealer.HRXE 10,000+ 

6ccd0c0302cda02566301ae51f8da4935c02664169ad0ead4ee07fa6b2f99112 com.meta.adsformeta3 AndroidOS_FaceStealer.HRXG 100+ 

4464b2de7b877c9ff0e4c904e9256b302c9bd74abc5c8dacb6e4469498c64691 com.photo.panoramacamera AndroidOS_FaceStealer.HRXF 50,000+  

3325488a8df69a92be92eb11bf01ab4c9b612c5307d615e72c07a4d859675e3f com.photo.move AndroidOS_FaceStealer.HRXF 10,000+ 

Fake cryptocurrency miners 

SHA-256 Package name Detection name 

3d3761c2155f7cabee8533689f473e59d49515323e12e9242553a0bd5e7cffa9 

7c76bff97048773d4cda8faacaa9c2248e594942cc492ffbd393ed8553d27e43 

c56615acac1a0df1830730fe791bb6f068670d27017f708061119cb3a49d6ff5 

  

app.cryptomining.work AndroidOS_FakeMinerStealer 

 


