
 

 

侵入の痕跡（Indicators of Compromise, IoC） 

• hxxp://knikwuyehb[.]jp 

• hxxp://cwiabwtrrt[.]jp 

• hxxp://jfngctgxai[.]jp 

• hxxp://pbbdyw[.]com 

• hxxp://irevkxcntfh[.]jp 

• hxxp://olrgmjevheg[.]jp 

• hxxp://jx7o3v6hayz[.]jp 

• hxxp://hjrotpembre[.]jp 

• hxxp://zk1kio0h2i3[.]jp 

• hxxp://r98kh6pghst[.]jp 

• hxxp://3sls5kxvp0re[.]jp 

• hxxp://rtuguu[.]com 

• hxxp://bgmdvusqbsx[.]jp 

• hxxp://crsiystr399[.]jp 

• hxxp://jco81viaxgd[.]jp 

• hxxp://wayfnek[.]com 

• hxxp://fzfhrcnigx[.]jp 

• hxxp://silver-jewel77[.]com 

• hxxp://rfigaqsbxvo[.]jp 

• hxxp://6cw1olssx5[.]jp 

• hxxp://rtbpca[.]com 

• hxxp://sentret-quilladin[.]com 

• hxxp://rhkeqphylm[.]jp 

• hxxp://meowth-torracat[.]com 

• hxxp://u6mto68r6xh[.]jp 

• hxxp://oeuqxqhqwwb[.]jp 

• hxxp://9twhququija[.]jp 

• hxxp://kgwhha-erwgh[.]com 

• hxxp://xlskwfdbrec[.]jp 

• hxxp://metapod-indeedee[.]com 

• hxxp://bwsyxpadka.jp[.]com

 

上記のうち「hxxp://bwsyxpadka.jp[.]com」の出会い系詐欺サイトの IP アドレスから、WRS による URL の最終

IP を確認しました。URL の最終 IP は[103.47.176.177]でした。DNS 履歴サービスを提供する「SecurityTrails」

を参照してみると、この IP 以下に他のドメインが表⽰されました。

https://securitytrails.com/list/ip/103.47.176.177 
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図︓Security Trails による結果 

この IP は別のドメインでも表⽰され、その出会い系詐欺サイトも類似のデザインであったことが確認されています。 

• hxxp://stngwfuxb8[.]com/ 
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TREND MICRO ™ RESEARCH 
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. 
Our innovative solutions provide our customers with layered security for data centers, cloud workloads, 
networks, and endpoints.  
At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about 
discovering new threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. 
Our global team helps identify millions of threats daily, leads the industry in vulnerability disclosures, and 
publishes innovative research on targeted attacks, artificial intelligence, Internet of Things (IoT), 
cybercriminals, and more. We continually work to anticipate the next wave of threats and deliver thought-
provoking research that can shape strategic industry direction. 
www.trendmicro.com 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


