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Trend Vision One™ - Cyber Risk Exposure Management
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Network Sensor vulnerability exploit detection rule (MS17-010 - Remote Code Execution - SMB (Request)) triggered.
BENE: . REIL—IZFEBLTY R DFMZRERELET,

« Search for more information about the event using the Search app.
dataSource Network Sensor
detected 2024-11-08 12:27:27
eventRiskLevel 2]
ruleName MS17-010 - Remote Code Execution - SMB (Request)
assetCriticality 6
sourcelp 10.0.11.249
sourcePort 50039
destinationlp 10.0.11.256
destinationPort 445
mitre: T1210 (TAO008)
remarks ["IP address: 10.0.11.249"]
uuid 41259123-e149-453d-b447-83a6ad74f80e
loggedTime 2024-11-08 01:40:22
tags MITRE.T1210, BAS.TMDEMOKIT, XSAE.F5864, XSAE.F5717, THREAT.EXPLOIT, X
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Gartner, innovation Insight for Attack Surface Management, Mar 2022
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RISK INDEX | 0" What is the Risk Index?

6 /100
Medium risk
Risk factors:

® Exposure Index: High >
® Attack Index: High >
® Security Configuration Index: Medium >

Recommendation: Take immediate action to
mitigate current cyber attacks and reduce
exposure level.

Devices
Co

Risk level: Medium

100

70

30

08-08

09-07

@ -
(&) orgsze avg

-05 09-19

@ Compare with other orgs

10-03 10-17 10-31

O Regional avg (United States data center)

-

11-14 11-28 12-12 12-26

() Industry avg (Retail) (' Org size avg (1 - 100 employees)

@ Internet-Facing Assets
Risk level: High

Accounts

a

Risk level: Medium

Cloud Assets
Risk level: High

Cloud Apps

Risk level:
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