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By now it's probably painfully apparent that your environment has
lbeen infected with ransomsare. You can thank Conti for that.

[We've modified the code in a way that will prevent you from decrypting
it with their decryptor.

We've exfiltrated a significant amount of data including private emails,
financial information, contacts, etc.

INow, if you wish to contact us in order to save your files from permanent
lencryption you can do so by emailing 1

You have 3 days to establish contact. Failing to do so will result in
that data remaining permenantly encrypted.

While we have very Tittle sympathy for the situation you find yourselves
in right now, we will honor our agreement to restore your files across
the affected environment once contact is established and payment is made.
Until that time we will take no action. Be aware that we have compromised
lyour entire network.

[e're watching very closely. Your President should not have commited war
crimes. If you're searching for someone to blame for your current situation
Took no further than Vladimir Putin.

] 1Y
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waws 111vour files are encrypted!!|

*All your files are pr
*There is no publ

ed by strong encryption with RSA-2048.*
ion software.*

we have successful n your confidential document data, finances, emails, employee information, customers, research and development products...*

a#ee What is the price?

*The price depends ¢

w fast you can write to us.*
*after payment, we

send you the decryption tool which will decrypt all your files.*

asas what should 1 do?

“There is only one way to get your files back -->>Contact us, pay and get decryption software.*
*1f you decline payment, we will share your data files with the world.*

*You can browse your data breach here: http://

(you should download and install TOR browser first hxxps://torproject.org)

.onion*

#swes |11Decryption Guaranteed!!|

*Free decryption As a guarantee, you can send us up to 3 free decrypted files before payment.*
weww I1icontact usiil

email:

wawe |1 Iwarning! 11

Do not attespt to decrypt your data using third-party software, this may result in permanent data loss

*Decrypting your files with the help of a third party may result in a price increase (they charge us a fee), or you may fall victim to a scam.
*Don’t try to delete programs or run antivirus tools. It won't work.®

*Attempting to self-decrypt the file will result in the loss of your data.*
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