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Executive Summary

Trend Micro conducted tests on Trend Micro™ Web Security On-premises to obtain performance sizing
data for customer deployment.

Several factors impact the sizing results for an on-premises deployment, including:

¢« CPU

e Memory

e Which scanning features are enabled and what percentage of traffic will be scanned by those
features

For the latest information about Trend Micro™ Web Security, including product documentation, server
hardware support and the latest software builds, visits the Trend Micro Web site at:

https://docs.trendmicro.com/en-us/enterprise/trend-micro-web-security-online-help.aspx

Assumption and Recommendation
Assumption:

e The user population is the total number of potential Web users within an organization.

e The number of active users is the total number of client workstations that are simultaneously
requesting HTTP content at any point in time. This is assumed to be 20% of the user population
by default.

e Gigabit network interface cards (NIC) are used throughout the LAN.

e We test 2 kind of traffic model

o Traffic Model 1: 80% HTTPS, 20% HTTP
o Traffic Model 2: 100% HTTPS

e Each active user has in average 3.5 open HTTP connections to the Internet at any one time.

e There are four configurations of feature set tested:

o Feature Set 1: URL Filtering + Application Control + Approved/Blocked URLs + HTTPS
decryption.

o Feature Set 2: Feature Set 1 + Anti-malware + Web-reputation + Anti-Botnet + Machine
Learning + Cloud Virtual Analyzer.

o Feature Set 3: Feature Set 2 + 10 DLP Templates.

e There are three configurations of servers tested:
o Server Type 1: Virtual machine (12 vCPUs, 16GB Memory).
o Server Type 2: Virtual machine (48 vCPUs, 64GB Memory).
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Sizing at a Glance — Software Appliance

Note:

The following test results are all based on TMWS On-premises standalone logging mode.
The indexes will drop about 5% for the sizing about TMWS On-premises configured to send
logs to an external syslog server.

® TMWS On-premises 3.4.1 Sizing at a Glance with Server Type 1: VMware (ESXi 6.7 or
newer version) virtual machine (12 vCPUs, 16GB Memory).

HTTP Maximum
. Feature Concurrent | Transactions Total User
VTFEIHTE [oe ) Set Connections | per Second VT eUgp Population
per device
Feature 5500 3400 450 Mbps 7700
Set 1
80% HTTPS, Feature
20% HTTP Set 2 3500 2400 320 Mbps 4900
Feature
Set 3 3500 2400 320 Mbps 4900
Feature 5200 3400 440 Mbps 7300
Set 1
100% HTTPS ngttuzre 3500 2100 280 Mbps 4900
Feature
Set 3 3500 2100 280 Mbps 4900

Notes:

1. Enabling syslog will cause nearly a 5% drop in the general sizing capacity.
2. Please turn on the following settings of the virtual machine:

(¢]

O O O O

Turn on the setting “Expose hardware assisted virtualization to the guest OS.”
Turn on the setting “Expose IOMMU to the guest OS.”

Reserve enough CPU resources based on the host machine CPU.

Reserve enough memory resources.

The following screenshot shows the above suggested settings:
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Summary Monitor Configure Permissions Datastores Networks Updates

VM Hardware

~ CPU
Utilization 12 CPU(s), O MHz used
Shares 12000 (Normal)
Reserve enough CPU resource to On-Premise based on host machine CPU
Reservation 27540 MHz
Limit Unlimited
Enable related virtualization settings
Hardware virtualization Enabled
IOMMU Enabled
Performance counters Disabled
~ Memory
Reserve enough memory
Utilization D 16 GB, 0 GB memory active
Shares 163840 (Normal)
Reservation 16384 MB
Limit Unlimited
VM overhead consumed o MB
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newer version) virtual machine (48 vCPUs, 64GB Memory).

® TMWS On-premises 3.4.1 Sizing at a Glance with Server Type 1: VMware (ESXi 6.7 or

HTTP Maximum
. Feature Concurrent | Transactions Total User
VTS EEE) Set Connections | per Second VrrEmEnE Population
per device
Feature 8200 5200 690 Mbps 11600
Set 1
80% HTTPS, Feature
20% HTTP Set 2 8200 5200 690 Mbps 11600
Feature
Set 3 7500 4800 630 Mbps 10600
Feature
Set 1 8100 5100 680 Mbps 11400
100% HTTPS ngtt“zre 8100 5100 680 Mbps 11400
Feature
Set 3 7400 4700 620 Mbps 10400

Notes:

1. Enabling syslog will cause nearly a 5% drop in the general sizing capacity.
2. Please turn on the following settings of the virtual machine:
o Turn on the setting “Expose hardware assisted virtualization to the guest 0S.”
Turn on the setting “Expose IOMMU to the guest OS.”
Reserve enough CPU resources based on the host machine CPU.
Reserve enough memory resources.
The following screenshot shows the above suggested settings:

O O O O
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Summary Monitor Configure Permissions Datastores Networks Updates

VM Hardware

~ CPU
Utilization 48 CPU(s), O MHz used
Shares 48000 (Normal)
Reserve enough CPU resource to On-Premise based on host machine CPU
Reservation 67197 MHz
Limit Unlimited
Enable related virtualization settings
Hardware virtualization Enabled
IOMMU Enabled
Performance counters Disabled
~ Memory
Reserve enough memory
Utilization D 64 GB, 0 GB memory active
Shares 655360 (Normal)
Reservation 65536 MB
Limit Unlimited
VM overhead consumed o MB
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Please refer to Appendix. A or the specific hardware configuration of each server type used above

Note: Features and Modes Impact on Performance:

e Enabling syslog will cause nearly a 5% drop in the general sizing capacity.

Calculate the Storage Size
The administrator can use the information described below to calculate the required disk space for log

storage.

® Environment Variables for TMWS On-premises Storage Sizing

Name

Variable

Description

Number of Users
with Internet
Access

USER_POPULATION

The total number of users with Internet access that will
be supported by the TMWS On-premises deployment.

It should be less than 10000.

Number of days to
keep logs

DAYS_OF_LOG

The number of days of the logs you want to keep
on the on-premises.

(TMWS on-premises will keep up to 180 days of access
logs. The system will automatically purge the logs if the
disk used ratio exceeds 75%)

Number of logs of
Internet accesses
per user per day

NUM_OF_ACCESS

An estimated number of one user generated log of
access the internet in one day.

(If you dont know it, we recommend 6500)

How much disk space is needed for my on-premises?

Disksize(cr) =

DAY Sor,0c X NUMor, (cpss X USERpopuLATION

- 0,
5000000 +75% + 150
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TMWS 3.4.1 On-premises Storage Sizing Example

For a customer with:

e USER_POPULATION = 2000
« DAYS_OF LOG =30
e NUM_OF ACCESS = 6500

The number of required disk size is as follows:

Disksize(or) =~ 200 - 750 + 150 = 410 GB

Appendix A

How Tests Were Conducted

Product performance was determined based on a workload where each active user accesses 12 Web
sites sequentially. This workload was deemed representative of that of an actual enterprise. The range of
object sizes (.jpg, .png, .css, .gif, and .js) ranged between 9 and 174 KBytes, with .htm pages ranging
between 3 and 143 KBytes. Think time was maintained at 5 seconds, making this a test of moderately
aggressive Internet surfing behavior.

For the different feature’s impact for On-Premise, we separated these features into 3 feature setin 2
traffic model which 80% HTTPS + 20% HTTP and 100% pure HTTPS to check different feature set’s
impact to On-Premise.

Note: On-Premise also includes a Web Reputation feature. It is assumed that each web reputation
request will response in 100ms.

This Sizing Guide assumes that the customer environment has sufficient DNS infrastructure
to handle the query load that results from deploying one or more On-Premise.

Hardware Tested
The following tables provide details of the hardware used in this Sizing Guide.
® 12vCPUVM

Component Type Value

CPU Speed (Total Allocated) 27540 MHz

Sockets 1

Cores per socket 12

Memory 16 GB

Storage SATA

Network VMNET3(Enhanced)

® 48 vCPU VM
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Component Type Value

CPU Speed (Total Allocated) 67197 MHz

Sockets 2

Cores per socket 24

Memory 64 GB

Storage SATA

Network VMNET3(Enhanced)
Glossary

Total Users — The number of users requesting Web content through an HTTP Web browser (such as
Microsoft Internet Explorer) at any time.

Connection Latency — The amount of time between the user’s first click in a Web browser until the time
data begins appearing on the screen.

Default Configuration — The default configuration of TMWS is with anti-Malware, Web-reputation, URL
filtering, and Anti-Botnet active.

HTTP 1.1 Connection — A method that allows one connection to send or receive multiple HTTP requests
or responses. HTTP 1.1 allows multiple requests to be made through a single connection.

Requests per second — The rate at which HTTP objects (for example .jpg, .gif or .html files) are
requested and processed.

Think Time — The time between browser clicks for an active user.

Throughput — The amount of digital data per time unit that is delivered over a physical or logical link or
that is passing through a gateway scanning device. This is expressed as either Bytes per second or bits
per second (8 bits = 1 Byte).

Total Page Download Latency — The average total time to download a workload-specific Web site after
the initial connection.

User Population — The total number of users with Internet access to be supported by the TMWS
deployment.
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About Trend Micro Incorporated

Trend Micro Incorporated, a global leader in Internet content security, focuses on securing the exchange
of digital information for businesses and consumers. A pioneer and industry vanguard, Trend Micro is
advancing integrated threat management technology to protect operational continuity, personal
information, and property from malware, spam, data leaks and the newest Web threats. Trend Micro’s
flexible solutions, available in multiple form factors, are supported 24/7 by threat intelligence experts
around the globe. A transnational company, with headquarters in Tokyo, Trend Micro’s trusted security
solutions are sold through its business partners worldwide.

For more information, please visit www.trendmicro.com.
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