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Smart Protection Network 2.0
— Cloud Security Intelligence from Big Data Processmg
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APT & Target
Attack
Intelligence
Real time C&C list

Cloud Evolution
Intelligence

Auto platform detection

- Virtual Patching Mobility - Application Whitelist
« Workload encryption Intel Iigence . (Ijbstcglé?()ennt exploit

« Data Fingerprint
« Deep content Inspection

Geo Location intelligence
SIM card based identification
Mobile App Reputation service
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® Platforms

. f.-
Data Center Network Management Consumer Hom 2

® @

Endpoint Data Center Network Management Consumer Home
Platform Platform Platform Platform Platform

- Anti-Malware - Anti-Malware - Anti-Malware - Anti-Malware
- Mobile - -IPS/IDS - Data Loss Prevention - Reporting - - Mobile
- Data Loss Prevention | - File Integrity - Application ID - Threat Intelligence - - Data Protection
- Encryption - Log Inspection - Mobile - Dashboard - Encryption
- SafeSync - Data Loss Prevention - Web/DB - Configuration - SafeSync
- Encryption - -Update
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9 C's
Cost Reduction
Compliance and DP
Control Over Risk

Consumerization
Cloud
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Solution - IWSVA Solution - IMSVA

4 in 1 Web Gateway Virtual Appliance 5in 1 Hybrid Messaging Gateway
Virtual Appliance

Business Benefit — One Vendor, No
Hardware and Better Web Security

Business Benefit — One Vendor,
Less Traffic Load On Network, No
Hardware Cycle and Better Email
Security
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VM servers per host

Traditional AV m 31|:| LLEELWDI VM & =

50 60 70

1,0008 DOVDI VMs C3ERIZEif It kb4%8
=$539.600

Sources: Tolly Enterprises Test Report, Trend Micro Deep Security vs. McAfee and Symantec, February 2011; Saving estimate based on VMware ROI calculations
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5 C’s of Cloue

Cost Reduction
Compliance and DP
Control Over Risk

Consumerization
Clouae
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We are
Winmnine Where
Compliance
2mel cete
Protection
most neered



5 C’s of Cloue

Cost Reduciion
Cempligince
Control Over Risk

Consumerization
Clouae.
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APT and Targeted Attack slip througil
perimeter security
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\ Social
External *People are the weakest link
Q. Staging *Spear Phishing
cac " «Drive-by Downloads

Server _‘q: server E

Intelligence Y !
Gathering @'i
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Network Tt
LA un Sophlstlcateql__
F/W, IPS *Exploits vulnerabilities

*Remote control and backdoor

 *Uses credentials & privileges |

Stealthy
. Low profile
. Masked activities
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Lateral E
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Connect Threat Intelligence with —~
Inside Network Visibility

= . TREND MICRO™

) SMART :
“;} . PROTECTION Thraat Connect

. NETWORK- Specialized Threat Detection

Across the Attack Sequence

I

o Malicious Content
\ *Emails containing embedded
. \ . document exploits
Intelligence = , External ]
Gathering ﬁ;ﬁ ' c&C d"":i—’ Staging *Drive-by downloads
Server Server *Zero-day & known malware

I|

-

Suspect Communication
*C&C communication for any type

3 ;_—_.5 of malware & bots
— *Backdoor activity by attacker
Network \ )
Infiltration
Data of —
0_ g nterest Attack Behavior
: *Malware activity: propagation,
downloading , spamming ...
Lateral Y eAttacker activity: scan, brute
Movement &t "EI e force, service exploitation ...
‘ *Data exfiltration
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Deep Discovery (TDA 3.0) ---- Discove
Target Attack with actlonable items

FEFLTETT  WAEER LAY I

Fogs it with Lwpasy Dl b

Dwinrions Pered  Send Ji mmm =|

g b 3 e

e PP —

Fidima e Gy Vol ¢ G s S B bemem e Bemamns o T

Threat Connect

Visualization o Data Center
Analysis Network Visibility, '
Alarms Insight & Control ;

Reporting
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- Corporate Network
Specialized Sandbox Smart Threat

Threat Analvsis Threat Connect SIEM | | ...
Detection y Tracking | Intelligence Connect

Network Inspection Platform

Consumer and Mobile Devices

Deep Discovery / g = ﬁ D
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5 C’s of Cloue

Cost Reduciion
Cempligince
Control Over Risk

Consumerization
Cloual
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Mobile Security 7 Titanium

OfficeScan DeSp Secuilly Titanium for Android Higsed MBIt
OfficeScan VDI SafeSync for Business
DLPferOfficeScan Deep Security SecureCloud
ECTH Endpoint Encryption SafeSync for Business
T—ARERH DLP for OfficeScan SecureCloud
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How we win in Consumeriz 2%

How We Win

Customer Type

e Performance

“Control or :> . Ease of
Denial” management

e Support
“Add Mobile :> - One Vendor
Devices” for Endpoint
e 80/20 MDM
“Rethink,
New > * Best VDI
: . e Server-centric
Infrastructur



5 C’s of Cloue

Cost Reduciion
Cempligince
Control Over Risk

Consumerization
Cloud
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= — Australian Bureau of Statistics
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Winy Trene Micre is Winming?

 Winning where the future is —
Cloud Security

* Winning with sustainable,
expandable, cloud security
architecture --- SPN

* Winning what matter for

customers --- 5 Cs

 Cost, Compliance, Control Risk,
Consumerization, Cloud



YOUR JOURNEY
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An Innovative, trustworthy, security focused global organization
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