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Security that Fits: Threat Landscap

Trend Micro provides industry-proven real-world protection
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プレゼンター
プレゼンテーションのノート
Today’s threat landscape is about volume and profit with the majority of threats coming from the Web.  Cybercriminals are releasing new threats every 1.5 seconds in order to avoid detection.  This shift is putting pressure on all vendors to improve their ability to source, analyze and provide protection from new threats faster than ever before.   Their goal is to steal data and data is now everywhere – which means protection has to secure networks, endpoints, remote devices, data centers and virtualized environments.   



[Click to advance to Threat Tracker slide]  

At Trend Micro, we’ve spend the last 5 years developing our Smart Protection Network cloud-client infrastructure and we own all the technology.  It  sources threats from millions of sensors, honeypots, customers and partners around the world in order to gather the latest threat intelligence.   The Smart Protection Network is integrated into all of our solutions and TrendLabs researches analyze terabytes of threat data every day.  By correlating this information across multiple threat vectors – email, file and Web, we are able to provide proactive protection faster than anyone else in this industry.   It’s blocking billions of threats every day

Other vendors have just started adding in the cloud protection or reputation services to one or two of their products at most and usually only covering one or two threat vectors – they don’t have it throughout their product line, they don’t correlate across the multiple threat vectors, and they don’t have feedback automatically coming from and integrating into consumer, business and partner products around the world



The Smart Protection Network provides the latest protection immediately to all of our customers around the globe, no matter where they connect.  How well is this working?  



[Click to bring up NSS Labs results] 

NSS Labs performed an independent endpoint test focused on real-world, socially engineered threats, not just your typical static file-based test.  This test was performed over 17 days and tested whether a threat could be blocked at its source (URL) or during download and last upon execution.  If a vendor was unable to detect a threat, NSS Labs retested to determine just how well a vendor was at automatically sourcing, analyzing and providing protection over time.  Trend Micro came out #1 in both consumer as well as Enterprise endpoint protection, and also #1 in the time to protect.



Be critical of other test results – did they have a live connection to the internet to all reputation services to block threats before they got to the endpoint or are they only testing a product’s ability to detect malware on endpoints?  Are their threats the latest and how do they source them?

http://www.nsslabs.com/
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AV-Test.org Test Results -- 12/09
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J - OSCE 10 SP1 w/ Endpoint Forefront Client Endpoint Security McAfee Total
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Endpoint
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100 = perfect score for each metric
Exposure Layer 65.10 0.00 0.00 59.26 16.07
Infection Layer 50.46 66.84 51.48 51.79 64.48
Overall Protection 65.69 50.13 38.61 59.49 56.12

Recent results of testing conducted by AV-Test.org (qualified for external use)
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プレゼンター
プレゼンテーションのノート
Just so you know – more positive test results are coming.  These are results from AVtest.org internal benchmarking that we will be making public very shortly.  More on this soon from Jon Clay.
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Trend 2.0 :
Protection For The Cloud

A Cloud Security Startup
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プレゼンター
プレゼンテーションのノート
Massive scalability

Although organizations might have hundreds or thousands of systems, cloud computing

provides the ability to scale to tens of thousands of systems, as well as the ability to

massively scale bandwidth and storage space.



Elasticity

Users can rapidly increase and decrease their computing resources as needed, as well as

release resources for other uses when they are no longer required.



Pay as you go

Users pay for only the resources they actually use and for only the time they require them.

Self-provisioning of resources



Multitenancy (shared resources)

Unlike previous computing models, which assumed dedicated resources (i.e., computing

facilities dedicated to a single user or owner), cloud computing is based on a business model

in which resources are shared (i.e., multiple users use the same resource) at the network

level, host level, and application level.



Users self-provision resources, such as additional systems (processing capability, software,

storage) and network resources.
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プレゼンター
プレゼンテーションのノート
Virtualization : dynamic of information flow, creating new security threats to this dynamic data center.

3G network and heterogenic net devices : this new trend goes beyond traditional network boundary defined by perimeter / GW security solution firewall, IDS, gateway, challenging the contemporary security practice.

Cloud service delivery model: the separation of information ownership and processing power ownership, creating a new challenge in information security.

Cloud Computing : new platform that can empowering a new range of applications that provides new intelligence and new knowledge, require a whole new sets of security product and services




Trend Micro Cloud Computingd)jg'rﬁ']
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Trend Micro
Leadership in Virtualization Security

Selected Virtualization Security Vendors
Virtual VM Log and

Host Anti- Virtual Virtual Infrastructure Lifecycle Patch Configuration

Based Malware Appliance Zones  Protection  Protection Management Management
Altor X X X X X X
Apani X X X
Catbird X X X X X X X
Check Point X X X
HyTrust X X X X
IBM-ISS X X X X X X X
McAfee X X X
Red Cannon X X X X X
Reflex Systems X X X X X X

“Trend Micro

Tripware
VMware X X X
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プレゼンター
プレゼンテーションのノート
Deep Security’s host-based self-defense for servers and applications is the only way to truly protect virtual machines from intrusion. Recently we introduced Core Protection for Virtual Machines as an extended evaluation in preparation for it becoming a module in Deep Security.  Today, this  is the only product that delivers full-proof anti-malware protection for VMs from cradle to grave. Along with our strong VMware partnership, we are the clear leader in securing virtual environments and enabling secure cloud computing. 

 

Workstream: Workstream provides a SaaS HR application suite used by over 400 customers, many in the F100 – including Nike, Wells Fargo, Visa, Verizon. Privacy of company/employee data and SAS70 & SOX audits are an ongoing primary concern. So are operating expenses, so they embarked on an aggressive virtualization program, consolidating over 600 servers, reducing physical servers at a 30:1 ratio. All this in a complex multi-tenant environment.  

 

Workstream was already a Deep Security customer. We worked closely with them to secure this new and challenging environment, and have allowed them to scale their business while keeping security and application availability at the forefront of their customer solutions

 

Customer was very happy with Deep Security for physical servers. Without Deep Security support for the new virtual environment, the project would not have gone forward.

 

Beth Israel Deaconess: Beth Israel and Harvard Medical school working jointly are trend setters in the move to Electronic Health Record, or EHR, applications and data as mandated by presidential order. As part of that effort they decided to create a SaaS EHR application suite for the 300 independent physicians and medical centers in the Beth Israel network.

 

Technically savvy and forward thinking, they chose to create a remotely-housed, private-cloud operation based on virtualized servers.  Deep Security was the clear choice for their security needs and they have been an outspoken supporter of the product.

 

Note on competitive industry trend:  EHR must be in place by 2014. Providers are increasingly supporting EHR enablement for their network of clinics and private physicians.  Major providers increasingly offer technology solutions and subsidies (in addition to government subsidies) to attract and “lock-in” physicians, as well as to provide better, more efficient medical care.

 

“Our most important security layer is Deep Security, which efficiently blocks the things we need to block, without blocking the things we don’t need to block.” “Deep Security is  crucial for us and has been amazing.”

 

HIPPA is important,  but it’s publicity in the Boston Globe that really worries them”
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プレゼンター
プレゼンテーションのノート
 Create a Center of Excellence around Trend Micro products and Technologies to provide next generation virtualization security solutions globally

Expand the scope of Wipro’s current Managed Security Services and global consulting services provided by Wipro to include the Trend Micro products. 

Offer Services and Solutions to consolidate products/technologies in datacenters using products from Trend Micro and other mutual partners that fit the security and infrastructure investments made by customers

Create joint solutions to align with current services and solutions from Wipro such as Managed Data Security Services, Managed Security Monitoring Services, Managed Network & Host Infrastructure Security operations and Managed Unified Threat & Vulnerability Managed Services

 Go To Market Strategy

Close Alignment in the field – sales and channel – to drive revenue

Trend products to be a part of end to end outsourcing solutions provided by Wipro

Trend products/tools to be made a part of consulting engagements

Targeted Solutions (Assessments, Compliance) – A combination of one or more of Wipro consulting, Wipro managed services and Trend micro products/technologies
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-- Frank Gens, IDC, Senior VP & Chief Analyst

Q: Rate the challenges/issues of the ‘cloud’/on-demand model

Security 87.5%
Availability 83.3%
Performance 82.9%
On-demand paym’t model may cost more 81.0%
Lack of interoperability standards 80.2%
=
Bringing back in-house may be difficult 79.8%
— -
Hard to integrate with in-house IT 76.8%
Not enough ability to customize 76.0%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

(Scale: 1 = Not at all concerned 5 = Very concerned)

Source: IDC Enterprise Panel, 3Q09, n = 263, September 2009
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プレゼンター
プレゼンテーションのノート
“By far, the number one concern about cloud services is Security.  With their businesses’ information and critical IT resources outside the firewall, customers worry about their vulnerability to attack.”
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Thought Leadership -- What the Analy
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プレゼンター
プレゼンテーションのノート
Just a sampling of some of the comments we received in both EMEA and the US


The Unique Startup ---- Trend Micro 2.0
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