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Cybersecurity Specialized Al

- Identifying Your Risks and Securing Your Future




* Cybersecurity intelligences across all the layers

— File, web, email reputation Ranked #1 in Public Vulnerability

OM._)IA Disclosure Market

— Network intrusion prevention system (2024)

Y

— Mobile app reputation
— Al app reputation

* Threat actors / Campaign intelligence

~ APT
— Cybercrime %
— Attack technique 7 Jriyo

* Vulnerability intelligence
- /DI

— Vulnerabilities across OS, app, open source, etc
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e Started in 2005 with anti-spam and continue to invest in all forms of
Al including the latest Generative Al

2010’s

2005 2000’s 2010’s
Anti-spam using Network Exploits Computer Vision
ML —o NLP for DGA 2010’s using SVM for phishing 2010’s
2000’s ) TrendX pre¥post
Belief Propagation 2 execution file
SVM/Deep & Markov Model detection
Learning for for Lateral Writing Style
phishing & Movement DNA for BEC
malicious URLs
2020’s 2020’ 2020’s
, 2020’s .
2020’s Anomaly GenAl Proact'lve Al to
detection for . Companion for build Al
Zero Trust Al — account = Vu.In<.ar.ab|I.|ty Al SOC Commander
__e Regression analysis for e—— compromises prioritization advancements

account compromise
detection
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models used in
ASRM
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Cybertron - Cybersecurity Specialized Al

Al-Powered Cyber Intelligence

» Zero-Day
 In-the-wild vulnerabilities
» OS, app, open source

< APT
» Cybercrime
+ Latest attack techniques

* #1 in Vulnerability
Disclosure

* Leader in Attack Surface
Risk Management

* Leader in Endpoint,
Network, and Cloud
Security

- 4

Cyber Intelligence Powered Al
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Cybersecurity Specialized Al

- Identifying Your Risks and Securing Your Future




Trend Native Sensors

» Vision One Endpoint Security

» Vision One Email and
Collaboration Security

» TippingPoint

» Deep Discovery Inspector

Endpoint Identity

Proactive
Security

Visibility
Data

3 Party Logs

3" Party Firewall Logs
3" Party Cloud Logs
3" Party Endpoint Logs
31 Party Email Logs

More ........

Al Data Lake | Detection Logs and Activity Data
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Leadership Across Key Areas

Gartner FORRESTER FORRESTER The Customer Choice
Leader in Endpoint Security Leaderin NDR Leaderin ASM
(Q32024) (Q22023) (Q32024)

Enterprise Enterprise Best
Leader Leader Leader Relationship
FALL

5034 2024

Momentum Best Best
Leader Leader Results Usability
Enterprise FALL

e 2024 2024

Ranked #1 in Public Vulnerability

i IDC Ranked #1 in CNAPP ")M..)IA Disclosure Market The Partner ChOice

Market Shares
(2023) (2024)

.

CrowdStrike

Trend Micro

Rarracuda Net

Tenable &
Rest of Market

Microsoft CyberArk © PH0S Fortinet

-

Ragid7 » Fs S . Kaspersky
5 1804
Palo Alto Networks
ZERO DAY
INITIATIVE

Broadcom
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Tools

(0

Threat Intelligence
Repository

11

Datalake

Remediation
Actions
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RBAC

Prompts

O Business
Logics

Proxy to
Real World

Planning
Divide and Conquer

Execute each step
Using right tools
Pivot based on results

Validate the results
Summarize

30%+ improvement on attack technique interpretation(*)
20%+ improvement on prompt injection detection

Cyber
Intelligence

Common
Data
Schema

@’ _ Vision One L
Knowledge

e Better planning capability in cybersecurity domain
e Better tool calling capabilitiy

(*)Baseline: Llama 3 8B. Refer to backup slides for details.




Multi Agents

Application
Database

Vision One
DEIEIELE

Application
Specific Tools
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RBAC
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Requests

Planning

[\

prpIication

-

Delegation

C——

Proxy / Assitant

C——

Planning

[

-

(Cybertron
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Theat Intelligence
Repository

Vulnerability
Database




XDR Story: Am | a victim 5
of Sea Haze? '

-
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XDR Story: Am | a victim of Sea Haze?

Planning =
* Retrieve threat intelligence ] V1 Datalake
* Query Vision One Datalake
+ Validate the results Thought
* Suggest remediation actions * Query OAT on impact scopes
Observation
-—
= V1 Datalake * Results found
| —
Thought
- Query 159.223.78.147 Thought _
Observation * Provide suggested actions
* Noresult
® Ts ‘ gl Reports
Thought
Cybertron Agent * Query GhOst RAT
Observation
* Results found
-
= V1 Datalake
Thought ~— Thought
* Query Sea Haze * Evaluate relevancy
Observation « Possible hit
* Results found
- i
-_— Intelligence Wwmmmsy Threat Intelligence
U- ) = Repository
== Repository
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Proactive Security: -‘ Eﬁ%
Be More Resilient For Y W A V.
Possible Attacks In The G o
Future e LR

-




Potential Attack Path Graph
Vulnerabilities A General Knowledge Graph Query
Rule for All Potential Attack Paths Theat Intelligence

4 —
Put all =t Repository
potential

: e attack
Detections Misconfigurations paths .
together . N — Vulnerability
() — T
/ _. wmd Database

Cybertron Agent

Asset Risk Graph

Asset Profile &
Criticality

ﬁ Remediation
Action

Step 1. Find Entry Step 2. Query
point potential lateral

movement path
to critical asset

Propagate the risk
o - Prioritized Attack Paths SCOTES LR
J I
& 4 IMPACT |
Likelihood of Number of
Prioritized Risk Events the attack path critical assets
being the node can

v —
leveraged link to and the
weight of

criticality
I Prioritized Actions I
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Thank you!
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