
Proactive Security
Starts right here,
right now.

Eva Chen, Co-Founder & CEO
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Transforming IT Infrastructure: A 35 -Years Journey

IT Ops IT Ops & NOC Emerging SOC
Centralized SOC 

& Cloud COE
IT Ops 

& AI Teams

Cybersecurity Ownership

1990s-2000s

Server & LAN Era

Key Concerns: Network & 
server uptime, virus through file 
share & emails

Activities: Network & system 
monitoring, introduction of 
firewall, and anti-spam

Mid 2000s 

Mobility & Internet Era

Key Concerns: Web-based 
threats, APT, Network 
performance & uptime

Activities: Secure remote access, 
internet security, web-
applications, IDS/IPS, ATP, EDR 
emerges

2010s-2020s

Cloud Computing & 
Digital Transformation Era

Key Concerns: Breaches, 
ransomware, risks, data privacy, 
compliance, cloud misconfigs, 
attack surface
Activities: Cloud security & cloud 
hygiene, DevSecOps, SIEM, EDR 
matures, and XDR emerges, 
SIEM/SOAR.

2020s-Present

AI & Automation Era

Key Concerns: Deepfake, data 

leak, AI-misuse, AI 

sovereignty, Responsible AI

Activities: Sanctioned GenAI 
Services, LLM & Data 
Protection, Compliance.

1980s-1990s

Desktop PC Era

Key Concerns: Virus infections 
& unauthorized physical 
access

Activities: Basic antivirus 
software & physical security 
measure
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Balancing Innovation & Risk in the AI Era

vs. IT Operations

ÅBusiness Continuity
ÅPerformance & Reliability
ÅUser Experience

Security Operations
Å Threat Detection & Response
Å Risk Mitigation
Å Proactive Defense
Å MTTX
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X = I + U - T

A Balancing Act:
Business Continuity and Security Operations
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Private LLMs Breaking up Enterprise Data Silo

Enterprise 
LLM Apps

CRM, Customer 
Success, KYCΧ

Sales & 
Marketing

Revenue, COGS, 
Operating ExpensesΧ

Finance
Employee 

Profiles, Salary, 
Grade, Promotions

HR
Vulnerabilities, 
Risk Scoring, IoC

SOC/ XDR 

Contextual-aware Access Control

Sensitive Data Exposure

Prompt Injection

Unsecure Outputs

Compliance

Unintended Data Exposures
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Risk Accompanies Workforce AI Misuse

Policy
Violat ions

Sensit ive Dat a 
Exposur e

Un secured 
Out put s

Mo del Deni al
of Serv ice

Mi salignm ent

Excessive 
Agency

Un sanct io ned 
Use of  AI

Pro mp t  
Inj ect ion & 
Jailbreaks

Subverted, Malicious, Accidental 
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Contending with Fraud Effectiveness and Scale

Synthetic Media
Deepfake and Audiofake

Å AI can help improve quality 
and personalize phishing & 
fraud emails

Å Even greater effectiveness

Å Even harder for employees 
to identify

See: ά¢ƘŜ CǳǘǳǊŜ ƻŦ ²ƘŀƭƛƴƎ !ǘǘŀŎƪǎΥ !L-Powered Harpoon 
²ƘŀƭƛƴƎέΣ ¢ǊŜƴŘ aƛŎǊƻ CƻǊǿŀǊŘ ¢ƘǊŜŀǘ wŜǎŜŀǊŎƘΣ нлно

AI-Driven
Phishing Effectiveness
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Rising Complexity & Scale of Attack Surface 

Massive 
growth in SaaS 

applications

Software supply 
chain uncertainty

Rapid growth in 
cloud apps & services 

Work -from -home

IT / OT 
convergence & 

5G

Legacy 

GenAI & 
AI Ops



Realizing endpoint  security 
alone is NOT Enough

Endpoint

Prevention Early days of 
Detect & Response

SOC modernization to 
Improve  Detect & Respond

Converging Technology
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Focusing too much on after the fact

SOC Visibility Triad ς Gartner 2019 NIST Cybersecurity Framework - 2024

Logs, Alerts, Detection & Response, Recoveryɍ
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Investments in Security Stack 

35-40%

25-30%15-20%

General breakdown of how much emphasis vendors and the industry place on each phase of NIST.

SOAR, IR, 
Forensic, 
Sandboxing, 
Backup & 
recovery 

EDR, NDR, NAV, 
XDR, SIEM, APT

FW, IPS, SASE, 
DLP, IAM, 

EPP, Cloud Sec., 
Vul., Patch

Protection

DetectionResponse

Predictive 
analytics,
ML/AI,
Threat Intel,
Behavioral 
analysis

5-10%

Prediction Heavily invested 
in ɇreactive techɈ 

Too  little 
forward looking ȿ 
ɇproactive securityɈ 
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TodayɄs Reality

Team 
Overwhelmed

Expanding attack 
surface

Disjointed teams

Siloed tech stack

Resource & skill 
constraints

AI reshaping 
threat landscape

Reactive to 
breaches
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20 Years Ago, I had a dreamɍ

Stopping cybercrimesɍ 

    before they take place
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Turn obscurity 
into visibility.

VISIBILITY
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PRIORITIZATION MITIGATION

VISIBILITY
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NATIVE SENSORS

ÅEndpoint
ÅMessaging
ÅCloud Infra & Servers
ÅContainers 
ÅNetwork
ÅIOT/OT
ÅDatabases
ÅActive directory
ÅIntrusion prevention
ÅSmartphones
ÅMobile
ÅWeb services

THIRD-PARTY 

ÅSIEM
ÅSOAR
ÅBAS tools
ÅThreat intelligence
ÅWindows, firewall, 

Linux/Mac event logs

VULNERABILITY SCANNERS

ÅTenable
ÅQualys
ÅRapid7
ÅTanium
ÅRescana

ÅMedigate
ÅNessus
ÅInternet facing 

Assets

NATIVE 
SENSORS

THIRD-PARTY 
SOURCES

VULNERABILITY
SCANNERS

ATTACK SURFACE & 
THREAT EXPOSURE MGMT.


