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Cybersecurity for

Critical Infrastructure

Get the most complete attack surface coverage and risk
management with Trend Vision One™

Critical infrastructure sector is a prime target for cc
cybercriminals
We use [Trend Vision One] to solve
According to the 2024 Threat Landscape Report published by the European Union the most critical cybersecurity
Cybersecurity Agency (ENISA), this sector—particularly public administration, transport, challenges in the public sector.
as well as government and defense—is increasingly vulnerable. This accounts for a large It's digital sovereignty at its best;
number of all reported cyber incidents between July 2023 and June 2024, including: ready for governments, critical
infrastructure, and regulated
- Public admin (19%) - Energy (3%) industries.
- Transport (11%) - Defense and national Thomas Teitge
- Health (4%) security (2%) Vice President, Public Sector

Bechtle GmbH & Co
Ransomware surge highlights urgent need for strong cybersecurity measures

Organizations in critical sectors face unique challenges, including the integration of
legacy systems, the adoption of emerging technologies, and the imperative to protect
sensitive national infrastructure. As these sectors evolve, they encounter a complex
landscape of threats, including state-sponsored attacks and a diverse array of potential
adversaries. Regulatory frameworks, such as the European Union's Cybersecurity Act
and the NIS2 Directive, further underscore the need for enhanced security measures

and adherence to sovereignty requirements. These requirements dictate how data is
stored, processed, and protected, ensuring compliance with national laws and regulations
crucial for safeguarding sensitive information; often in air-gapped environments to
ensure full data sovereignty.
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Data residency Operator access Resiliency and Independence and
restriction survivability transparency
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Data sovereignty Operational sovereignty

DIGITAL SOVEREIGNTY
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https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive

Secure critical sector ecosystems
with Trend Vision One

Trend Vision One is our Al-powered enterprise cybersecurity platform that equips
teams in critical sectors with advanced threat detection and risk management
capabilities while allowing for compliance with data sovereignty needs. Your
security teams are empowered to contextualize risk and assess the likelihood of
attacks, ensuring a proactive approach to cybersecurity.

Our platform's native-first, hybrid approach to extended detection and response
(XDR) and cyber risk exposure management empowers your security teams with
enhanced visibility. Leverage access to comprehensive activity telemetry that goes
beyond mere detection data and a unified, contextualized view across multiple
security layers, including endpoint, server, email, identity, mobile, cloud workload,
and network. This holistic approach gives you earlier and more accurate threat and
risk detection, so you can streamline investigations and proactively reduce your
overall security risk.

Trend Vision One provides the delivery model for an air-gapped environment,
completely under your control

QA Sector-specific ecosystems

o [®] }o

170 Security purpose-built for government, energy, and defense allows you
to address the unique needs of operational technology (OT) and IT
environments while using a mature market-adopted platform strategy.

) Comprehensive risk and threat visibility

Gain real-time insights into potential vulnerabilities and attack vectors
with an integrated platform that combines threat detection and
industry-leading intelligence.

[lj Protection for legacy systems and infrastructure

Protect heterogeneous environments, ensuring continuity and resilience
across critical operations while reducing the attack surface.

™ Compliance with sovereignty requirements

x— Trend Vision One supports your organization in navigating sovereignty
requirements by ensuring data localization, compliance with national
laws, and alignment with government oversight. This capability is
essential for maintaining regulatory adherence and protecting sensitive
data in critical sectors.
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2024 MITRE ATT&CK™
Enterprise Security
Evaluation

100% analytic coverage for
all major steps (16/16)

100% analytic coverage in Linux and
macOS for all sub-steps

100% analytic coverage in server
platform (Windows/Linux) for
all sub-steps

99% analytic coverage for
all sub-steps (79/80)

DMDIA

Omdia Research: Quantifying
the Public Vulnerability
Market: 2025 Edition

Trend Zero Day Initiative™ (ZDI) leads
the market in global vulnerability
research, disclosing more verified

vulnerabilities in 2024 than all other
participating vendors combined.

Gartner

A Leader in the 2025
Gartner® Magic Quadrant™
for Endpoint Protection
Platform

Awarded Leader status once again
for comprehensive, all-in-one
endpoint protection that adapts

to today's threats.
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Vision One

Al-Powered Enterprise
Cybersecurity Platform

cyber Risk Exposure Management

Security Operations
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Endpoint Identity Data

Security Security Security Security Security Security

Threat Intelligence

Services

SaaS | On-Premises | GovCloud | Private cloud | For service providers

Disparate technologies secured with one
cybersecurity platform

Added value of Trend Vision One™ Cyber Risk Exposure Management (CREM)

A Trend™ Research analysis across 6,588 organizations using CREM in the first half of
2024 reveals a strong correlation between higher risk indices and increased vulnerability
to ransomware. Organizations that suffered ransomware attacks had an average Risk
Index of 52.38, compared to 40.25 for those that did not, highlighting the critical need for
effective risk management to prevent such threats.

Key findings reveal that organizations with a Risk Index above the average are
approximately 12 times more likely to experience a ransomware infection than those with
lower indices, emphasizing the critical need for proactive risk management.

CREM empowers your organization to pinpoint vulnerabilities across your attack

surface, prioritize risks, and deploy effective countermeasures. Your organization

can significantly strengthen its overall security posture by strategically reducing

the Risk Index, which includes the Attack Index, Exposure Index, and

Security Configuration Index.

These capabilities are commonly available through SaaS platforms only, which are based
on public cloud deployment models. With Trend Vision One, the environment is hosted
on-premises.

Learn more, read Vulnerable to Resilient: Cutting Ransomware Risk with Proactive
Cyber Risk Exposure Management at trendmicro.com/vulnerable-to-resilient-report
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Proactive security
starts here

Trend Vision One is the only enterprise
cybersecurity platform that centralizes
cyber risk exposure management,
security operations, and robust layered
protection to help you predict and
prevent threats, accelerating proactive
security outcomes.

Experience Trend Vision One

Explore the entire Trend
Vision One platform free for
30 days. Access powerful XDR
capabilities, leading cyber risk
exposure management tools,
and award-winning global
threat intelligence.

Start free trial

resources.TrendMicro.com/
Vision-One-trial
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https://www.trendmicro.com/vinfo/us/security/news/threat-landscape/from-vulnerable-to-resilient-cutting-ransomware-risk-with-proactive-attack-surface-management
https://www.trendmicro.com/vinfo/us/security/news/threat-landscape/from-vulnerable-to-resilient-cutting-ransomware-risk-with-proactive-attack-surface-management
https://resources.trendmicro.com/vision-one-trial
https://resources.trendmicro.com/vision-one-trial

Enhances security posture and situational awareness

Trend Vision One allows you to safeguard technologies used in critical sectors such as Minimize system
government, energy, healthcare, and defense by providing you with: downtime for maximum
operational efficiency
- IT-centric solutions: Protect endpoints, tablets, smartphones, as well as physical, Access CREM capabilities
virtual, and even cloud server workloads, including container environments. Ensure to continuously assess

robust security across diverse IT infrastructures while adhering to data sovereignty

risk, leverage actionable
requirements, ensuring that sensitive data is stored and processed in compliance with

recommendations, and

nationaflaws automate remediation to

-+ OT-centric solutions: Tailored to secure industrial networks with high availability enhance resilience proactively.
requirements, such as ATMs and other critical systems, you have access to essential XDR with Al empowers your
protection for operational technology environments. Ensure that data sovereignty is analysts to prioritize alerts
maintained through localized data handling and regulatory compliance more effectively, ensuring

- CT-centric solutions: Protect core networks and devices within mobile private networks, emerging threats are
including 5G, to ensure a secure and resilient communication framework. Incorporate contained early. Generative Al
data sovereignty principles and ensure that data traffic complies with national (GenAl) helps upskill your SOC
regulations analysts as they tackle fast-

moving threats.
The robust capabilities of CREM empower your organization to navigate the complexities
of cybersecurity while maintaining compliance with sovereignty requirements.

Unparalleled XDR telemetry enables your security operations center (SOC) and computer
security incident response teams (CSIRT) to gain full visibility for context-based detection
and response across your entire environment, including the supply chain. Leverage the
ability to ensure data sovereignty is upheld throughout the process.

ESG's Economic Validation of Trend Vision One

In this economic analysis, ESG focused on the guantitative and qualitative
benefits organizations can expect by using Trend Vision One when compared to

fragmented cybersecurity strategies. The study revealed that Trend Vision One Emarpisg
reduced cybersecurity costs by 70% and provided benefits in several
categories, including: The Evolution of Risk Reduction:

Contextual Analysis and Automated
Remediation in Threat and
Exposure Management

- Reduced risk: ESG found that Trend Vision One customers had a lower
likelihood of ransomware and breach events as well as reduced impact of

aCtUal eve ﬂtS Tyler Shields | Principal Analyst

ENTER| RATEGY GROUP

- Improved detection and response: Customers reported a significant
improvement in the ability to detect issues that create the highest level of risk
and remediate those issues in less time

- Improved operational efficiency: Customers found that their overall
security and incident response spend was lower when compared with their
previous solutions

When asked why they felt their risk exposure was lowered with Trend Vision
One, every participant mentioned improved visibility, improved alert fidelity, and
shorter dwell time, which was found to be lower by an average of 65% when
compared with their previous environment.
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Common critical infrastructure services security challenges addressed

IT security
Detect and protect against ransomware, phishing, malware, etc. v
Analyze the attack surface and prioritize tasks to minimize cybersecurity risks. v
Protect against data breaches and unauthorized access with zero-trust architecture. v
Detect and respond to indicators of compromise (IoC) and indicators of attack (IoA) through all defense layers. v
Gain visibility and control of mobile devices, applications, and data. v
Protect against known, unknown, and undisclosed vulnerabilities in your network. Avoid emergency patching through v
timely vulnerability shielding (virtual patching).
Minimize cybersecurity risks posed by the supply chain. v
Compliance
Control risks associated with the misuse of Al (EU Artificial Intelligence Act). v
Enable microsegmentation of critical systems. v
Protect legacy OS running infrastructure. v
Provide C5 (Cloud Computing Compliance Criteria Catalogue) testate (Germany) for Saas ser-vices. v
Provisioning model on on-premises infrastructure without cloud dependencies. v
Common infrastructure
Secure cloud migration and cloud-native application delivery and improve cloud operational excellence. v
Prevent unauthorized access, malware infection, and spread in private 5G networks. v
Support multi-cloud and hybrid cloud infrastructure. v
External access
Secure remote access and remote maintenance from sanctioned and unsanctioned devices via zero-trust. v
Securely transfer sensitive data in an air-gapped environment. v
SOC/CSIRT
Detect and prioritize risky devices, users, and unsanctioned cloud app usage in your environ-ment. v
Streamline security operations and visualize entire chains of events across security layers, including root-cause v
analysis, identification of the scope of impact across assets, and imme-diate response.
Al for easier and faster understanding of context. v
Overstretched security team
Extend your team with 24/7 managed XDR for early detection and response.* v
Optional red and purple teaming exercises. v
Incident response in emergency situations*. v

* Trend Service One™ is available for the Trend Vision One Saas platform
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Get started today

resources.TrendMicro.com/Vision-One-trial

For details about what personal information we collect and why, please see our Privacy Notice on our website at: trendmicro.com/privacy
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