
 

 

 

 

 

 

  



 

 

Here is a brief description of the behavior of the older coinminer samples. Some items were omitted for 

brevity and readability. 

Sample 1: 

cbad9d6fd5b7d2e8860735e02f3bc54b9fc0d044df508f2

293a60f2741ed7a66 
 

Dropped files: 

   /tmp/lauth 

   /usr/local/bin/com.apple.acc.installer.v1(downloader) 

   /tmp/com.apple.acc.network(i2pd) 

Persistence: 

   /Library/LaunchDaemons/com.apple.acc.installer.v1.plist --> /usr/local/bin/com.apple.acc.installer.v1 

Routines of related non-existent files: 

   Launch 
/Volumes/Adobe\ Photoshop\ CC\ 2019\ v20.0.6/Adobe\ Zii\ 2019\ 4.4.4.app/Contents/MacOS/.Patch 

Download routine:  

URL File 

 http://127.0.0.1:4546/pshp /tmp/installv3 

http://127.0.0.1:4546/pshp_md5 /tmp/installv3_md5 

 

I2P tunnels: 

   127.0.0.1:4546 tunnels to 10.paknh3ifk3mj2gq5w6gbfzxwa2nd6qleklw37rlzocqipq7q4lca.b32.i2p:4546 

   127.0.0.1:4545 tunnels to ignkbpfquhb66hg74dtkiqietymmhc3xwcfwpspb76b4wdadv2cq.b32.i2p:4545 

 

Sample 2: 

cc483d9aa67048f7249f970337e329280b5ceb05053796ea44476

e153e392686 
 

Dropped files: 



 

/tmp/lauth 

/usr/local/bin/com.adobe.launchd.{random} - downloader 

/tmp/{random} - i2pd 

Persistence: 

/Library/LaunchDaemons/com.adobe.launchd.{random}.plist → 

/usr/local/bin/com.adobe.launchd.{random} 

Routines of related non-existent files: 

Launch /Volumes/Adobe Photoshop 2020 v21.0.2/Adobe Zii 2020 5.1.app/Contents/MacOS/.Patch 

Download routine: 

URL File 

http://127.0.0.1:4546/payload /tmp/{random2} 

http://127.0.0.1:4546/payload_md5 /tmp/{random2}_md5 

 

I2P tunnels: 

127.0.0.1:4546 tunnels to paknh3ifk3mj2gq5w6gbfzxwa2nd6qleklw37rlzocqipq7q4lca.b32.i2p:4546 

127.0.0.1:4545 tunnels to ignkbpfquhb66hg74dtkiqietymmhc3xwcfwpspb76b4wdadv2cq.b32.i2p:4545 

Notes: 

The following files have random shasum values since these are padded with zero-bytes at the end of file: 

/usr/local/bin/com.adobe.launchd.{random}  

/tmp/{random}(i2pd) 

 

Sample 3: 

f24da6301f95432a63eb98f8954e1da6f7275b73d0bde76052d66

a6d2e587df5 
 

Dropped files: 

/tmp/lauth 

/Library/Application Support/com.apple.launchd.{random}/com.apple.launchd.{random} - 

downloader 

/tmp/{random1} – i2pd 



 

Persistence: 

/Library/LaunchDaemons/com.apple.launchd.{random}.plist → /Library/Application 

Support/com.apple.launchd.{random}/com.apple.launchd.{random} 

Routines of related non-existent files: 

Rename "/Applications/Logic Pro X.app/Contents/MacOS/.Logic Pro X"  to "/Applications/Logic Pro 

X.app/Contents/MacOS/Logic Pro X" 

Download routine: 

URL File 

http://127.0.0.1:4546/payload2 /tmp/{random2} 

http://127.0.0.1:4546/payload2_md5 /tmp/{random}_md5 

 

I2P tunnels: 

127.0.0.1:4546 tunnels to paknh3ifk3mj2gq5w6gbfzxwa2nd6qleklw37rlzocqipq7q4lca.b32.i2p:4546 

127.0.0.1:4545 tunnels to ignkbpfquhb66hg74dtkiqietymmhc3xwcfwpspb76b4wdadv2cq.b32.i2p:4545 

Notes: 

The following files have random shasum values since these are padded with zero-bytes at the end of file: 

/Library/Application Support/com.apple.launchd.{random}/com.apple.launchd.{random} 

/tmp/{random1}(i2pd) 

 

Sample 4: 

42f982cde3d7aa9c5b86abe6c94119f7e4351fe84fe5ede41a1f1f

2e0ab45be0 
 

Dropped files: 

/tmp/lauth 

/usr/local/bin/com.apple.acc.installer.v1 - downloader 

/tmp/com.apple.acc.network - i2pd 

Persistence: 

/Library/LaunchDaemons/com.apple.acc.installer.v1.plist → 

/usr/local/bin/com.apple.acc.installer.v1 



 

Routines of related non-existent files: 

Rename "/Applications/Logic Pro X.app/Contents/MacOS/.Logic Pro X"  to "/Applications/Logic Pro 

X.app/Contents/MacOS/Logic Pro X" 

Download routine:  

URL File 

http://127.0.0.1:4546/logc  /tmp/installv3 

http://127.0.0.1:4546/logc_md5 /tmp/installv3_md5 

 

I2P tunnels: 

127.0.0.1.4546 tunnels to paknh3ifk3mj2gq5w6gbfzxwa2nd6qleklw37rlzocqipq7q4lca.b32.i2p:4546 

127.0.0.1:4545 tunnels to ignkbpfquhb66hg74dtkiqietymmhc3xwcfwpspb76b4wdadv2cq.b32.i2p:4545 

 

Sample 5: 

3028436248053280a93c3bedbefa65cacaf6e805e98a9bde09d8

58db974aab09 
 

Dropped files: 

/tmp/lauth 

Overwrites “/Applications/Adobe Photoshop 2020/Adobe Photoshop 2020.app/Contents/MacOS/Adobe 

Photoshop 2020” if it exists 

/tmp/{random1} – downloader 

/tmp/{random2} – i2pd 

Download Routine: 

URL File 

http://127.0.0.1:4546/4e1a9f613657d7900ad24fa16ef7dfd7 {random3}_md5 

http://127.0.0.1:4546/e016890c5606521f3c863d6c5c86d9d6 {random3} 

 

Routines of related non-existent files: 

Copy “/Volumes/Adobe*/.backup” to “/Applications/Adobe Photoshop 2020/Adobe Photoshop 

2020.app/Contents/MacOS/Adobe Photoshop” 

Run /Volumes/Adobe*/Adobe\ Zii*.app/Contents/MacOS/.Patch 



 

Notes: 

This sample does not contain any persistence routine. Instead, it overwrites the binary from the Adobe 

Photoshop app bundle with its dropped file. If the target file to overwrite does not exist, it will not proceed 

with the rest of its routines. 

I2P tunnels: 

127.0.0.1:4546 tunnels to paknh3ifk3mj2gq5w6gbfzxwa2nd6qleklw37rlzocqipq7q4lca.b32.i2p:4546 

127.0.0.1:4545 tunnels to ignkbpfquhb66hg74dtkiqietymmhc3xwcfwpspb76b4wdadv2cq.b32.i2p:4545 

 


