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Root Cause Analysis of Log4Shell
Vulnerability



Using Trend Micro Vision One™, we conducted a root cause analysis (RCA) to help analysts understand
the chain of events of the attacks that attempted to exploit Log4Shell.
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In the attacks we observed, the Log4j vulnerability (CVE-2021-44228) is exploited to execute malicious
shell scripts on the target machine using “curl” or “wget.” The RCA here explains the outbound
connections to an attacker-controlled IP address and the creation of Executable and Linkable Format
(ELF) binaries. They stem from the “bash” shell and the command line is logged by the Activity Monitoring
module.
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This RCA describes the creation of the “kinsing” malware ELF binary, wherein the attacker has used
“‘wget” to download the malware from the malicious IP address, which is acting as a file server.
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The Vision One Workbench helps to visualize and act on the most significant events observed in an
environment. These detections include telemetry from various Trend Micro products and condence them
into a single pane of glass view. Here we see that “Bash Shell Script execution” is observed right after the
IPS trigger for Log4j CVE-2021-44228. The impact scope talks about the number of hosts/servers that
have been observed for correlation activity to the alert. The highlighted fields (processCmd,
processFilePath) on the left are looked at across other deployments and workloads across the
organization that show up on the impact scope.
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In this trigger, we see the outbound network activity to a cryptocurrency-mining pool after the Log4j
vulnerability is exploited. Attackers have been exploiting the vulnerability to deliver cryptocurrency miners
and the Mirai botnet malware. The command and control (C&C) for both types of malware is logged by
the Web Reputation Service and Activity Monitoring.
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In this Workbench trigger, the event is from the Log Inspection module, wherein the JNDI payload was
observed in the access logs of the web server.
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