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SOLUTION BRIEF

THE PICUS COMPLETE SECURITY CONTROL VALIDATION PLATFORM AND
TREND MICRO VISION ONE XDR INTEGRATION

Enhance the Effectiveness of Your XDR Against Real-world Threats

INTRODUCTION

Extended Detection and Response (XDR) facilitates security data ingestion, analysis, and workflows across an organization’s
entire security baseline. An XDR platform gathers and correlates data from across the infrastructure so that it can improve
threat visibility across the enterprise, accelerate SecOps and reduce risk. Trend Micro Vision One XDR collects and correlates
deep activity data across multiple XDR vectors, enabling superior cross-layered detection and investigation. With combined
context, events that seem benign on their own suddenly become meaningful indicators of compromise (I0Cs), enabling swift
containment of the impact, severity, and scope.

Picus Security, the the pioneer of Breach and Attack Simulation, and Trend Micro have joined forces to make sure that Trend
Micro Vision One XDR users can continuously validate and optimize the effectiveness of their detection and response
capabilities. The Picus Platform simulates real-world threats and leverages advanced detection analytics to validate that log
sources and telemetry are being captured and that alerts are promptly triggered when malicious behaviors are detected. The
validation provided by the Picus platform helps identify if XDR logging policies are set correctly and detection rules have the
right scale and quality so that attacks are

detected while false positives are minimized.

THE PICUS PLATFORM

The Picus Complete Security Control Validation Platform is built on an innovative Breach and Attack Simulation technology.
The platform can run real-world simulations in production networks across email, endpoint and network attack vectors,
utilizing threat library content curated by Picus Labs. The Picus Platform is easy to deploy and supports cloud, on-premise
and hybrid networks. It offers an intuitive user interface with advanced reporting capabilities.

Picus Labs is Picus Security’s research division. It employs Red Team and Blue Team security experts, responsible for
aggregating and analyzing threat intelligence and studying malware samples and exploits to develop new attack samples.
Picus analysts have long years of malware analysis, ethical hacking, SOC engineering, incident response, threat hunting,
detection engineering, and SOC Management experiences. Picus Labs collects threat intelligence from over 20 sources,
analyzes malicious web activity, develops attack samples, and scans state-of-the-art defense technologies to offer the most
effective mitigation content and guidance available.

PRODUCTS INTEGRATION BENEFITS

e Trend Micro Vision One XDR ¢ Validates that the alerts from siloed security
¢ The Picus Complete Security solutions that are being captured and
Control Validation Platform analyzed.
¢ |dentifies missing, redundant and obsolete
WHO SHOULD USE IT rulesets and watchlists from all of the valuable
telemetry from security solutions.
* CISOs « |dentifies underperforming detections by

measuring the time between security events

* SOC Managers _
and alert generation.

* Security Analysts - .
¢ Highlights behaviors that are detected but

* Threat Hunters not blocked by prevention controls.

* Incident Responders  Ensures that logs contain the requisite level
of data granularity.
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At Picus Security, we help
organizations to continuously validate,
measure and enhance the
effectiveness of their security controls
so that they can more accurately
assess risks and strengthen cyber
resilience.

As the pioneer of Breach and Attack
Simulation (BAS), our Complete
Security Control Validation Platform is
used by security teams worldwide to
proactively identify security gaps and
obtain actionable insights to address
them.

Picus has offices in North America,
Europe and APAC and is supported by
a global network of channel and
alliance partners.

Try Picus Platform’s integration with
Trend Micro

START YOUR FREE TRIAL
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INTEGRATION OVERVIEW

The integration between The Picus Complete Security Control Validation Platform
and Trend Micro Vision One XDR reveals policy update requirements with a
threat-centric perspective in relation to data generation settings on Vision One
XDR. The Picus Platform provides trend analysis on:

e security posture,

e historical and segment-based comparisons,

* MITRE ATT&CK Enterprise mapping.

The integration also reveals delays in alerting and helps security analysts
pinpoint issues such as storage availability, licensing, network outages,
application conflicts, and others.

Offering the most extensive curated threat library in its field, The Picus Platform
continuously challenges Vision One XDR and identifies detection gaps and
answers questions on readiness for Vision One XDR users with an intuitive Ul.
The integration between Picus and Trend Micro ties internal and external risk
factors together, aligns offense and defense teams, enables proactive Secops
and SOC practices, and establishes a purple teaming capability.
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USE CASES

1. Alert Validation

Detecting and responding to attacks early in the cyber Kill chain relies on rich
telemetry from multiple security sources. To facilitate the detection of threats
that target your data from an endpoint, network, email, security alerts, and
other log sources, The Picus Platform integrates with Trend Micro Vision One
XDR to help security practitioners lower alert fatigue by eliminating low-quality
alerts and false positives, and improving MTTD (mean time to detect) and
MTTR (mean time to response) metrics.

2. Log Validation

Without the right data, it's impossible to identify threat activity in your
networks. By simulating real-world threats and analyzing the security logs
captured on Trend Micro Vision One XDR, The Picus Platform uncovers if the
right logs are collected and ensures the logs contain the requisite level of data
granularity.

The Picus Platform understands and prioritizes new data sources required to

address logging gaps and help SOC teams to highlight behaviors that are
detected but not blocked by prevention controls.
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