
Joint Solution Brief

Trend Micro Vision One XDR
Streamline threat detection and response with 
LogRhythm’s centralized data collection and automation

About LogRhythm 
and Trend Micro
LogRhythm and Trend Micro work 
together to help organizations 
around the globe to optimize threat 
detection and response. LogRhythm 
offers extensive support for and 
integration across Trend Micro’s 
product portfolio. The combined 
solution empowers security teams 
to pull threat data from multiple 
sources, correlate and automate 
a response. Together LogRhythm 
and Trend Micro empower security 
teams to navigate a changing threat 
landscape with confidence and are 
ready to defend.

Benefits
Correlate detection and deep activity data across 
multiple security layers

Gain deep visibility into all aspects of user, network, and 
endpoint behavior activity throughout the IT environment

Add security layers to industrial organizations 
through network security 

Suppress spread of cyber incidents

Solution overview
The fight against today’s advanced threats calls for effective detection. 
Trend Micro provides sophisticated capabilities to correlate detection and 
data across email, endpoints, servers, cloud workloads and networks. 
Integration with LogRhythm SIEM builds upon these capabilities, helping 
security teams centralize detection of malware threats and reduce 
response time. LogRhythm SIEM collects and analyzes Trend Micro Vision 
One logs to help teams understand an attack. Attack containment and 
remediation is accelerated by LogRhythm’s automated workflows that 
trigger action by the Trend Micro Vision One XDR Platform.

As logs are ingested into LogRhythm SIEM, the LogRhythm 
SmartResponse™ for Trend Micro can automatically block list SHA-1 
hashes, IP addresses, domain URL, or mailboxes when something 
suspicious is detected. The security administrator can isolate endpoints 
to run investigations and resolve security issues. If an alarm detects 
a custom set of rules, security teams can use the SmartResponse to 
compress a file and send it to Vision One for analysis.

http://logrhythm.com
https://www.trendmicro.com/en_us/business.html
https://logrhythm.com/products/nextgen-siem-platform/
https://logrhythm.com/products/features/smartresponse-automation-plugin-library/


Log collection
Securing any security operations center (SOC) begins 
with high-fidelity and trustworthy log data. While other 
vendors outsource their log collection methodology to the 
SOC analyst, LogRhythm provides log sources reviewed 
by dedicated security experts with dozens of years of 
security experience. LogRhythm Machine Data Intelligence 
(MDI) Fabric optimizes and stabilizes the ideal route of 
collection for over 950 log sources. Our security teams 
review these sources and ensure that relevant security data 
is normalized with other consumable security data. The 
results are trusted logs and alerts that allow for precision 
rule creation and comprehensive remediation efforts in the 
event of an attack. LogRhythm SIEM ingests Trend Micro 
data including endpoint detection, cloud, IOT, firewall, IPS 
and more via open collector using Trend Micro’s Observed 
Attack Technique API. LogRhythm also has an open 
collector custom pipe that collects data using Trend Micro’s 
Restful API.
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How it works
Trend Micro Vision One is a cloud and enterprise 
cybersecurity platform that specializes in quick threat 
detection and response, monitoring, and assessing a 
corporation’s attack surface and risk exposure. Trend 
Micro protects digital assets by utilizing data from  
sensors across IT layers globally. Trend Micro Vision 
One enables enterprises to manage risk by providing 
insight into vulnerabilities and threats. Data is 
forwarded to LogRhythm.

LogRhythm SIEM collects from every device, application, 
and sensor in an environment while our MDI Fabric 
classifies and contextually structures every log message. 
Logs are streamed to the LogRhythm platform where they 
are parsed and normalized to the LogRhythm schema, 
using features such as our patented TrueTime process, 
which records the actual time of occurrence, automatically 
correcting time zone, device clock offsets, and collection 
offsets. Normalized data is then sent to LogRhythm SIEM 
for analysis, storage, and reporting via a consolidated 
dashboard of all security events.



Use case

Combined data sharing for extended threat 
detection and response
Challenge:   
Organizations need the ability to correlate data from 
security products in order to identify threats quickly to 
limit risk and damage.

Solution:   
Trend Micro Vision One XDR collects rich data, which is 
used to investigate across security layers. The detection 
of threats that target data from endpoints, networks, 
email security alerts, and other log sources is facilitated 
by LogRhythm’s integration with Trend Micro. LogRhythm 
incorporates context-rich data from Trend Micro Vision 
One XDR to deliver highly focused up-to-date data to 
be analyzed. LogRhythm’s AI Engine correlates the data 
against suspicious behavior patterns for greater accuracy 
and quicker response times.

Deep visibility
Challenge:   
Threat intelligence gathered for an organization can be 
limited to the specific scope of the security product they 
are using and its analytical abilities, limiting their ability 
to protect themselves from serious and evasive threats.

Solution:   
Trend Micro Vision One XDR collects and provides access 
to extensive data of activity across individual security tools, 
including detections, telemetry, metadata, and net flow. 
XDR offers detailed context of an attack across security 
layers. LogRhythm can automatically incorporate data from 
Trend Micro XDR, enabling increased investigative abilities. 
LogRhythm combines this data with advanced correlation 
and pattern recognition across all machine data to alert 
users to indicators of compromise and potential attacks.

How workflows work
To streamline security response workflows, organizations 
can use SmartResponse automation. LogRhythm 
SmartResponse accelerates response to malware threats 
to minimize damage, eliminating manual intervention by 
security analysts. This advanced capability is delivered to 
end users through a SmartResponse that works with Trend 
Micro. While LogRhythm has a dedicated engineering team 
that builds automated actions, this is by nature an open 
framework that enables Trend Micro customers to modify 
actions or write their own custom integrations.

The LogRhythm SmartResponse for the Trend Micro 
integration contains multiple actions, which are configured 
to execute automatically in response to an alarm, or 
manually through analyst workflow. Each action can be 
configured to require approval before execution. Example 
actions and their use cases are provided in the table on 
the next page.



Action Description Use Case

Create 
Configuration File

Execute this response and rerun it before 
using other available actions whenever 
you change the fixed-value parameter

Functionality must run first, before 
other SmartResponse functions 
can execute

Add Alert Note
Adds a note to a specified Vision One 
Workbench alert Add note to a specified alert

Add to Block List
Adds suspicious SHA-1 hash, IP address, 
domain URL, or mailbox to the block list

Allows addition of a suspicious SHA-1 
hash, IP address, domain URL, or 
mailbox to the block list

Remove From 
Block List

Removes a specified SHA-1 hash, IP 
address, domain URL, or mailbox from  
the block list

Allows removal of a specified SHA-1 
hash, IP address, domain URL, or 
mailbox from the block list

Collect File
Compresses a file and sends to Vision 
One service platform for analysis

Compress a file and sends to Vision 
One service platform for analysis

Edit Alert Status
Modifies the investigation status 
of a specified alert

Allows modification of the investigation 
status of a specified alert

Get Alert History
Retrieves information about a specified 
alert and displays it

Fetch information about a specified 
alert and display it

Isolate Endpoint
Disconnects an endpoint from the 
network, but maintains communication 
with the server

Allows disconnection of an endpoint 
from the network, with continued 
communication with the server

Restore Endpoint Reconnects an endpoint to the network Allows reconnection of an endpoint 
to a network
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