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Al Secure Access

Across industries and verticals, a new urgency is sweeping executive suites: securing
enterprise Al. The conversation has shifted from "how do we use Al?" to "how do we
control, protect, and govern it?" For today's leaders, the stakes are clear. Al is driving
innovation but it's also introducing new risks that cannot be ignored.

Key benefits

Centralized governance:
Executives are asking tough questions about data privacy, compliance, and visibility. Manage all Al access from one

They want to empower their teams to leverage Al, but only if every interaction is secure control point across public and
and every policy is enforceable. The pressure is on to move beyond legacy solutions and private services.
fragmented controls toward a unified approach that delivers continuous oversight and

adaptability as Al evolves. Continuous visibility: Monitor

Al interactions and data flows
across endpoints, apps, and
cloud environments.

Trend Vision One™ Al Secure Access. Turn a previously invisible risk into a managed,
enforceable part of your environment for real-time control over prompts, responses,

and access to GenAl services.
Data protection: Intercept

GenAl traffic to prevent
sensitive data leakage before it
reaches external services.

Whether you're starting from scratch or consolidating legacy tools, Al Secure Access
integrates seamlessly into your existing security stack bringing Al governance into your
broader zero trust and data protection strategy.

More than just another security product, Al Secure Access is a strategic answer to the
guestion being asked in every boardroom: "How do we secure our use of Al without
slowing down innovation?" This unique challenge creates a unique opportunity and is
making platform consolidation top of mind. Organizations are seeking solutions that do
more, integrate deeper, and provide the confidence to innovate without compromise.

Compliance enforcement:
Automatically apply and
enforce enterprise policies
across departments and roles.

Instant malicious URL blocking:

Prevent lateral movement,

data exfiltration, and further
What is Al Secure Access? compromise by blocking malicious
URLs in real time as part of the

Al Secure Access gives security teams control over how users interact with GenAl o
incident response workflow.

Services like OpenAl ChatGPT or Microsoft Copilot. It inspects prompts and
responses in real time, blocks sensitive data from leaking, and enforces usage Prompt injection defense:
policies based on identity and context. What makes it different? It works across Detect and block malicious
public and private Al, detects prompt injection, and integrates with Trend Vision prompts that attempt to
One for full visibility and policy enforcement-turning a previously blind spot into a manipulate Al models.

managed, auditable part of your environment. L.
Rate limiting and overload

protection: Protect private
LLMs from prompt floods and
ensure service uptime.
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Al Secure Access is how enterprises move forward securely, visibly, and with the agility to stay ahead.

Gain visibility through Trend Vision One Zero Trust Secure Access Access Visibility & Access Control

Al Secure Access

Public GenAl
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D leakage

Private GenAl Protect from prompt
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Collapse complexity through platform integrations

Al Secure Access is not a standalone product, it's a native capability within the Trend Vision One platform. It works alongside endpoint,
network, and identity-based controls to deliver unified visibility, policy enforcement, and threat detection across your environment for:

- Content-level inspection: Intercepts GenAl traffic and inspects prompt/response content of supported GenAl services (e.g.,
ChatGPT, Gemini, Microsoft Copilot)

- Advanced filtering: Scans for sensitive data, source code, financial info, and personal identifiers while blocking policy violations.
Also includes prompt injection detection to stop malicious Al manipulation.

- Dynamic access control: Ensures access controls are enforced based on user identity, device posture, location, and role.
- Centralized dashboards: Provides actionable insights into access attempts, violations, and user activity all in one place.

This integration supports platform consolidation, reduces operational complexity, and ensures Al governance is aligned with your
broader zero trust architecture.

CREM: Continuous risk exposure management

A key differentiator of Al Secure Access is its connection with Trend Vision One™ Cyber Risk Exposure Management (CREM). CREM
continuously assesses risk across users, devices, applications, and GenAl services by leveraging telemetry from endpoints, networks,
and cloud environments.

As a native capability within Trend Vision One, CREM connects seamlessly with Al Secure Access to provide centralized visibility into
risk factors and attack surfaces. This empowers organizations to dynamically assess and respond to threats in real time, prioritizing
remediation and aligning security actions with business impact.

- Real-time risk assessment: Automatically adjusts permissions and policies as risk levels change.

- Actionable insights: Allows admins and SOC teams to prioritize threats, enforce compliance, and protect sensitive data as
employees interact with Al services.

- Operational resilience: Enables organizations to confidently embrace Al innovation while maintaining the highest standards of
security by embedding CREM into the Al Secure Access workflow.

This adaptive approach is especially critical when protecting sensitive data and operations across diverse industries, each with its own
unique security and compliance challenges.
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Securing what matters most in your industry

Healthcare:

Al Secure Access empowers healthcare organizations to confidently embrace Al innovation while maintaining strict patient privacy
and regulatory compliance. By intercepting and inspecting GenAl traffic, only authorized users can access sensitive models, with every
interaction logged for auditability.

Finance:

Al Secure Access is a critical safeguard against data breaches, fraud, and regulatory violations. It monitors and controls every
interaction with GenAl platforms, detecting and blocking attempts to exfiltrate sensitive financial data, and enabling adaptive policy
enforcement.

Government:

Al Secure Access balances efficiency, data sovereignty, and regulatory compliance. It enforces strict audit trails and access controls
to ensure that sensitive data remains within approved boundaries, including personally identifiable information (PIl) referenced in
applicable use cases and policy documents. The application also supports operational resilience through dynamic risk assessment.

With industry-specific protections in place, Al Secure Access empowers organizations to address the practical realities of GenAl
adoption. The following use cases illustrate how these capabilities translate into tangible security outcomes for everyday
business scenarios.

Use cases: Securing the Al journey

Safe enablement of public GenAl services:
Al Secure Access acts as a gateway, inspecting every prompt and response exchanged with public Al services. It automatically blocks
sensitive information from leaving the organization, with admins visualizing usage patterns and setting granular access policies.

Protecting private GenAl models and data sovereignty:
Al Secure Access provides robust defenses against prompt injection, denial-of-service attacks, and improper data disclosure. It
monitors for suspicious activity and enforces rate limits, ensuring only authorized users interact with sensitive models.
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Automated policy enforcement and compliance:

Al Secure Access defines and automates granular access controls based on user identity, device health, location, and business role.
Every GenAl interaction is logged, providing a comprehensive audit trail for regulatory reporting.
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Preventing sensitive data leakage and malicious outputs:

Al Secure Access intercepts both prompts and responses, scanning for sensitive data and threats before they reach the user or
external services. It replaces risky responses with blocking messages and alerts the security team.
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Supporting secure Al adoption for remote and hybrid workforces:

Al Secure Access integrates with existing endpoint, network, and identity controls, enabling dynamic, risk-based access decisions
regardless of user location.

Centralized visibility and operational efficiency:

Al Secure Access consolidates monitoring, policy enforcement, and threat detection into Trend Vision One, powered by CREM for
continuous risk assessment.

These real-world use cases are made possible by the technical sophistication of Al Secure Access. Let's explore how protocol-level
inspection and advanced filtering work together to deliver precise, reliable protection for every GenAl interaction.

Page 4 of 5 Trend Micro Datasheet + Trend Vision One™ Al Secure Access




Technical detail

Al Secure Access employs deep protocol-level inspection to secure every interaction between users and GenAl services. By ensuring
major platforms including ChatGPT, Copilot, Google Gemini, and private GenAl services are compatible with the OpenAl protocol
across public, private, and hybrid environments, Al Secure Access provides broad coverage for enterprise Al adoption.

- Traffic interception: Prompts and responses are intercepted, allowing for real-time content analysis.

- Advanced filtering: Sophisticated engines scan for sensitive data, source code, financial information, and PIl, blocking any
transaction that violates policy. This includes proactively detecting and stopping prompt injections designed to manipulate Al or
system behavior.

- Dynamic enforcement: Integration with Trend Vision One enables access controls to be enforced automatically based on user
identity, device posture, location, and role.

- Inline blocking: Unsafe or non-compliant outputs are stopped before reaching end users or external services, with clear
notifications provided.

- Centralized dashboards: Security teams gain actionable insights into access attempts, violations, and user activity, supporting
rapid response and continuous improvement.

This robust technical foundation not only secures data and workflows, but also helps organizations meet evolving compliance and
regulatory requirements.

Compliance and requlatory support

While specific regulations such as GDPR, HIPAA, and PCI DSS may not be universally required, Al Secure Access is designed to

support compliance conversations within each industry. By providing audit trails, access controls, and data residency options, it helps
organizations demonstrate adherence to regulatory requirements and respond to evolving standards. Security teams can tailor policies
to meet the needs of different departments and roles, ensuring that compliance is maintained without sacrificing agility or innovation.

By unifying security, compliance, and operational efficiency, Al Secure Access powered by CREM and delivered through Trend Vision
One provides a comprehensive solution for modern enterprises. This foundation sets the stage for resilient, future-ready Al adoption.

Bringing it all together: The Trend Vision One advantage

Al Secure Access, delivers a unified, adaptive approach to securing the Al journey. It enables organizations to innovate confidently,
knowing every GenAl interaction is governed, every risk is assessed in real time, and every policy is enforced automatically. With
centralized visibility, dynamic controls, and continuous risk management, Trend Vision One empowers security teams to protect what
matters most—data, people, and business resilience—while unlocking the full potential of Al.
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