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Compounding Security Debt
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The security industry needs to 
fix compounding risk.

We find more than we fix and 
that’s not sustainable.

“

“
• Like financial debt – security debt 

compounds
• Every security exposure and 

misconfiguration we find but don’t 
fix is added to the principal

• Every new discovery is interest
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The Dangers of Vulnerabilities
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Human & Organization Vulnerabilities
Incident Vulnerability Type Specific Vulnerability Zero Day

Equifax Data Breach (2017) Remote Code Execution Apache Struts CVE-2017-5638 No

Target Data Breach (2013) Network / POS Weakness Vendor access + legacy system vulnerabilities No

Marriott Starwood Breach (2018) Unpatched Systems Internal application + database weaknesses No

Capital One Breach (2019) Cloud Misconfiguration SSRF + misconfigured AWS WAF No

Colonial Pipeline Attack (2021) Identity / Access VPN account without MFA No

T-Mobile Data Breach (2021) API / Exposure Exposed API and misconfigured infrastructure No

Experian South Africa Breach (2020) Authentication Weakness Weak access controls / verification failure No

Uber Breach (2022) Identity / Social Engineering MFA fatigue attack No

MOVEit Transfer Breach (2023 - post-patch 
victims) SQL Injection CVE-2023-34362 No

Fortinet VPN Breaches (2018-2023 exploitation) Network Appliance Vulnerability CVE-2018-13379 (SSL VPN credential leak) No
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TrendAI spark event! 
AI security , is the essential part of AI ecosystem!!
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