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Transforming IT Infrastructure: A 35-Years Journey

PC-cillin

ServerProtect
ScanMail Exchange
InterScan VirusWall

OfficeScan

Companion, 
Zero Trust Secure Access, 

V1 Sovereign Private Cloud

Deep Security
Cloud Security

Vision One

InterScan Web Security
InterScan Messaging Security

Deep Discovery
TippingPoint

1990s-2000s

Server & LAN Era

Key Concerns: Network & 
server uptime, virus through file 
share & emails

Activities: Network & system 
monitoring, introduction of 
firewall, and anti-spam

Mid 2000s 

Mobility & Internet Era

Key Concerns: Web-based 
threats, APT, Network 
performance & uptime

Activities: Secure remote access, 
internet security, web-
applications, IDS/IPS, ATP, EDR 
emerges

2010s-2020s

Cloud Computing & 
Digital Transformation Era

Key Concerns: Breaches, 
ransomware, risks, data privacy, 
compliance, cloud misconfigs, 
attack surface
Activities: Cloud security & cloud 
hygiene, DevSecOps, SIEM, EDR 
matures, and XDR emerges, 
SIEM/SOAR.

2020s-Present

AI & Automation Era

Key Concerns: Deepfake, data 

leak, AI-misuse, AI 

sovereignty, Responsible AI

Activities: Sanctioned GenAI 
Services, LLM & Data 
Protection, Compliance.

1980s-1990s

Desktop PC Era

Key Concerns: Virus infections 
& unauthorized physical 
access

Activities: Basic antivirus 
software & physical security 
measure
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Transforming IT Infrastructure: A 35-Years Journey

IT Ops IT Ops & NOC Emerging SOC
Centralized SOC & 

Cloud COE
IT Ops &
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Two Opposing Mindsets in Cyber Risk Management 

vs. IT Operations

• Business Continuity
• Performance & Reliability
• User Experience

Security Operations
• Threat Detection & Response
• Risk Mitigation
• Proactive Defense
• MTTX
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A Balancing Act:
Business Continuity and Security Operations

X = I + U - T
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Private LLMs Breaking up Enterprise Data Silo

Enterprise 
LLM Apps

CRM, Customer 
Success, KYC…

Sales & 
Marketing

Revenue, COGS, 
Operating Expenses…

Finance
Employee 

Profiles, Salary, 
Grade, Promotions

HR
Vulnerabilities, 

Risk Scoring, IoC

SOC/XDR 

Contextual-aware Access Control

Sensitive Data Exposure

Prompt Injection

Unsecure Outputs

Compliance

AI Accelerating the Need for a Balancing Act
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Risks Accompanies Workforce AI Misuse

Policy
Violations

Sensitive Data 
Exposure

Unsecured 
Outputs

Model Denial
of Service

Misalignment

Excessive 
Agency

Unsanctioned 
Use of AI

Prompt 
Injection & 
Jailbreaks

Subverted, Malicious, Accidental 
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AI Data Center:

Propelling the Next Industrial 
Revolution with AI Factory

Both nation states and enterprises have the need to 

produce AI using their own infrastructure, data and 

workforce: AI Sovereignty. 

That need is also fueling AI Foundry, platform and 

service enabling building custom generative AI models 

with enterprise data and domain-specific knowledge. 
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Securing AI-Powered Enterprise with TREND 

Safeguarding 
Enterprise LLM

Authentication
Authorization

Accounting 

Securing NexGen 
AI Data Center

Security fabric for AI Factory 
Accelerating AI innovation & 

Development

AI-Powered 
Cybersecurity 

Empowering CISO & 
Enterprise Resilience

# NG SOC Platform
# Risk Management Platform
# NG SIEM/XDR
# Autonomous SOAR
# Cognitive Engineering

# AI Factory
# AI Foundry 
# AI Enterprise Platform
# AI Sovereignty 
# AI Private Cloud

# Safeguard Enterprise 
LLM apps & data

Securing
AI Workforce

AI Gateway Enforcing AI 
Access & AI Contents 

Policies

# Deep Fake
# Prompt Injection
# Unsanctioned AI usage
# Compliance breach
# AI PC: App Tampering 
# AI PC: Data Protection
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Trend & Nvidia: Pushing the Boundary of AI Innovation

Securing Tomorrow’s AI Data Center
• Leveraging DPUs and GPUs to protect AI workload 

• Technologies: NVIDIA DPU & DOCA Framework, NVIDIA Morpheus & NIM

Accelerating Cybersecurity with AI
• Anomaly Detection & Response Across Every Enterprise Asset 

• Technologies: NVIDIA Morpheus Digital Fingerprinting

GenAI for Sovereign & Private Cloud
• Achieving Innovation & Data Privacy & Compliance

• Technologies:  NVIDIA NIM & GPU

Speed

Security

Compliance
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News out of Black Hat
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Imagine with AI
Secure with TREND
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