XGen™ Strategy for an
Ever-Changing World

Eva Chen, CEO



2

Challenge: Rapid Change
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Shifts in IT
Infrastructure
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Emergence of
new Threats
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Formula for Success: Cross-Generational

HGen
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THE ZERO-DAY

¥Gen cyber security is the solution. TR EN D trendmicro.com/xgen
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WannaCry Infection / Detection

SMB
Vulnerability

SMB v1 File Sharing Protocol

Install Encrypt Spread
Ransomware Data Files Again
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LS Host IPS to Application control Behavioral
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Q2-17
Consumer 27%
FY-2016 Commercial 73%

Growth in Commercial Business

FY-2012

37% 29%

Consumer Consumer
63% 71%

Commercial Commercial

Source: Trend Micro IR data
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Q2-17

User Protection 57%
FY-2016 Hybrid Infrastructure
Protection 43%

Strategic Portfolio Growth

FY-2012

growth 38%

(commercial)

88% 62% Hybrid
Infrastructure

User Protection

Protection

Hybrid
Infrastructure
Protection

User
Protection

e “Hybrid Infrastructure
Protection” includes primarily
Deep Security, Deep Discovery
and TippingPoint IPS
(beginning March 2016)

e “User Protection” refers to
commercial endpoint, email
and gateway security products

Source: Trend Micro IR data
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What’s Next? Even More Points to Protect!

i U 7T

= Evolved cloud = |ncreased mobile, = Ransomware
computing cloud, loT adoption = Cyber-propoganda
= |0T/5G = Privacy concerns = 10T hijacking
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By 2020, number of
connected ‘things’
will be

26 billion

Artificial Intelligence (Al)
is the only way to find the
hidden insights in
loT-generated data

SSSSSS : http://www.gartner.com/newsroom/id/2636073
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* ' Driving comfort
e Reduction of
traffic accidents
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Vulnerabilities, insecure
design/code, 3-party

Open network ports

Undetected file changes
& process behavior

Poor authentication/
authorization

Insecure network protocols
Insecure FOTA/SOTA




Hotel Smart Keys System

« Ransomware hijacks Austria

hotel smart keys to lock guests
out of their rooms.

US baby monitor hacked
Stranger hacks baby monitor
and talks to child at night.

Hijack a Jeep’s digital
system remotely

Take control of steering and
braking systems.

HID Door Controllers

Remote Control all of alarm
' and locking functionality via
| vulnerability

The City's Emergency
Sirens System
I The emergency sirens system
was hacked in US, 156 emergency
sirens were activated for 2 hours.

Power Plants in Ukraine
Power outage affecting
~225,000 customers was work
of hackers.




WCRY (WannaCry) Ransomware:
also hit ATMs, Medical Devices, Billboards and more




Trend Micro loT Security Deployment Cases

Deep Security SaaS (AWS, Azure

Public Cloud

Deep Security on-premises

Private Cloud

Deep Security

Hybrid Cloud

N

Security Box

==,
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I TippingPoint
Cloud Edge

1
Secure SDK #Secure SDK™
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Secure Customers Journey in Digital World

° ®
Your Secure Your
Internet Journey to #1 in Cloud
Virus Wall the Cloud security

& Server

Securit #1 Al & loT
One Button Q| #1 inJapan Virus :

Security
Update Buster& We use cloud

InterScan to deliver SPN
Internet Gateway

Secure The
Connected
World

20 Years ago 10 Years ago

_ . TREND
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A World Safe for Exchanging Digital Information
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A World Safe for Exchanging Digital Information

POWERED BY

xGenTM
SECURITY
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