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3 Forces Changing the Security Business

User Behavior Infrastructure Threats
Mobile, Social, Cloud Apps Hybrid, No Boundaries Sophisticated, Targeted
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Perceived Impact on Our Business

User Behavior Infrastructure Threats
Mobile, Social, Cloud Apps Hybrid, No Boundaries Sophisticated, Targeted

Historical strength in PCs Early leadership
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Say NO to
ransomware.

Trend Micro has blocked over

* Free readiness assessment

e Free tools, apps, trials

e Blogs, white papers, webinars
e Broad press coverage

...and more
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KNOWN BAD KNOWN GOOD

Years ago, the threat landscape was black and white



KNOWN BAD KNOWN GOOD
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We are a proven market leader in this landscape!
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UNKNOWN

Now, the “grey” is growing and is much harder to defend against
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Behavior Breach
Monitoring Detection

Memory Inspection

No single “next-gen” technique protects against ALL unknown threats

Zero Day
Initiative
+
DVLabs

Intrusion Machine
Prevention Learning



Machine Learning f{j@m

e We have leveraged aspects of machine learning for many years

e New machine learning engine is highly effective at identifying
unknown threats hidden in executable files

 Does not use signatures, no updates necessary
e Gets smarter over time!

 Low rate of false positives

e Lightweight and easy to manage
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Analyzes Executable

 Opcode

. gg HOU :"gl 35¢b2d
- Eoly 2 . SO SO0
E m% (ILER EDI,DWORD PTR [OS:CE i
cl . &7 (|PUSH
D| . 83C0 FF OR_EBP, FFFFFFFF
5| .~ EB 18 JHP FHORT 3S5fb2dae.00453842

« Import table

Files: 40 Kinds in Total

PUSHAD MOV LEA PUSH OR JMP

—_—>
Unigram

FindFirstFile 1
FindNextFile 2
WriteFileEx 443
Others -> Hash | -
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Ransomware Example

Ransom-Tescrypt
Size: 326144 bytes

O 1028a4278cf7acS3ada6eacal3boffas: - 4 & [ 20016/3/18

Ransom-Tescrypt.H N
Size: 196380 bytes S

B85822834e563c2e32788a3382c7decd2 ~ & @ [H] 200673/ £ff

mov al, [eai+0x2]
mov [edi+0x2]1, al
mov al, [easi+0xl]
anr eecx, Ox2

mov [edi+0xl], al
sub esi, O0x3

sub edi, Ox3

cmp ecx. OxE

Jb Oxl2aéf

std

rep movad

eld

Imp dword [edxk*4+0x413590]
lea =cx, [e=cx]
ine eap

cmp eax, [=cx]
dec esp

[ecx]
[rex]
cmp =ax, [ecx]
emp eax, [fa:eecx]
inst
cmp =ax, [ecx]

4z 0x12b7c
inc ecx

add [edi-0x74ffbecS], al
inc esp

mov ds, [ecx+ecxbd]

ine eap

invalid

skl al, Ox8b

inc esp

mov ds, [eax]

mov [edi+eox~4+40%18], rax
mov eax, [esitecxk*4+0x14]
mov [editecx*4+0x14], =ax
mov eax, [eaiteox*4+0x10]
mov [edi+ecxk~4+0x10]. eax
mov eax, [eaiteox*d+Oxe]

mov [editecxk~4+0xc]. eax
mov eax, [esitecx*d+0xE8]
s mov [edi+eox~4+0%8], eax

mov al, [eai+0xZ]
mov [edi+0x2]. al
mov al, [eai+0xl]
anr eex, Ox2
mov [edi+0xl]. al
sub esi, Ox3
sub edi, Ox3

cmp ecx, 0xg
Jb O0xl2be

sTd

rep movad

eld

Imp dword [edx*4+0x413c30]
lea =cx, [=cx]

ine eap
cep al, Ox4l

add [esp+edi+Ox4l]. <l
add [esp+edi+Oxdl], 41

add [eapiedisoxdl], bl
add [esp+edi+Oxdl], ah
add [eapiedisondl], coh

add [esp+edi+Oxdl], dh

add [edi-Ox74ffbecd], al
inc esp

mov da, [ecx+ecxvd]

ine eap

invalid

skl al, Ox8b

inc esp

mov ds, [eax]

mov [editeox=4+0%18], rax
mov eax, [esitecxk*4+Uxld]
mov [edit+ecx*4+0x14], eax
mov eax, [esiteexvd+0xl0]
mev [editeck 4+0x10], eax
mov eax, [eaiteexvd+Ooxe]
mev [editeck 4+0xc]. eax
mov eax, [esitecxd+0xE8]

mov [editcox4+0%8], eax

SHA1: 1028a4278cf7ac53ad46ec413b0ff85e45e2c751
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SHA1: 858e2834e63c2e32788a3382c7dc427f7aa330c6
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Ransomware Example

Ransom-Tescrypt Ransom-Tescrypt.H
Size: 326144 bytes Size: 196380 bytes

Opcode g

; 1024X1 Vector i 1024X1 Vector
Import
Table
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KNOWN BAD KNOWN GOOD

UNKNOWN

Our strategy: deliver the best protection against
KNOWN and UNKNOWN threats
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Threat Protection

Protect server
workloads wherever

they may be -- physical,
virtual or cloud

Copyright © 2016 Trend Micro Incorporated. All rights reserved.

. Layered and Connected

Servers
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Threat Protection: Layered and Connected

Detect and block threats

hitting the data center
and user environments,
maximizing efficiency

Networks

Copyright © 2016 Trend Micro Incorporated. All rights reserved.
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Threat Protection: Layered and Connected

Protect user activities E(_)D
anywhere on any EC_)D Users E(_)D

device reducing initial

point of infection

Networks
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Gartner Magic Quadrant for

Endpoint Protection Platforms
Feb 2016

This graphic was published by Gartner, Inc. as part of a larger research document and
should be evaluated in the context of the entire document. The Gartner document is
available upon request from https://resources.trendmicro.com/Gartner-Magic-
Quadrant-Endpoints.html

Gartner does not endorse any vendor, product or service depicted in its research
publications, and does not advise technology users to select only those vendors with the
highest ratings or other designation. Gartner research publications consist of the

opinions of Gartner's research organization and should not be construed as statements of
fact. Gartner disclaims all warranties, expressed or implied, with respect to this research,
including any warranties of merchantability or fitness for a particular purpose.

Confidential © 2016 Trend Micro Inc.
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1H 2016 Highlights: Hybrid Cloud Security Solution

@

HYBRID CLOUD
SECURITY

 Enhanced offerings for the AWS Marketplace
and Azure Marketplace

e 15% YoY NEW solution revenue’

e 200%+ YoY growth in AWS/Azure business’

e 1000+ NEW Deep Security customers

Demand for cloud security is growing rapidly, also driving a shift

toward utility-based revenue
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1H 2016 Highlights: Network Defense Solution

NETWORK
DEFENSE

e TippingPoint acquisition (including next-gen IPS,
Zero Day Initiative and DVLabs) closed in March

° 60% YoY growth in NEW solution revenue (excludes
TippingPoint)’

e Almost 500 NEW Deep Discovery’ customers

Strengthening our foothold in network security — enhancing

advanced threat protection for campus and data center networks
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1H 2016 Highlights: User Protection Solution

e Enhanced Cloud App Security: Beyond 0365,
added support for Box, Dropbox, Google Drive

e 27% YoY NEW solution revenue (includes
enterprise and SMB)’

e 300%+ QoQ growth for CloudEdge (in Japan),
cloud-based SMB unified threat solution’

e 11,000+ NEW enterprise’ customers

USER
PROTECTION

Ability to tackle advanced threats (like ransomware) and secure

SaaS-based applications is injecting new growth into the portfolio

ulated in USD 3. Does not include Worry-Free or , TREND,

22 Copyright © 2016 Trend Micro Incorporated. All rights reserved. 1. CaleulatedinUSD 3. Doesnotinclude Worry-Freeor gy I REMU
2. Calculated in JPY CloudEdge customers



What's Next?

e Ransomware will continue, increasing demand for next-gen
security techniques

 Need to secure SaaS and cloud infrastructures rising rapidly,
driving demand for new approaches to security and a shift
to utility revenue

e PCsecurity remains important, driving heightened need for
next-generation breach prevention and endpoint security
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Capturing the Opportunities

User Behavior Infrastructure Threats
Mobile, Social, Cloud Apps Hybrid, No Boundaries Sophisticated, Targeted
Increase market share Strategic growth: Best in protecting against
network and cloud “known” and “unknown”
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Thank you!
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