Eva Chen, Co-Founder and CEO




BitCoin Exchang_e Hacked With Word Macro

I\/Iathewj. Schwartz + July 2, 2015

Japanese PenS| Serﬂ\/lce
Over a Million of Personal Data Leaked by APT

IT Pro June 1, 2015
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Marianne Kolbasuk McGee - July 13, 2015

% Tokyo Government Ofﬂce
9 PCs infected by watering hole attacks

Mainichi article, July 22, 2015
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k Market trends driving the need for
R new security solutions

User behavior New threats Infrastructure
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* Mobile e * Ransomware e Cloud
e Social Networking ¥ o APTs e Virtualization
4 « (Cloud Apps... Mac malware... e Windows 10...
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Policy

Enforcement
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Application Control
Identity Federation

Port Control (firewall)
Access Control(VPN)

Sandbox

Threat Instance Response

Big Data Analytics

I0C-based Endpoint Detection

Signature Matching AV
Signature Matching IPS
Vulnerability Scan




PolicylEnforcement Threat Defense

echniques
éhange

e Action is “Block” ¢
no grey area

approach, balance
atection and false alert

RESTRICTED
AREA

NO UNAUTHORIZED
PERSONNEL

BEYOND THIS POINT
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e.g. Correlatio
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(e.g. Application Contr abili tio

iraditionalfsignaturesbasediscanning

(e.g. Anti-malware, Intrusion Prevention...)
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Dashhoard Search Alerts~ Data Sources Administration ~ Exported Files | .
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Device Infection Retrospection

By Office
VBA

By Word

Word File
Name

Mail
Attachmen
t

u.» Explorer. EXE
11 Copyright .

VBA

W Giitlook Express 6

L eimee

£ wrwoRn.Ee
Y1 5 mepeaza

£ > wirawonn.£xe
Y>> clmegiz2.dl

B offinedsx

By > MSMAPIZZDLL
whkE2.smp
CATAVATO
whh3hame
wbk3E tmp
CAMYZAIH
Fan_magTTE- 364
MsVEsZAIL
WMASF.DLL
e
fau_magTTE- 364
WINWORD.EXE
WINWORD.EXE Mar...
Fan_magTTE64

tmman.dil

trrnanmgrdll
m >> IEFRAMEDLL
PE¥Y 5> tmmanmer.dll

VEEEDLL
IMM3ZDLL
KERNEL3ZDLL
LOCALEMLS
By > IEFRAMEDLL
B wswro
B > RichEaz0.du
B  srowseuial
By 5> meo.dl

B -weroome
By > MSSPELLIDLL

B wssramon
E ~WRLE0IZ tmp
B srowseulaniz.
B crowseulaniz.
B AuoRecoveryza.
B > tmmonmgr.dil
B > HERNELIZDLL
Administrata @i
MSCTF Shared MU...
CTF Azm MuteDe.
CTF.Compart.Mut..
T Layouts Mut...
CTF.LBES MutexD...
CTETimListCach...
CTETMD. MutexDe
MSCTFGCompartL..
C:\Documents an...
€\ Documents an...
€\ Documents an...
SetiindonzHack
SatiindonzHack
SetiindowsHaok

%% YD DDY,Y,9,9,9,9,9,9 e

systestsdb
cmd.exe
emd.ewe Manifes_.
COURTTF
MSFormz.exd

adobescd-upda

sysmainzdb
edobeacd-update...

MSIMTF.DLL

Run Script
by CMD

Dropped
Batch File

Dropped
VBScript
File

Victim
Account
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Cyber Security of Critical
Infrastructures in the
Americas (OAS Report)
(April)

Below the Surface:

Exploring the Deep
(June)

Adobe Flash

Zero Days
(February, June, Ju

Ransomware
(January — April)

US Government (IRS,
Federal Reserve, OPM) and
Healthcare (Anthem,

Premera, Carefirst) Attacks
(February, March, May, June)

‘

Backed by:th reat

‘ defense expertise




Are you ready for
Windows 107

We are.

Try for free now »
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APPROVED
CORPORATE

ENDPOINT
PROTECTION
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100% 0-day and
widespread malware
protection YtD 2015
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Announced August 5, 2015

Trend Micro: Highest Security of
“Recommended” Breach =
Detection Systems by NSS Labs N/Sﬁ.
RECOMMENDED
For the second consecutive year,
Deep Discovery recognized as
leader in security, performance

and total cost of ownership

Trend Micro™ Deep Discovery

MOST EFFECTIVE

Recommended Breach
Detection System

2015 Breach Detection Tests

Source: 2015 NSS Labs Breach Detection Tests
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Revenue Growth in 1H 2015
+2% +80% +47%

Smart Protection Suites Deep Discovery Deep Security

COMPLETE CLOUD &

USER
PROTECTION

=% Copyright 2015 Trend Micro Inc.

CUSTOM

DEEENSE DATA CENTER

SECURITY




Continued Innovation in 1H 2015

.~ , , , <q Easier purchase via ‘<
Cloud-based security Tighter integration for a AWS and Microsoft Azure

for OFFICE 365 RAPID THREAT RESPONSE MARKETPLACES

COMPLETE CLOUD &
USER

PROTECTION

CUSTOM
DEFENSE

DATA CENTER
SECURITY
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Insight & Control

S - y .; Solut|ons must Work seamlessly
w1 together for a connect§d threat defense .
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Strategic Offerings Helped Expand or Land New Accounts in 1H

Brewing company

An existing endpoint customer, but
needed to add protection for
highly valuable web-based
supply-chain environment.

Deep Discovery (Q1) +
Deep Security for SAP (Q2)

) 4

20

Broadband VolP provider

VolP applications being
to the cloud.

Deep Security for AWS

Copyright 2015 Trend Micro Inc.

Needed PCl compliance and
protection for highly scalable

Large financial institution

Wanted best-of-class layered
security, with protection against
zero-days and targeted attacks.

Smart Protection Suite +
Deep Discovery

migrated

Source: Sampling of customer deals, 1H 2015

US Hospital

Wanted to be proactive against
zero-day threats, and liked
connected threat defense!

Smart Protection Suite + Deep Security

+ Deep Discovery Inspector, Analyzer
and Endpoint Sensor




e Trend Micro:
| ST 4.4M social media impressions and 55k engagements
- ' : 900+ customers, prospects and partners from 30 countries







Are you ready for the battle field? We are!
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Conclusion

1. Strategic solutions driving growth
2. Threat defense expertise
3. Global brand presence
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