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SaaS Subscription Growth Scales Overall Profitability
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Transforming IT Infrastructure: A 35 -Years Journey

1980s1990s 1990s2000s Mid 2000s 2010s2020s 2020sPresent

Server & LAN Era

Key Concerns: Network &
server uptime, virus through file
share & emails

Activities: Network & system

monitoring, introduction of
firewall, and antispam

Cybersecurity Ownership
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A Business Continuity
A Performance & Reliability
A User Experience

Security Operations

Threat Detection & Response
Risk Mitigation
Proactive Defense
MTTX
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Private LLMs Breaking up Enterprise Data Silo

~ Contextual-aware Access Control h
v Sensitive Data Exposure
Enterprise « Prompt Injection
HM Apps v/ Unsecure Qutputs
\\/ Compliance

Sales &
Marketing

CRM, Qustomer
Success, KYCX

SOC XDR

Vulnerabilities,
Risk Scoring, 1oC

Fnance
Revenue, QOGS

HR
Employee
Profiles, Salary,

Grade, Promotions
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Risk Accompanies Workforce Al Misuse

Subverted, Malicious, Accidental

Sensitive Data
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TECH  DEEPFAKES

A deepfake ‘CFO’ tricked
the British design firm M

behind the Sydney Opera

: 1 Al-Driven
House in $25 million Phishing Effecti
ST ISNINg ecliveness
o A Al can help improve quality
and personalize phishing &
fraud emails
O Invest $250 ' A Even greater effectiveness

Earn $10,000

Synthetic Media

_ A Even harder for employees
Deepfake and Audiofake

to identify
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Rising Complexity & Scale of

Rapid growth in
cloud apps & services

Software supply @ !i

chain uncertainty IT/OT

convergence &

Massive .
growth in SaaS
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Early days of Realizing endpoint security SOCmodernization to

Prevention .
Detect & Response alone is NOT Enough Improve Detect & Respond
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on after the fact

Logs, Al e Red .o ction & F

s

SIEM
P o) Cybersecurity [
m Framework ‘("J
soc 5 £
@ TRIAD % &
NDR EDR

SOC Visibility TriaglGartner 2019 NIST Cybersecurity Framewerk024
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Predictive FW, IPS, SASE,
analytics, DLP, IAM,
ML/AL, EPP, Cloud Sec.,
Threat Intel, Vul., Patch
Behavioral

Prediction Protection

TOO I|tt|e analysis
forward looking s

Heavily invested
5-10% 35-40% in

Response Detection

-200, _2N0
SOAR, IR, e 25-30%
Forensic,
Sandboxing, EDR, NDR, NAV,
Backup & XDR, SIEM, APT
recovery

General breakdown of how much emphasis vendors and the industry place on each phase of NIST.
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VISIBILITY

Turn obscurity
INto

TREND:
b
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VISIBILITY

NATIVE SENSORS THIRD-PARTY
. -~ T A Endpoint ASIEM
A Messaging ASOAR
A Cloud Infra & Servers ~ ABAS tools
A Containers A Threat intelligence
[ J Z \ A Network Awindows, firewall,
A10T/OT Linux/Mac event logs
NATIVE ATTACK SURFACE & A Databases

SENSORS THREAT EXPOSURE MGMT. A Active directory
A Intrusion prevention

A Smartphones

A Mobile

AWeb services
VULNERABILITY SCANNERS

A Tenable A Medigate
THIRD-PARTY VULNERABILITY AQualys A Ness%s
SOURCES SCANNERS A Rapid7 A Internet facing
A Tanium Assets
ARescana
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PRIORITIZATION

Turn visibility
INto cecisions.




