
Website 
www.lupinpharmaceuticals.com

Region 
India (Headquarters), United States, 
Latin America, Europe, Middle East & 
Africa, Asia Pacific

Industry 
Pharmaceuticals

Employees 
20,000

Products 
Smart Protection Complete, 
OfficeScan, Cloud App Security, Deep 
Security, Deep Discovery Inspector

IT Environment 
300+ servers, 20,000+ mailboxes, 
VMware, Office 365

Business Benefits
• �Comprehensive security across  

major vectors
• �Advanced shielding from 

vulnerabilities with virtual patching
• �Safeguarding of networks and 

endpoints against advanced attacks

CUSTOMER SUCCESS STORY 

OVERVIEW
Lupin Limited is a transnational pharmaceutical company founded in 1968, based in 
Mumbai, Maharashtra, India. Lupin manufactures and sells pharmaceutical products 
in over 100 countries, enjoying a major market share in India, United States, Japan, 
Europe, South Africa, Philippines, and Australia. Lupin has received numerous awards, 
including ranking number one in the Biotech and Pharma category, and number four 
amongst large organizations on the list of top 100 – Great Place to Work in 2017. Lupin 
Limited also received the Thomson Reuters India Innovation Award for Research & 
Development in 2017.

The growing threat landscape led Lupin to seek a comprehensive security solution that 
would equip its servers, network, and email with advanced protection that could detect 
and block security exploits. With the possibility of a future migration to the cloud, they 
also required a solution that came equipped with cloud capabilities.

CHALLENGES
As a global leader in the pharmaceutical industry, Lupin Limited required a high-
level security solution to safeguard critical applications in its data centers. As well, 
the company’s heavy use of email also made protecting email on Microsoft® Office 
365® against advanced attacks a priority. With more than 300 servers running 
on multiple operating systems, Lupin also required the ability to detect targeted 
attacks, advanced threats, and ransomware across the network, capturing lateral, 
inbound and outbound traffic. Finally, Lupin wanted to manage the solution through 
a single console.

WHY TREND MICRO?
In the search for the right solution, Lupin found that Trend Micro™ Deep Security™ was 
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the only solution able to meet its requirements for server and cloud protection. Deep 
Security supports legacy operating systems, provides seamless integration for VMware 
deployments, and integrates with multi-cloud players, including Amazon Web Services®, 
Microsoft® Azure®, and Google Cloud Platform™ service.

For the Office 365 environment, a proof of concept was performed, and the results in 
blocking phishing attacks, unknown malware, and other such threats convinced the 
IT team that Trend Micro™ Cloud App Security was the right solution. Trend Micro also 
came with the unique capability of providing Application programming interface (API) 
integration with Office 365 that prevents email rerouting. 

Trend Micro’s position as a leader in the Gartner Magic Quadrant for Endpoint 
Protection Platforms since 2002, and its rank as the “most effective recommended 
breach detection system” for two years running by NSS Labs   further encouraged 
Lupin to choose Trend Micro over other solutions. 

SOLUTIONS
The solution was successfully deployed in two phases. First, Deep Security was deployed 
in a hybrid environment. Deep Security brought robust capabilities for physical, virtual, 
and cloud servers, in one integrated platform. The solution was integrated with Lupin’s 
VMware deployments, and the centralized management enabled continuous monitoring 
and vulnerability shielding, saving both time and resources. 

Phase two included deployment of Smart Protection Complete and Deep Discovery™ 
Inspector.   Cloud App Security was deployed on more than 20,000 mailboxes operating 
on Office 365. Trend Micro endpoint security, powered by XGen™ security, infuses high-
fidelity machine learning into a blend of threat protection techniques, providing superior 
protection against spam, phishing, malware, and targeted attacks. 

Trend Micro™ OfficeScan™ solution eliminated security gaps across endpoints by 
constantly learning, adapting, and automatically sharing threat intelligence across 
Lupin’s environment. Trend Micro™ Connected Threat Defense delivered network 
sandbox rapid response updates to endpoints when a new threat was detected, enabling 
faster protection and reducing the spread of malware. 

Trend Micro™ Deep Discovery™ Inspector provided identification against advanced 
and unknown malware, ransomware, zero-day exploits, command and control (C&C) 
communications, and evasive attacker activities that are invisible to standard security 
defenses, by using specialized detection engines and custom sandbox analysis. The 
solution further enhanced detection by monitoring all physical, virtual, north-south, and 
east-west traffic, offering 360 degrees of visibility. 

RESULTS
Trend Micro was able to address Lupin’s security needs by shielding the data center 
from vulnerabilities through virtual patching, and protecting the endpoints, email, and 
network by eliminating security gaps. 

“Trend Micro’s capabilities like virtual patching that shields from vulnerabilities without emergency 
patching, and cross-generational techniques like machine learning used to detect advanced 
malware are a big benefit to our organization,” says Saurabh Kaushik, CISO, Lupin Limited.

Trend Micro was also able to complement the existing security solutions by providing out-
of-box integration with existing perimeter security solutions. The solution further simplified 
Lupin’s security operations with a single management dashboard for all capabilities.

WHAT’S NEXT?
“Trend Micro is a huge plus to our organization. It has increased security by reducing 
the risk of data breaches. The virtualized environment has streamlined administration, 
without compromising security or flexibility,” says Danait. With the help of Trend Micro, 
Lupin Limited will continue to lead the way in the pharmaceutical industry.

MORE INFORMATION
For more information, please go to www.trendmicro.com

“Trend Micro is a huge plus 
to our organization. It has 
increased security by reducing 
the risk of data breaches. The 
virtualized environment has 
streamlined administration, 
without compromising security 
or flexibility.”
	� Mayur Danait,  

CIO, Lupin Limited

“Trend Micro’s capabilities like 
virtual patching that shields 
from vulnerabilities without 
emergency patching, and 
cross-generational techniques 
like machine learning used to 
detect advanced malware are a 
big benefit to our organization.”
	� Saurabh Kaushik,  

CISO, Lupin Limited

http://www.trendmicro.com

