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Preface

This guide explains how to install and begin using Trend Micro™ AntiVirus
plus AntiSpyware.

This preface covers the following topics:

«  Documentation on page iv

« About this Getting Started Guide on page iv

»  Document Conventions on page iv



Documentation

In addition to this guide, Trend Micro™ AntiVirus plus AntiSpyware also
includes Product Help, which explains key software features. Click the Help
button to get information about the window currently open, or find
information on other topics.

About this Getting Started Guide

¢ The Introduction summarizes the main features of Trend Micro AntiVirus
plus AntiSpyware.

< Installation explains how to install, upgrade, renew, or remove Trend
Micro AntiVirus plus AntiSpyware.

e Getting Started tells how to start using the software.

< Troubleshooting suggests how to solve basic problems, and includes a list
of Frequently Asked Questions.

e Technical Support gives ways to contact Trend Micro if you cannot find
the answers you need in the Troubleshooting section.

Document Conventions

This guide adheres to the following conventions:

STYLE EXPLANATION

ALL CAPITALS Acronyms, abbreviations, and keys on your keyboard

Bold Menu, menu command, button, tab, and option names, as
well as service and process names

Italics Documentation titles

Monospace Examples (including sample command lines), program
code, Internet and World Wide Web addresses, file names,
folder names, and program output

Note: Configuration notes

Tip: Recommendations

WARNING! Things you should not do

TABLE 1. Documentation conventions




Introduction

This chapter gives an overview of Trend Micro AntiVirus plus AntiSpyware,
and covers the following topics:

What’s New on page 2
Automatic Protection on page 2
Main Console on page 3

To start the installation procedure, refer to one of the following topics:

Computer Requirements for memory, hard drive, and other specifications
Before Installation for pre-installation tasks and other considerations

Upgrading from a Previous Release if your computer has an older version
of Trend Micro AntiVirus installed

Installing Trend Micro AntiVirus plus AntiSpyware for installation
instructions

Getting Started for instructions on using Trend Micro AntiVirus plus
AntiSpyware
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Introduction

What's New

This version fully supports Microsoft Windows 7.

A new security feature can automatically prevent suspicious software on
USB drives from opening.

This version can share threat information with the Trend Micro™ Smart
Protection Network, which automatically correlates information about
threats found on millions of computers to help protect you more
effectively.

Automatic Protection

Once installed, Trend Micro AntiVirus plus AntiSpyware protects you by
automatically performing the following tasks:

Checks for and downloads new security updates every three hours

Helps prevent spyware from monitoring your computer, as well as
unauthorized changes to your computer’s settings

Searches for risks every time you open, copy, move, or save a file

Stops you from downloading risky files, and blocks attempts to visit sites
that pose a security threat

2| What's New



Main Console

The main console gives an overview of how Trend Micro AntiVirus plus
AntiSpyware protects you. Clicking the tabs on the left side of the window
reveals more information and controls related to those features.

Tip: On the main console’s Overview tab, click the link next to Protection
status to see all of the features currently protecting you.

Action Buttons and System Tray Icons

The list below explains buttons and icons commonly used in Trend Micro
AntiVirus plus AntiSpyware:

BUTTON /
IcoN

DESCRIPTION

Scans your computer for security threats (click the right edge of the
button to select a quick, full, or custom scan).

Downloads the latest update from Trend Micro.

Closes a window and saves any changes you made.

Cancel

Closes the window without saving any changes.

Trend Micro AntiVirus plus AntiSpyware has started scanning for
security threats or downloading an update in the background.

Trend Micro AntiVirus plus AntiSpyware currently protects you.

Trend Micro AntiVirus plus AntiSpyware needs your help to solve a
problem (double-click the icon to open the main console for more
information).

Trend Micro AntiVirus plus AntiSpyware has expired.

TABLE 1-1.

Common program buttons and icons

Main Console | 3
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Installation

This chapter explains how to install Trend Micro AntiVirus plus
AntiSpyware.

The topics in this chapter include:

Computer Requirements on page 6

Before Installation on page 8

Upgrading from a Previous Release on page 9

Installing Trend Micro AntiVirus plus AntiSpyware on page 10
Uninstalling Trend Micro AntiVirus plus AntiSpyware on page 15



Installation E

Computer Requirements
Table 2-1 lists the computer hardware and software specifications for
installing Trend Micro AntiVirus plus AntiSpyware.

TABLE 2-1. Trend Micro AntiVirus plus AntiSpyware computer
requirements

COMPUTER SPECIFICATIONS

Microsoft™ Windows™ e Windows 7 Ultimate, Professional, Home

operating system Premium, Home Basic or Starter Kit
(32-bit or 64-bit)

* Windows 7 Ultimate E, Professional E, Home
Premium E, Home Basic E, or Starter Kit E
(32-bit or 64-bit)

e Windows Vista™ Ultimate, Business, Home
Premium, or Home Basic with or without Service
Pack 1 (SP1) or Service Pack 2 (SP2)

(32-bit or 64-bit)

* Windows XP Home, Professional, Media Center,
Tablet PC Edition with Service Pack 2 (SP2) or
Service Pack 3 (SP3) (32-bit)

Processor (CPU) * Windows 7 and Windows Vista
Intel™ Pentium™ 800MHz (1GHz recommended)

* Windows XP
Intel Pentium 350MHz

Minimum memory * Windows 7 and Windows Vista

512 minimum of RAM (1GB recommended)
* Windows XP

256MB minimum RAM (1GB recommended)

Disk space 400MB hard disk space available for installation

Monitor 1024 x 576 minimum with high color

Note:  This version supports Intel Hyper-Threading and Dual-Core processors, as
well as RAID 0 (striping) or RAID 1 (mirroring or duplexing).

6| Computer Requirements



Internet Requirements

You need an Internet connection to activate the software, download updates,
obtain information about security threats, or visit the Trend Micro website.
Table 2-2 lists compatible Internet software.

Note:  Some Internet Service Providers charge a fee every time you go online.
Others bill you based on how long you connect to the Internet, or how
much data you receive. If you must pay such fees, you might want to shut
down the Automatic Updates feature of Trend Micro AntiVirus plus
AntiSpyware 2010. Also consider modifying your Internet connection
software or router to prevent the Automatic Updates feature from opening
a connection (refer to your software or router documentation for

instructions).

TABLE 2-2. Compatible Internet software and services

COMPATIBLE INTERNET SOFTWARE AND SERVICES

Compatible Web browsers

Required: Microsoft Internet Explorer™ 6.0 with
Service Pack 2 (Windows XP only), 7.0, or 8.0
Mozilla® Firefox® 2.0, 3.0, or 3.5

Compatible email software

Microsoft Outlook™ 2000, 2002, 2003, or 2007
Microsoft Outlook Express 6.0 with Service Pack 2
Mozilla® Thunderbird™ 1.5 or 2.0

Windows Mail™ (Windows Vista™ or

Windows 7)

Compatible Web-based mail

Yahoo!® Mail

MSN Hotmail™ / Windows Live™ Mail
AOL® Mail

Google™ Gmail™

Compatible instant messaging
services

AOL® Instant Messenger™ (AIM®) 5.9
ICQ®5.1, 6.0, 6.5, or ICQ® Lite

MSN™ Messenger 7.5 (Windows XP only)
Windows Live™ Messenger 8.0, 8.5, or 9.0
Yahoo!® Messenger 8.1

Note:  Trend Micro AntiVirus plus AntiSpyware cannot scan Hotmail messages
received using Microsoft Outlook Express, Microsoft Outlook, or MSN

Explorer.

Computer Requirements | 7
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Before Installation

A few simple preparations can help make installing Trend Micro AntiVirus
plus AntiSpyware much easier.

)

e Make sure that the computer where you plan to install the program meets
the requirements listed in Table 2-1 on page 6. You cannot install Trend
Micro AntiVirus plus AntiSpyware if your computer does not meet the
requirements, including a working Internet connection.

* You must have administrator privileges on your computer to install Trend
Micro AntiVirus plus AntiSpyware. If you have installed other software
on your computer before, then you probably have these privileges.

Installation

Note: If you downloaded Trend Micro AntiVirus plus AntiSpyware onto a
computer running Windows Vista or Windows 7, right-click the
installation program and select Run as Administrator.

e Many businesses and schools offer Internet connections through a “proxy
server,” a computer that accelerates or filters communications with the
Internet. Your home computer probably does not use a proxy server.

If necessary, Trend Micro AntiVirus plus AntiSpyware will import your
proxy server settings from Internet Explorer. If Internet Explorer does not
have the correct proxy server settings, then you will need to enter the
proxy server’s name or IP address and port number yourself.

Note:  Trend Micro AntiVirus plus AntiSpyware uses proxy server
information when connecting to the Internet to activate your software
and receive updates from Trend Micro.

¢ Close all windows except the installation program window.

e Make sure to keep your serial number handy. Where you find the serial
number depends on whether you downloaded Trend Micro AntiVirus plus
AntiSpyware or bought the software on a disk.

8| Before Installation



Upgrading from a Previous Release

You can start installing Trend Micro AntiVirus plus AntiSpyware on your

computer without making an effort to remove older Trend Micro software

first. The installation program will automatically detect and uninstall these

versions:

»  Trend Micro AntiVirus plus AntiSpyware 2009

e Trend Micro AntiVirus plus AntiSpyware 2008

Note:  An upgrade will delete all files quarantined by older Trend Micro security
software. Quarantined files may contain viruses or include spyware that
should not remain on your computer. If you must preserve something in the

quarantine, restore the files, then transfer them to an isolated location like
a USB drive before removing the program.

Upgrading from a Previous Release | 9
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Installation E

Installing Trend Micro AntiVirus plus Anti-
Spyware

Before installing Trend Micro AntiVirus plus AntiSpyware, make sure to go
through the checklist on page 8.

To install Trend Micro AntiVirus plus AntiSpyware:

1. Start the installation program by placing the CD into your CD-ROM drive
and clicking the Install Program button, or by running the installation
program downloaded from Trend Micro
(http://www.trendmicro.com/download).

After the message shown below disappears, click Install Program.

TREND MICRO™

AntiVirus plus AntiSpyware

T

FIGURE 2-1. Welcome screen

Note: If the CD-ROM menu window does not open
rk& automatically, double-click the My Computer icon on the
wycompuer  WViNdOWs desktop, open the CD-ROM drive, and then
double-click the setup . exe file.

2. If a User Account Control window asks for your permission to install the
program, click Continue.

v Detads Contewe | [ cancel |

ser Account Contral helgs siop unauthanized changes to your computer.

FIGURE 2-2. User Account Control warning
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3.

Read the terms and conditions in the Trend Micro End User License
Agreement carefully. To install the software, you must select I accept the
terms of the license agreement., and then click Next.

5 Trend Miro AnkiVinus Installes = =

»

‘Trend Micro Antiirus is subject to fhe Serms and cosdiions o the Trend Micro kcense
agerement below, Pease read 2 cacefuly

Trend Micro End User License Agresment
Sofware: Trend Micro Antivinss plus . u
Mico Intermet Securty Pro

Version: Engllehluiti-country

Purpase: Tl and Paid Lise Licenss

Ciate: Fobruary 2009

THE FOLLOWIG { ) SETS FORTH
THE TERMS AND CONDITIONS UNDER WHICH TREND MICRO
INCORPORATED OR AN AFFILIATE (TREND MICRO") 1S WILLING TO LICENSE *
@ 14ictet the Lirma of the bense apresment

10 ol accepd the lerms of fhe Ioense agreament

Pt Save , et > Cancal

FIGURE 2-3. License Agreement window

Type the serial number in the Serial Number window and click Next.
Click the Not sure where to find your serial number? link if you need
help.

5 Trend Micro AnkiVinus Installes = =

‘ou Can eiher enter the serial rumber to instal he software. of iry oul a free fris version
natead

% Enter your Trend Micro AstiVines serial number:

FIGURE 2-4.  Serial Number window

Installing Trend Micro AntiVirus plus AntiSpyware | 11
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Installation u

5. On the Installation Options window, select Regular Installation and
click Next.

1 Teend Maers Antivine Intalle =] = -

D0 you Wtk & fegular of custom naalation?

& Regular Instalation {recomenended)

Oet ol e petings Trend ers. Windzws
Datarutir 1o prever poustin we acare cenficts

Cusiom instalistion

Salict the Sestntaton foder and GHCOR M yow WAL 1S un & pre-natalaton L5es 10 fnd
maiicieus software areesy e Bis computer.

haa> | [ cancel

FIGURE 2-5. Installation Options window

If you would like to change some installation settings to suit your preferences,

select Custom Installation and click Next.

e To help prevent installation problems due to security threats already on
your computer, mark the Check for security threats checkbox. Click
OK after choosing a location.

e Toinstall Trend Micro AntiVirus plus AntiSpyware in a different folder,
click the Change... button.

e To help improve your protection by anonymously contributing
information about threats found to the Trend Micro Smart Protection
Network, mark the Share threat information with Trend Micro
checkbox.

After making your choices, click Next.

1 Tomnd Maers Antivin Installee =] = -

Customize Your Installation Options

Chack for security threats
Marking Hhis chicits can redece M ek of 8% ussuccessiul natalation dut 1o securty
Ehreats aiready o this competer

Installanian folder:
[CPregram FiiTrena Mere. Capange,
#| Share threat information with Trend Micro

el mprove yosr prothction by Asorymossly costributing dats absul Securty Trssts fourd

on this computer for anslysia

<hock ||t Gancel

FIGURE 2-6. Customize Your Installation Options window
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6.

Installation of Trend Micro AntiVirus plus AntiSpyware now begins.

1) Trend Micra AniVinus Installer =& =

Installing Trend Micro Intermet S

Soma gants of the B5Mwians taks AgE 1 NELAI AN G4, 50 e RRIGIESS Bar May DaUSE
Trom e 12 tme.

Copying new fs.

FIGURE 2-7. Installing Trend Micro AntiVirus window

After a successful installation, click Activate Now to activate the
software.

1) Trend Micra AniVinus Installer =@ =

Ready to Activate

o)
@ y . . stest securty

Actiute How Cuse

FIGURE 2-8. Ready to Activate window

The installation program now begins setting up the security software.

Setting up Trend Micro AntiVirus

This process should take just a few minubes.

Preparing the prolecion against spyware module

@

FIGURE 2-9.  Setting up Trend Micro AntiVirus window

Installing Trend Micro AntiVirus plus AntiSpyware

13
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Installation E

8. Create a new account or sign into your existing Trend Micro account. To
create a new account, provide your full name and select your current
location from the list beside Location. Enter an email address that you
can check regularly, provide an account password and click Next.

[ Forret e detien -

@1"9 AntiVirus plus AntiSpyware

Actraae How

FIGURE 2-10. Activate Now window

9. Print the activation confirmation page for future reference. Click Finish.

(P Trmm s it 1|

QE"'.”.‘ AntiVirus plus AntiSpyware

Pratecton Actvates

ST Foun

FIGURE 2-11. Activation Completed window

Double-click the Trend Micro AntiVirus plus AntiSpyware system tray icon
to open the main console.

14| Installing Trend Micro AntiVirus plus AntiSpyware



Uninstalling Trend Micro AntiVirus plus Anti-
Spyware

Before removing Trend Micro AntiVirus plus AntiSpyware, make sure you
have logged onto the computer with administrator privileges (needed during
the removal process), and close any other open programs.

WARNING! Removing the program deletes all quarantined files, which may
contain viruses or include spyware and trojan horse programs that
should not remain on your computer. If you must preserve something
in the quarantine, restore the files, then transfer them to an isolated
location like a USB drive before removing Trend Micro AntiVirus
plus AntiSpyware.

1. You have two ways to start removing Trend Micro AntiVirus plus
AntiSpyware:

e Click the Windows Start button and select All Programs > Trend
Micro AntiVirus > Uninstall Trend Micro AntiVirus.

e Open the Control Panel and then double-click Add or Remove
Programs (Windows XP) or Uninstall a program (Windows Vista
and Windows 7). From the list of programs, select Trend Micro
AntiVirus, and then click Remove (Windows XP) or Uninstall
(Windows Vista and Windows 7).

2. IfaUser Account Control window asks for your permission to uninstall
the program, click Continue.

v Detads Contewe | [ Cancel |

ser Account Contral helgs siop unauthanized changes to your computer.

FIGURE 2-12. User Account Control warning

Uninstalling Trend Micro AntiVirus plus AntiSpyware | 15
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Installation E

3. Click Uninstall to confirm that you want to remove the program.

15 Trend Msres Arsins nstalles ===

Remove Trend Micro AniVirus

— ik “Unimalal 1o slart taking Tread Mcrs Antivirus off tha
D someuter
) T ahacs Secoeck somd oo exionce win Towsd s
please fil out & short survey afer you finish.

7] Take survey afer remvieg e prograr

WARNBG: This progeam i protectd by copyright w.

) (e

FIGURE 2-13. Remove Trend Micro AntiVirus window

4. If you have enabled password protection, enter the correct password that
you set previously.

5. Click Restart Now to restart your computer once the program has been
successfully removed.

11 Trend Miscro Aneivinss Installes =@ =
@ Successtully Uninstalled
— Thank you fer Irying Trend Micro Asthrus Yiou must restart
D ) s comguter b0 comgietely remove e softwace.

Rastart How FRestart Later

FIGURE 2-14. Successfully Uninstalled window
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Uninstalling with the Trend Micro Diagnostic Toolkit

If you ran into problems during installation, configuration, or uninstallation,
use the Trend Micro Diagnostic Toolkit to remove the program.

To uninstall the program using the Trend Micro Diagnostic Toolkit:

1.

Click the Windows Start button and select All Programs > Trend Micro
AntiVirus > Trend Micro Support Diagnostic Toolkit.

If a User Account Control window asks for your permission to open the
program, click Continue.

Wy started this program, centine.

= Trend Micro Diagnastic Teolit
x Trend Micro, b

! Detaity Contmue Camcel

User Account Control heles stop unauthorized changes to your compater,

FIGURE 2-15. User Account Control warning

When the Trend Micro Diagnostic Toolkit opens, click the [E] Uninstall
tab.

i Trend Micre Disgnastic Toctkit ==
4] General | ) Db | 1] St v | 101 Qusranene [ 1] Urnsat |
St and (rid \
Rt or qut 3l companents, ncludng Companants
servces and divers ey
2 Chat N Componeris.
i
Irtmewt Protocol Veson 6
OPvE) ervirorment.
4 Dastie
Bt Gt
You can check Fthe temet comnecton | 5,
= emacty by ok the b gton Frog Setiog
6 Cornect
Uese

FIGURE 2-16. Tab A of the Trend Micro Diagnostic Toolkit

Uninstalling Trend Micro AntiVirus plus AntiSpyware | 17
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Installation E

4. On the [E] Uninstall tab, click the 1. Uninstall button.

5 Trend Mire Disgnastsc Toolkit =
1A Genersi | 1] Debug | K] St e | 10} Guarartns | [F) Lnnstal

st red Uit

“Fiona can Rorpe remaval of the software m
but urdess you have instalstion problems.

¥ shoukd Goen the Control Panel and M,

o the unnatal pograT natead

o can Ll Persor Frewal 2 Unnstal Frowal |

components by chclng this buscn
Teesprery fise

Update

Trend Mices Frosey

FIGURE 2-17. Tab E of the Trend Micro Diagnostic Toolkit

5. When prompted, copy the serial number before uninstalling the program.
When done, mark the | have finished writing down the serial number.
checkbox and click Next.

6. Inthe window that opens, click Uninstall to remove the program.

18| Uninstalling Trend Micro AntiVirus plus AntiSpyware



Getting Started

After installing Trend Micro AntiVirus plus AntiSpyware, complete the tasks
explained on the following pages to start protecting your computer.

Verifying a Successful Installation on page 20
Opening the Main Console on page 20
Updating and Scanning on page 20
Controlling Your Security Updates on page 21
Setting a Password on page 22

Getting More Help on page 22

19
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Getting Started

Verifying a Successful Installation

Use the European Institute for Computer Antivirus Research (EICAR) test
file to confirm that Trend Micro AntiVirus plus AntiSpyware protects you.

Note: The EICAR test file is not a virus. This harmless text file with a *_.com
extension does not replicate and contains no harmful payload.

1. Openhttp://us.trendmicro.com/us/support/virus-
primer/eicar-test-files/.

2. Download the EICAR test file by clicking one of the eicar.com links,
such as eicar.com (HTTP).

Trend Micro AntiVirus plus AntiSpyware will show an “eicar_virus”
warning, quarantine eicar_test.com and record the event in the Virus

Scan log.

Opening the Main Console

Using the main console of Trend Micro AntiVirus plus AntiSpyware, you can
easily check or customize your security settings, download updates, and run
scans.

You have three ways to open the main console:

e Click the Windows Start button, and then select All Programs > Trend
Micro AntiVirus plus AntiSpyware > Trend Micro AntiVirus plus
AntiSpyware.

« Inthe system tray at the bottom of your screen, double-click the Trend
Micro AntiVirus plus AntiSpyware icon. You can also click or right-click
the system tray icon and select Open Main Console.

»  Double-click the Trend Micro AntiVirus plus AntiSpyware desktop icon.

Updatlng and Scanning

Click Scan Now to begin a quick scan that can detect and eliminate
malicious software where it usually hides. By clicking the right edge of
the button (marked with a triangle), you can also select a full or custom
scan. A full scan checks the entire computer for security threats, while a
custom scan will examine specific files or folders.

e Click Update Now to download any new security update available.

20| Verifying a Successful Installation
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Controlling Your Security Updates

To download the latest update immediately:

1.
2.

Open the main console (see page 20).
On the Overview screen, click Update Now.

To check when you have received previous updates:

N

3.
4.

Open the main console (see page 20).

Click Other Settings and Subscription, then expand the Logs header.
Choose Update from the dropdown list.

Click the View Logs button.

To check or change the update schedule:

1.
2.

Open the main console (see page 20).

Click Other Settings and Subscription, then expand the Automatic
Updates header.

Click the Settings... button.

Mark the Automatically check for updates checkbox. Trend Micro
AntiVirus plus AntiSpyware checks for updates every three hours by
default.

To see the progress of each update, select Notify you before the update
starts.

Controlling Your Security Updates | 21

o

pasuels buimes



=)

Getting Started

Setting a Password

Set a password to prevent others from changing your settings. To manage the
security of other computers on a home network, you must set a password.

1. On the main console, click Other Settings and Subscription, and then
click Password.
2. Under Password, click Settings...

Mark the Enable password protection checkbox, and then type the same
password in both the Password and Confirm password fields.

Tip: The password should contain at least six characters, and can include
only letters of the alphabet (upper or lower case) and numbers (0
through 9). Refer to the Establishing Strong Passwords topic in the
Product Help for more recommendations.

4. Inthe Password hint field, type a short phrase that will remind you of
your password in case you forget it later. Choose a hint that would not
allow someone else to guess your password easily.

5. Click OK to save your password.

Getting More Help

22

Trend Micro AntiVirus plus AntiSpyware offers several types of help:

HELP OPTION DESCRIPTION

Help & Support Click this button in the upper right corner of the main console
for links to the Product Help and Knowledge Base.

Context-Sensitive Help | Click the Help button to learn more about a given window.

Mouseover Help Stop your mouse cursor over an icon without clicking to see a
short description.

TABLE 3-1. Help options

Setting a Password


http://esupport.trendmicro.com/support/smb/search.do

Troubleshooting

This chapter explains how to solve basic problems you may encounter while
using Trend Micro AntiVirus plus AntiSpyware.

The topics explained in this chapter include:

< Installation and Activation Problems on page 24

e Update Problems on page 25

*  Frequently Asked Questions on page 26

23
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Installation and Activation Problems

You may encounter one of the following problems during the installation and
activation of Trend Micro AntiVirus plus AntiSpyware:

24

The installation program stops responding.

Trend Micro AntiVirus plus AntiSpyware will not start after a successful
installation.

You lost your serial number or have an invalid serial number.

You cannot activate Trend Micro AntiVirus plus AntiSpyware during
installation or through the main console after installation.

To solve an installation problem:

Make sure you have administrator privileges on the computer where you
tried to install Trend Micro AntiVirus plus AntiSpyware.

a. Pressthe CTRL - ALT - DELETE keys simultaneously to open a
small window showing the name of the account you have used to log
into the computer (look under Logon Information), write down the
account name, and then click Cancel.

b. Open the Control Panel.

e If your computer runs Windows XP, click User Accounts to find
out if the account you wrote down has administrator privileges.

e If your computer runs Windows Vista or Windows 7, click User
Accounts and Family Safety, then click User Account to see if
the account you wrote down has administrator privileges.

c. If you have not logged onto the computer with administrator
privileges, switch to an account that has those privileges.
Make sure the computer meets all installation requirements on page 6.

Make sure that you followed all of the instructions in the Installing Trend
Micro AntiVirus plus AntiSpyware section of this Getting Started Guide.

If these suggestions do not help solve the problem, contact Trend Micro
Technical Support for help. See page 31 for details.
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To solve an activation problem:

Make sure you entered the serial number correctly. You must provide this

information in the following format:

XXXX=XXKX=XXXX=XXXX=XXXX

Note:  Each X corresponds to a number or letter. You can type the letters in
upper or lower case.

Select a unique name or description for each installation after the first.

To recover a lost password, try visiting this website:
http://www.trendsecure.com/my_account/

Look for any warning messages or log information related to activation.
You can search for a solution based on this information.

You can use the trial version of Trend Micro AntiVirus plus AntiSpyware
for a limited time only. Purchase Trend Micro AntiVirus plus
AntiSpyware before your trial expires to maintain your security.
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If the suggestions above do not help solve the problem, please contact Trend
Micro Technical Support. See page 31 for details.

Update Problems

First, make sure that your computer can reach the Internet, then check your
network and computer for any obvious hardware or software failures. If Trend
Micro AntiVirus plus AntiSpyware still cannot download updates, check your
connection with the update server.

To check your connection with the update server:

Open the Windows command prompt.

Note:  For Windows XP, click the Start button, select Run..., and type cmd
in the window that opens. For Windows Vista and Windows 7, click
the Start button and type cmd in the Start Search field.

Type the following commands to make sure your computer can resolve
the update server’s Fully Qualified Domain Name (FQDN).

nslookup

ping iau.trendmicro.com

If your computer cannot contact the update server, please contact Trend Micro
Technical Support. See page 31 for details.
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Frequently Asked Questions

Do | need to activate right away?

Even if you do not activate the software, you can still download updates for
three days after installing it. However, to continue receiving the latest
updates, you must then activate the software. Just open the main console to
get started.

How do | recover a lost serial number?

To recover a lost serial number, try visiting this website:
http://www.trendsecure.com/my_account/

If you cannot retrieve your serial number from the website above, please send
email to support@support.trendmicro.com to request a copy of the
original number. You can also submit a request for help to the following
support website:

http://esupport.trendmicro.com/support/consumer/submitonline.do

What do | need to do after reinstalling or recovering Windows?

Once you have reinstalled or recovered your Microsoft Windows operating
system, you must install Trend Micro AntiVirus plus AntiSpyware again.

Why does Not yet activated appear on the main console after
successfully activating the program?

In some cases, depending on your network connection, you might not receive
a response from Trend Micro immediately. In this case, try clicking Update

Now. If Trend Micro AntiVirus plus AntiSpyware can successfully check for
updates, the correct expiration date should appear.

Can Trend Micro AntiVirus plus AntiSpyware filter instant
messages?

Trend Micro AntiVirus plus AntiSpyware cannot filter chat sessions, but it
can check for and eliminate viruses, Trojan horse programs, worms, spyware,
and other threats sent through instant messaging software.
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What Internet browsers work with Trend Micro AntiVirus plus
AntiSpyware?
Trend Micro AntiVirus plus AntiSpyware works with these browsers:

e Microsoft™ Internet Explorer™ 6.0 with Service Pack 2 (for Microsoft™
Windows™ XP only)

*  Microsoft Internet Explorer 7.0 and 8.0
* Mozilla™ Firefox™ 2.0, 3.0, or 3.5

Can Trend Micro AntiVirus plus AntiSpyware scan all file
types?

Yes, Trend Micro AntiVirus plus AntiSpyware can check every file on your

computer for threats, as well as your computer’s memory and email
messages.
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What is phishing?

Phishing is a form of fraud meant to steal personal information. For example,
a fake website may carefully mimic a legitimate website to fool you into
divulging your name, credit card numbers, social security number, or other
confidential information. Criminals can then rob your financial accounts or
pose as you to make purchases online.

sign in to Yahou! - Firefox
Ele Edit View Go Bookmarks Toolks Help

G- - ) @) [0 nupiew geotities.coms seideid |~ @ Go [G
YrEOO! flickr
Sign in to share photos or explore the world through .
Flickr... Sign in to Yahoo!
Yahoo! ID:
Password:
™ Remember my ID on this
i

it aver 551,

Den't have a Yahoo! ID?
Signing up is easy,
ct with friends and family thraugh your photos sign Up

Peopie who use rock!
Mot enly does Flickr make you smell better, it alse makes you more
attractive.

One Yahoo! ID. Sa much funt

FIGURE 4-1. A sample phishing website

Another common phishing fraud begins with an email message urging you to
solve a problem with a financial account immediately. The message looks
legitimate, but includes a link that opens a fraudulent website.

& phishing: Paypal Securities Added
: Fle Edt Wiew Insert Format Tools  Actions  Help

§ ey | (Reply o All | (3 Forwerd | 5 gl_é\vlﬁr\.f;.X\»vv Al o

] AL AR ZUIE =
From:  poc@tw-hiexp
Date: Tuesday, September 20, 2005 11:41 AM
To: PCC_User@tw-hiexp; pre@tw-hisxp

subject:  phishing: Paypal Securites Added
The way to send and
[FERLE] eive money online

FIGURE 4-2. A sample phishing email message
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Criminals also use Internet Relay Chat (IRC) and other instant messaging
programs to slip undesirable files and links to phishing websites into
“dynamic content” (such as graphics, website addresses, and media files) sent
directly to you through a chat window.

& katrina- Instant Message N [=)'E3
Conversaion Edit Yiew Actions Help

@\a cal

=) katrina A=Y=
willy: hit

katrina:

Come to look new photos me and my friends

http://myfriends.go2me.biz/
= & T i & mvironment A
Last message received on 11/28/2007 at 2:04PM

FIGURE 4-3. Sample phishing instant messages

What are cookies?

Websites may store data on your computer temporarily to identify you or save
your preferences. They generally serve to make websites more convenient to
use, but may also threaten your privacy. Cookies used inappropriately can
function as a kind of spyware.

Note:  Make sure to check the detailed information about suspected spyware
found before deleting anything.

What should I do if informed that Trend Micro AntiVirus plus
AntiSpyware automatically removed or quarantined a virus,
Trojan horse or spyware?

Click the name of the virus, Trojan horse or spyware to see details such as
threat characteristics and any further actions you can take.

After Trend Micro AntiVirus plus AntiSpyware has dealt with a Trojan horse
program or spyware, you may need to restart your computer to finish
removing the threat. Normally, you can just click Restart now.
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Technical Support

Trend Micro seeks to provide technical support that exceeds your expecta-
tions. In this chapter, you can find out how to get technical support.

Remember, you cannot get support before activating Trend Micro AntiVirus
plus AntiSpyware.

This chapter covers the following topics:

Before Contacting Technical Support on page 32

Submitting Samples of Infected Files on page 32

Reporting Spam, Fraud, and Incorrectly Tagged Messages on page 33
TrendLabs on page 33

Other Resources on page 33
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Technical Support

Before Contacting Technical Support

Before contacting technical support, please consider a few other ways to find

a fast and easy answer to your question:

» Refer to the documentation. Check both the Troubleshooting chapter of
this Getting Started Guide and the Product Help for information about
Trend Micro AntiVirus plus AntiSpyware.

«  Visit the Trend Micro Technical Support site, which provides the very
latest information about all Trend Micro software, as well as answers to
questions submitted by others.
http://www.trendmicro.com/support/consumer/

Contacting Technical Support

Use this site to find the right Trend Micro telephone number:

http://esupport.trendmicro.com/support/consumer/callus.do

To help Trend Micro solve your problem as quickly as possible, please have

the following information ready before calling:

e Your Trend Micro AntiVirus plus AntiSpyware serial number

e Your Trend Micro AntiVirus plus AntiSpyware version number

e The exact text of the error message, if any

« A brief explanation of what you were doing when the problem occurred
(including ways to reproduce the problem)

Tip: Open the main console (see page 20), select Help & Support, and
click Product Information to find your program version and serial
numbers.

You can also open a technical support case online by visiting:
http://esupport.trendmicro.com/support/consumer/submitonline.do.

Submitting Samples of Infected Files
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If a file seems unsafe but your security software fails to detect any problems,
please submit the suspicious file to this website:

http://subwiz.trendmicro.com
Include a brief description of any symptoms you have experienced. Trend
Micro specialists will “dissect” the file to identify any malicious code.
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Reporting Spam, Fraud, and Incorrectly
Tagged Messages
Please forward spam email messages, as well as legitimate messages misiden-
tified as spam, to the following address:
false@support.trendmicro.com

Please forward fraudulent (phishing) messages to the following address.
antifraud@support.trendmicro.com

Trend Micro Technical Support checks for patterns in these messages to
improve the software that detects spam and fraudulent email messages.

TrendLabs

TrendLabs, a global network of research and support centers, provides contin-
uous information and updates to Trend Micro customers around the world.

Staffed by hundreds of highly-trained engineers and skilled support profes-
sionals, dedicated service centers in Paris, Munich, Manila, Taipei, Tokyo,
and California ensure a rapid response to new computer security threats.
For more information about TrendLabs, please visit this website:
http://us.trendmicro.com/us/about/company/trendlabs/

Other Resources

* Visithttp://www.trendsecure.com/my_account/ to access
your Trend Micro account, or http://www.trendsecure.com for
access to more security tools and services.

e The Trend Micro site, http://www. trendmicro.com, offers free
trial downloads of award-winning security software, plus tools like the
Virus Map, which reports on virus infections found all over the world.

*  You can download software updates and patches at any time from
http://www.trendmicro.com/download/.
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