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Chapter 1

About ScanMail™ for Lotus Notes

ScanMail for Lotus Notesworksin real time to prevent viruses and malicious code
from entering your Lotus Notes network viamail, replication, or infected documents.
In addition, ScanMail’s companion product, eManager, blocks spam mail and
provides messages filtering based on content, size, domain, status, or whatever
search criteriayou specify.

ScanMail is aso fully compatible with Control Manager, Trend Micro’s centralized
management console that lets you aggregate disparate antivirus protection into a
cohesive solution. If you are adding ScanMail to an existing Control Manager
network, see Appendix 1 for more information.

Documentation set

This Getting Started Guide acquaints you with the main features of ScanMail, guides
you through the installation planning and steps, and then walks you through the
basics of configuring both ScanMail and eManager to function according your needs.

Although this Getting Started Guide document discusses ScanMail in a Windows
environment, the main ScanMail features and tasks are common to all platforms and
s0 this guide serves to explain them all. For platform-specific issues and/or
installation instructions, see the readme.txt accompanying the software.

Other documentsin the set include: :
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Readme.txt—contains platform specific installation instructions, version
enhancements, basic installation information, known issues, release history

on-line help—contains usage advice, feature- and field-specific product
information, and how to's

K nowledge Base—a searchable database of known product issues, including
specific problem-solving and troubleshooting topics; accessible at

http://sol uti onbank. trendm cro.com

Electronic (.pdf) version—of the printed manuals are available at
http://ww.trendm cro.com downl oad/ document ati on/

Supported platforms

ScanMail supports the Windows and Unix platforms listed below. For adetailed list
of hardware and OS requirements, check the ScanMail on-line help database or see
the readme.txt file. Currently, eManager is only supported on the Windows platform.

Windows 2000 and Windows NT

Linux (Red Hat 6.2 and SUSE 6.4 - Kernel ver. 2.4 and later)
Sun Solaris

IBM AlIX

IBM §390

IBM AS/400

Step-by-step instructions for installing ScanMail on each of the UNIX platforms
above can be found in the readme.txt file.

Viruses in a Notes environment

ScanMail for Lotus Notes stops the spread and acquisition of computer
viruses—both known and unknown—in the L otus Notes client-server environment.

1-2

ScanMail provides constant detection and protection of the three points of entry
where the Notes client environment is most vulnerable:

Email transmissions— ScanMail performs real-time scanning on al inbound
and outbound email messages and their attachmentsto stop viruses from entering
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your system, or infecting someone else's (for example, a customer). The
real-time Mail Scantask iscalledt nmscan.

* Client database accesses — ScanMail monitors database files that are modified
inreal time to prevent viruses from being archived among your stored database
documents.

* Replications— ScanMail checks al files modified through the Notes database
replicator in real time to keep viruses from being replicated from other Notes
servers. The Real-time Database Scan task iscalled r epscan.

In addition, ScanMail helps end the cycle of recurring infections with manual or
scheduled sweeps of the entire database and mail message attachments.

About Scan tasks

Trend Micro Inc. is dedicated to providing integrated virus protection solutions that
cover al the places where viruses may be hiding. The Notes environment is
particularly complex due to its many features and capabilities. The same functions
that allow usersto easily exchange email, documents, and entire databases with other
local or remote users also allow virus proliferation.

ScanMail includes two real-time scan tasks that [oad whenever the L otus Domino
Server is started: pscan, which checks read/write activities to the database and
replications, and t mrscan, which checks all inbound and outbound email
attachments before they are distributed to individual mailboxes, eliminating
repetitive scanning of messages.

Thetask dbscan isavailable for Manual Scan and Scheduled scans.

ScanMail provides central configuration with remote management from any Notes
workstation. Trend Micro’s " CascadeUpdate" Technology automatically downloads
new pattern files to the lead server and distributes them to all other servers using the
Notes replication process. Each server automatically adopts new virus pattern files
without the need for server reboot.

1-3



Trend Micro™ ScanMail for Lotus Notes™ Getting Started Guide

About viruses

Simply put, acomputer virus is a program that replicates. To do so, the virus will
need to attach itself to other program files (for example, .exe, .com, .dll) and execute
whenever the host program executes.

Beyond simple replication, avirus always seeks to fulfill another purpose: to cause
damage. Called the damage routine, or payload, the destructive portion of avirus can
range from overwriting the partition table on the main system disk to scrambling the
numbers in your corporate spreadsheetsto just taunting you with sounds, pictures, or
effects.

Related to viruses, are worms, Trojan horse programs, script bombs, and a host of
other malicious programs designed to destroy data, crash the mail server, or
otherwise interfere with the business of innocent companies and users.

It'sworth bearing in mind, however, that even without a "damage routine,” left
unabated, viruses and the other malicious programs will continue to
propagate—consuming system memory, disk space, slowing network traffic and
generally degrading performance. Often buggy, virus code can aso be the source of
mysterious system problems that take weeks to understand. Whether it was written to
be harmful or not, a virus on your system can lead to instability and must not be
allowed to remain.

Some viruses, in conjunction with "logic bombs," do not make their presence known
for months. Instead of causing damage right away, these viruses do nothing but
replicate—until the preordained trigger day or event when they unleash their damage
routines across the network.

Itisfor thisreason, that, immediately after installing ScanMail and updating the virus
pattern file, you should run a complete scan of all your Notes databases—you need to
be sure there are no viruses buried somewhere deep within your data.

About the virus pattern file
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As new viruses are written, released to the public and discovered, Trend Micro
collects their telltale signatures and incorporates the information into the virus
pattern file. Because new and virulent viruses are discovered every day, Trend Micro
frequently makes available new versions of the virus pattern file, sometimes as often
as daily, depending on the need and threat-risk.
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ScanMail for Lotus Notes draws upon this database of virus "signatures’, commonly
called the virus pattern file, to detect virusesin email traffic, database replications,
and database documents.

You can configure automatic updates of the pattern file to stay protected against the
latest viruses. The updates can take place directly from the Internet, or by replication
from a central server that holds the most current pattern files.

If aparticularly damaging virusis discovered “in the wild,” or actively circulating,
Trend Micro releases a new pattern file as soon as a detection routine for the threat is
available (usually within afew hours).

Replication

Notes
Server 1 Server 2

e | S ] S ] S L] s (| i ]|
Virus infected Client Client Client || Client Client Client
e-mail document

Network A Network B
A notes client attaches  Notes server #1 stores the Notes server #1 runs a
an infected file to a mail into ten recipient scheduled replication
Notes mail and sends mailboxes. One of the with server 2, spreading
it to other users. recipients posts the mail to the virus to that server
a shared database. as well.

FIGURE 1-1. Risk: one virus-infected file can rapidly spread throughout an
entire Notes network via daily Notes functions.

About the Scan Engine

At the heart of all Trend Micro products lays a proprietary scan engine, capable of
quickly detecting al viruses known to be “inthe wild”, or actively circulating. In
addition, the engine detects Distributed Denial of Service (DDoS) attacks, and mass
mailing worms/viruses such as Nimda, CodeRed, ILOVEY OU, and KLEZ.E.

Datais checked for viruses using Trend Micro’s 32-bit, multi-threaded scan engine
and a process called pattern matching. In addition, whereas most antivirus companies
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are limited to only one or two types of heuristic scanning, the Trend Micro scan
engine employs multiple sophisticated algorithmsto allow the quick identification of
previously unknown Macro, Script, Boot, DOS, and polymorphic viruses.

The scan engine includes an automatic clean-up routine for old virus pattern files (to
help manage disk space), aswell asincremental pattern updates (to help manage
bandwidth).

Management features
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ScanMail for Lotus Notes can be configured from the Notes client or through a Web
browser. The Notes client provides the most convenient, easy-to-use interface to
configure ScanMail because it providesthe local access rights needed for some of the
advanced options.

Notes script scanning

New types of malicious scripts are emerging that can be just as destructive as viruses.
LotusScript provides a scripting language for the Notes environment. It is an
event-driven, embedded scripting language with object-oriented extensions.
Event-driven programming allows the automation of tasks such as opening
databases, documents, and views; clicking buttons, prompting for user input,
checking data entry errors, or preventing certain actions. LotusScript is a powerful
tool that allows much customization of Notes tasks and isareal time-saver.

ScanMail employs script scanning to eliminate malicious code at the source before
any damage can be done. ScanMail provides protection against destructive, powerful
Notes scripts and macros contained in hotspots, otherwise known as "script bombs".
User-definabl e destructive commands are blocked from execution, including
functions, commands, script strings, and URLS.

Rich Text and Stored Form hotspot scanning

Notes hotspots allow the communication of additional information in a Notes
document. Hotspots can display popup text, switch to alink, or perform a Notes
action. Hotspots can provide much useful information and simplify Notes routines.
Notes providesfive types of hotspots: Link Hotspots, Text Popups, Formula Popups,
Buttons, Action Hotspots.
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However, hotspots can a so be used for destructive purposes. ScanMail for Lotus
Notes protects the Notes environment against the execution of malicious hotspots.

ScanMail for Lotus Notes provides the option to protect the two main categories of
hotspots (either of which can contain the five main types listed above):

» Rich-text Hotspots

»  Stored Form Hotspots

Rich-text hotspots are created as part of the original data saved in a document. Notes
also provides the ability to store the original data entry forms with each document.

These forms are called Stored Forms. ScanMail a so protects against malicious
hotspots stored in the body of Stored Forms, which isin rich-text format.

Advanced database scanning features

ScanMail for Lotus Notes supports multithreading using Trend Micro’s proprietary
scan engine. ScanMail scans UUencode, BINHEX, and MIME encoded attachments
and awide variety of compression types.

Enhanced scanning options
ScanMail for Lotus Notes provides the following enhance options:
»  Performsvirus scanning in memory, significantly increasing the scanning speed
(must be enabled)

e Trusted Server Scanning for multiserver email and documents — mail or
documents that have already been scanned on trusted servers will not be
rescanned

*  Separatetreatment options are available for viruses versus script bombs found

e Separatetemporary directoriesfor Mail Scan, Manual Scan, Scheduled Scan, and
Real -time Database Scan can be configured

»  Strips macros from Office documents to prevent malicious macros from running

e Scans Microsoft Office objects that have been embedded in documents, for
example, OL E objects. Removes objects containing malicious code

»  Ability to exclude specified directories during Manual and Scheduled scans
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Incremental scanning

Setting the Incremental scanning option during Manual and Scheduled database
scans saves considerable server time and resources. Incremental scanning allows
selective scanning of new and newly modified documents. Scanning will be
performed only on files that have not been previously scanned or that have been
altered since the last scan.

Database scan execution order

ScanMail for Lotus Notes now offers many database scanning features in addition to
virus scanning. The scan order is as follows:

1. Incremental Scanning (Manual and Scheduled Scan) — if documents have
previously been scanned, they are not rescanned.

2. Scanning Embedded Objects — scan Microsoft Office objects that have been
embedded in mail messages for malicious code.

3. Sripping macros from Office documents— strips potentially destructive
macros from Microsoft Office documents.

4. Virus Scanning — attached files containing viruses are cleaned, passed,
quarantined, or deleted as specified. A notification message can be sent to the
Administrator or other specified users.

5. Script Scanning — Notes hotspots in stored forms and rich text fields are
scanned for malicious script commands and URLSs. If destructive code is found,
the hotspot can be cleaned, passed, or deleted. The hotspot can also be replaced
with a customizable message and a notification message can be sent to the
administrator(s).

Advanced email advanced scanning features
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ScanMail for Lotus Notes offers the capability to perform advanced email scanning,
including reducing total scanning by not rescanning documents already scanned by
trusted servers. Included also is the ability to block specified file extension names
and/or file extension types from delivery within your Notes environment.
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Trusted server scanning

Setting the Trusted Server Scanning option for real-time email scanning saves server
time and resources by allowing the configuration of trusted servers. Documents
scanned on trusted servers need not be scanned again.

"Red Alert" attachment blocking

ScanMail for Lotus Notesincludes the ability to block certain attachments from
being delivered. Thisfeature can be used in "Red Alert" virus outbreak situations, or
simply used to enforce existing company policy on file types that can be sent.

Thetypes of files blocked are user-definable and can be documents, executables,
drivers, script files, or any other file name and/or file extension type. In addition, you
can configure arecipient exclusion list so that certain users, such asthe IT
department, will receive al attachments.

Block action

The Mail Scan Block action prevents messages containing infected files from being
delivered. The entire email message is blocked from delivery, including the text,
header, and all attachments.

This action is more complete than the Delete action, which deletes infected
attachments only. The original message text of the email and any uninfected files are
still delivered to the intended recipient.

Email Filter rules

The Email Filter works to check email messagesfor domain restrictions. With the use
of Filter Rules, email messages sent to and from specified domains can be blocked in
general, blocked based on mail size, delayed in certain business or non-business
hours, or set to low priority. In addition, you can enable Subject line blocking if you
would like to block email from delivery based on text in the subject line.

Multiple rules can be set with individual notification messages. In addition, you can
configure a sender exception list so that critical staff members can be excluded from
mail blocking.

The ScanMail Time Database, snt i me. nsf , isused for the Email Filter Rule
option to send attachments at a specified time. This option enables bandwidth
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management, for example, postponing delivery of large attachments until after
normal working hours.

Regular and rich text notification

In all configurations, you can use ScanMail’s default message or compose one of
your own. You can choose to send regular text ScanMail notification messages or use
the new rich text format. Rich text format is used to customize the background,
graphics, and text style of notifications.

Separate internal and external notifications can be configured in the warning message
sent to the sender and recipient(s) when you use regular text notification.

Email scan execution order

ScanMail for Lotus Notes now offers many email scanning features in addition to
virus scanning. The scan order is as follows:

1. Email Filter Rules— if email matches afilter rule, the specified actionis
triggered (block always, block if a specified size, set to low priority, etc.).

2. Trusted Server Scanning — if mail has previously been scanned on specified
servers, it is not rescanned.

3. Attachment Blocking — mail attachments are compared with the extension
block list; matching files are blocked and not scanned.

4. Scanning Embedded Objects — scan Microsoft Office objects that have been
embedded in mail messages for malicious code.

5. Sripping macros from Office documents— strips potentially destructive
macros from Microsoft Office documents.

6. Virus Scanning — attachments are scanned for viruses and the action specified
is taken.

e Viruses detected — mail attachments containing viruses are cleaned, passed,
guarantined, or deleted. Alternatively, the entire message can be blocked
from delivery. Naotifications can be sent to the Administrator, sender, or
recipients

*  No viruses detected — mail that does not contain viruses can have a " Safe
Stamp" inserted in the Subject line to indicate that it was scanned
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*  Encrypted mail — a message with attachments that can’t be scanned due to
encryption can have an Encryption Stamp inserted in the Subject line to
indicate that they were not scanned

»  Office macro strip notification — if stripping Office macrosis enabled,
messages that have had macros stripped can have a notification stamp

» Disclaimer — if aDisclaimer Stamp is configured, it will beinserted in all
mail that has been scanned for viruses
7. Script Scanning — Notes hotspots in stored forms and rich text fields are
scanned for malicious script commands and URLSs. If destructive code is found,
the hotspots can be cleaned, passed, or deleted. The hotspot can a so be replaced
with a customizable message and a notification message can be sent to the
administrator(s), sender, and/or recipient(s).

Stopping email delivery when ScanMail is not running

You can configure whether or not to have Notes continue mail delivery if the
ScanMail tasks are stopped. By default, when ScanMail is not running, mail will
continue to be delivered by the Notes server. The variable SM StopMail in the
not es. i ni fileisused to configure whether to continue mail delivery when
ScanMall is stopped.

Virus and quarantine logs

Individua virus log records contain a unigue ID number for the document. They
contain information on the server and database the document was found on, the
attachment name and action on viruses found (or files blocked, or script bombs
found).

ScanMail includesavariable called SMOutputLevel inthenot es. i ni filethat you
can set for different logging levels. This variable controls the recording of virus
information messages in the Notes system log and includes ScanMail task activity
such as the databases scanned.

Quarantine database

ScanMail for Lotus Notes features a database for storing quarantined documents to
prevent users from accidentally these files. The quarantine database contains live
viruses, so it is agood ideato delete the quarantine records periodically.
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Virus statistics

ScanMail for Lotus Notes provides several lists of viruses most frequently detected
on your network, the Virus Statistics table which is familiar from earlier versions of
ScanMail, and the database history.

Virus Charting—Ilist of top 10 viruses detected
Database Charting—Ilist of top 10 databases infected
User Charting—list of top 10 users sending the most viruses

Virus L og Satistics—information on script bombs detected and files blocked in
addition to disposition of viruses detected

Database Histor y—information about the scanning history and number of
documents scanned



Chapter 2

Installing and Accessing ScanMail

For uniform antivirus protection, install one copy of ScanMail on each Notes
Domino server in your Notes network. After installing, be sure to update the virus
pattern file so your protection is as current as possible and then follow the
recommended database setup procedures described in chapter 3.

This chapter providesinstallation planning, step-by-step installation instructions for
the Windows platform, and explains how to access the ScanMail consile locally, via
Notes client, and remotely, via Web browser.

Step by step installation instructions for the Unix platforms can be found in the
readne. t xt filethat shipswith the product or on the Web:

e Sun Solaris
e Linux

e |BM AIX
 IBM 0S/390

* IBM AS/400

Download the platform specific readme.txt, or more complete Getting Started Guide
from:

http://ww. trendm cro. com downl oad/ product . asp?producti d=10
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System requirements

Always check the readme.txt to confirm version-specific requirements and for any
last-minute news and product information. ScanMail supports the following
platforms, detailed below:

*  Windows, Linux, Linux zSeries, Solaris, AlX, AS-400, 0OS-390

e Lotus(TM) Domino(TM) R 5.x and above, Domino 6 and above

Note:  The agent for Trend Micro's centralized management console, Control Manager,
may have system requirements that differ from the above. Before installing the
agent, check its system requirements in the age-specific readme file.

Windows
ScanMail and eManager have the following system requirements.

*  Microsoft Windows 2000 server, or Microsoft Windows NT 4.0 w/ SP3 or later
»  Server with a Pentium processor

*  64MB RAM (256MB recommended)

e 20MB available disk space for program files

* 100MB disk space for swap files (500M B recommended)
* Internet access (for pattern downloads) on at least ScanMail server

Linux

Thefollowing Linux platforms are supported:

* RedHat 6.2 (Kernel version 2.4 or later recommended)
e SuSE 6.4 (Kernel Version 2.4 or later recommended)
e Linux for IBM zSeries 8 + Service Pack 2

e Internet access (for pattern downloads) on at least ScanMail server
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Solaris and AIX
In addition to the hardware specified above,

* Solaris2.5.1 or later (or)
* AIX415o0r later
* Internet access (for pattern downloads) on at least ScanMail server

AS-400

In addition to the hardware specified above,

* AS/400 Version 4, Release 5 or later

e 128MB RAM

» 350MB disk space available for program files;

e 100MB disk space available for swap files

» Internet access (for virus pattern file, scan engine and spam rule downl oads)

0S-390
In addition to the hardware specified above,

e 0S/390 2.10 or above
128MB RAM
e 64 MB disk space available for program files;
* 100 MB disk space available for swap files
* Internet access (for virus pattern file, scan engine and spam-file downloads)
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Using ScanMail for Lotus Notes with Trend
Virus Control System and/or Control Manager

You can install the Control Manager 2.5 agent for ScanMail on a Windows server. It
does not need to be running Lotus Domino, or the Notes client.

e Intel™ Pentium™ 300MHz processor (or higher recommended)

e 128MB RAM minimum (256MB or more recommended)

» 50MB free disk space for the program files

e Control Manager 2.5 Server

Note:  Uninstall Trend Virus Control System if you plan to install the Control Manager
2.5 agent on a domino server

It is recommended that the Server.id of the Domino Server have no password if you
areinstalling a Control Manager agent.

Installing ScanMail™ for Lotus Notes

2-4

Installing ScanMail for Lotus Notesis quick and easy. There arereally only afew

things to keep in mind:

e ScanMail must be installed to the Notes data directory, not to its own directory.
Theinstallation program seeks out the program directory.

» Beforeinstalling, stop the Notes server and close the Notes client if it is open.

e |If you are upgrading to ScanMail version 2.6 from ScanMail version 2.5x, there
isno need to uninstall the existing copy—just run the Setup.exe program and you
will be upgraded automatically

Note:  If you are running aversion of ScanMail prior to 2.5x, uninstall it before installing
version 2.6.

To install ScanMail on a Windows 2000 server:
1. If you have the Trend Micro Enterprise Protection CD,
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a.

Insert Disk 1 in the CD drive of the Notes server where you will install
ScanMail and, when prompted, select the language you want to use. (If the
CD does not automatically open, double-click thefile go. exe in the root
directory of the CD drive).

Next, click Choose Softwar e in the Wel come screen that appears, and then
choose ScanMail for Lotus Notes from the list of product families and
ScanMail for Lotus Notes (Windows) from thelist of platforms.

Click the Install button to begin installing ScanMail, or Documentation to
view the readme.txt.

If you are downloading from the Web:

a.

Download or copy the ScanMail binary archive to atemporary directory on
the Notes server where you want ScanMail to run, and then extract the files.

Double-click the file setup.exe to begin installing (or readme.txt for
program information).

In the Welcome window appears, click Next.to continue, and then Yes to accept
the Trend Micro License Agreement.

Follow the on-screen promptsto identify the location of your not es. i ni file
(typicaly in\ | ot us\ domni no), and identify where the ScanMail program files
and databases should be ingtalled (typicaly in\ | ot us\ doni no\ dat a).

After specifying where to copy the ScanMail files, enter your name and
company. Click Next, and enter a product serial number.

Note:  Seria numbers for both ScanMail and the optiona plug-in eManager can be

found on the outside front cover of the Getting Started Guide or obtained from
sales@trendmicro.com. If no serial number is entered, a 30-day trial version
of the product(s) is installed.
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8.

After copying all the program files, Setup will sign the ScanMail databases just
installed using the Notes server.id—Click No, unless you specifically want to
useadifferent ID. If you choose to sign the databases using ancther 1D, be sureit
is administrator-level.

Next, choose the temporary directories you want ScanMail to use when scanning,
or just click Next to accept the defaults:

| ot us\ dom no\ dat a\ sm n\ SMrenp\ Mai | Tenp—NMai | Scanni ng

| ot us\ dom no\ dat a\ sm n\ SMrenp\ DbTenp—NManual Scanni ng

| ot us\ domi no\ dat a\ snl n\ SMrenp\ PTenp—Schedul ed Scanni ng

| ot us\ dom no\ dat a\ s n\ SMrenp\ RepTenp—Real - ti me Scanni ng

Note:  If you are running ServerProtect or some other antivirus product on the
Domino server where you will install ScanMail, be sure to exclude from
scanning ScanMail’s temp directories. Otherwise, a scanning conflict can
occur.

Setup takes a few minutes to sign the ScanMail databases just installed. Once
they have all been signed, click Finish to complete the installation and view the
Readne file.

Restart the Notes Domino server to start the ScanMail tasks and begin scanning.

See also: Upgrading from the Trial Version, Installing on a Partitioned Server, and
Installing a Control Manager Agent for ScanMail.

Upgrading from the trial version

The 30-day freetrial version of ScanMail isfully functional. After 30 days, however,
the scanning services will continue to load but are disabled. In this case, you should

either remove ScanMail or obtain alicense. Obtain a serial number by purchasing the
upgrade, or visit the Trend Micro Web site for purchasing information at:

http://ww.trendm cro. conf buy/ us/enterprise. asp
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Installing ScanMail to a partitioned server

When installing multiple instances of ScanMail onto a Domino partitioned server, all
ScanMail executablefiles are installed to the same Notes directory—all instances of
ScanMail installed on a the same machine will use the same executable files.

Not so for the ScanMail database files, however. For the data files, each partition of
ScanMail maintains its own database files and temporary directories, the location of
which are defined in each partitions's respective not es. i ni file.

Ingtall ScanMail on a Domino partitioned server as you would any "normal”
installation, but with these differences:

If you will be installing an agent for Trend Micro Control Manager, stop the
Domino server, install ScanMail on all the partitions, restart the Domino server,
and then install an agent on each partition with ScanMail.

Specify a unique name for the data directory and temporary directories. For
example:

\ Lot us\ Domi no\ Dat al\ s n\ SMrenp\ Mai | Tenp—Mai | Scanner

\ Lot us\ Domi no\ Dat al\ sm n\ SMrenp\ RepTenp—Real -ti me Scanner
\ Lot us\ Domi no\ Dat al\ s n\ SMrenp\ DbTenp—Manual Scanner

\ Lot us\ Domi no\ Dat al\ s n\ SMrenp\ PTenp—Schedul ed Scanner

Repeat the installation for each partitioned server that you have installed. For
example, locate the "notes.ini" for the second partitioned server.

When prompted, choose "Overwrite" to install to additional partitioned servers
and specify a unique name for the data and temp directories for each.:

\ Lot us\ Domi no\ Dat a2\ sm n\ SMrenp\ Mai | Terp—Mai | Scanner

\ Lot us\ Domi no\ Dat a2\ sl n\ SMrenp\ RepTenp—Real -ti me Scanner
\ Lot us\ Domi no\ Dat a2\ sm n\ SMrenp\ DbTenp—Manual Scanner

\ Lot us\ Domi no\ Dat a2\ sm n\ SMrenp\ PTenp—Schedul ed Scanner

Note:  If you are running ServerProtect or some other antivirus product on the
Domino server where you will install ScanMail, be sure to exclude from
scanning ScanMail’s temp directories on each partition. Otherwise, a scanning
conflict can occur.
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Opening the ScanMail console

You can administer ScanMail locally, from a Notes client, remotely, via Microsoft
Internet Explorer browser, and in conjunction with other Trend Micro antivirus
products viathe Trend Micro Control Manager.

Using a Notes client
To open the ScanMail console from a Notes client on the ScanMail server:

e Right-click the Notes Workspace, choose Open Database in the pop-up menu
that appears, and use the Browse button to locate the file:

\ Lot us\ Doni no\ Dat a\ sntonf . nsf

#P ScanMail for Lotus Notes - 1 ScanMail Main - Navigator - Lotus Notes i =] o]

File Edt View Create Help & o Gy G
2 Welcome Warkspace |@Scar\MaM for Lotus Notes -1 Seaniail Main - Nawgamrj notes
8 “TREND MICRO »
ScanMail
o Welcome to
Trend Micro
¥ Scan Options
b Lot ScanMail
P Logs
b Qustartine Manager Scanhdail for Lotus Notes stops the spread and acquisition of computer viruses — both known and unknown —
inthe Lotus Notes client-server environment.
P System Log

¥ Gereral Admiristration
The Scanhiail solution for a secure Notes environment is as follows:

P Begistration

b Help © Using both rules-based and pattem recagnition technolagy, all existing databasss are scanned and

T — sy archived vinises removed

© Wirus scanning is then established atthe Notes mail server ta prevent viruses from spreading via
eMail attachments

BLEE WEPEE:

© “irus seanning is also put in place st the Motes replication serverto prevent the spread of viuises
introduced between database scan, for example, from an unsecured Notes server

@ TREND

Find out more about virus protection at hittp://www trendmicio.com
Coppight ® 1337-2002 Trend Micro Incorporated. All Rights Feserved

| | il *[&2| Office [Ty

FIGURE 2-1. The ScanMail Welcome screen, as seen from a Notes
client.
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Double-click the ScanMail icon in the Workspace to open the console, and the
Welcome screen appears with the main menu in the left navigator pane. From each
menu page, return to the main page by clicking the Cancel button in the Action bar at
the top of the screen, or by pressing the Esc key.

Using a web browser

To open the ScanMail console with a Web browser:

1. Inthe Address bar, specify the URL address below:
http://<conput er >/ sntonf . nsf

where <comnput er > isthe name or IP address of the server. Press Enter. If you
have changed the port number, you should enter it as well. For example, if you
have changed the port to 8080, you would enter:

http://123.123.123. 12: 8080/ sntonf. nsf

2. If prompted for aUser Name and Passwor d, enter a Person and Internet
password as specified under Peoplein the Notes Name & Address book.
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3. The ScanMail for Lotus Notes main menu appears. Make your selections from
the left navigator pane.

3 Trend ScanMail for Lotus Notes - Microsoft Internet Explorer =0 x|
Fle Edt Wiew Favortes Tools Help ‘
Address [] htep/10.2.13.20fsmeanf nsf | @

TRENDMICRD
ScanMail

Y- Welcome to

P Scan options Trend Micro

ScanMail

P Logs

¥ ouarantine Manager Scanhail for Lotus Motes stops the spread and acquisition of computer viruses -- both
knowin and unknown -- in the Lotus Notes client-server erwironment

¥ system Log

The ScanMail solution for a secure Notes emironment is as follows:
P General Administration . .
© Using both rule-based and pattern recognition technology, all existing databases are
» scanned and any archived viruses rermovad
Registration
© “irus scanning is then established at the MNotes mail server to prevent viruses from

b y
Help spreading via email attachments

© Wirus scanning is also put in place at the Motes replication server ta prevent the spread of
viruges intraduced between database scans, for example, from an unsecured Notes server.

@) TREND

Find out more aboutvirus protection st hittp:iwww.trendmicro.com
Capyright & 19872002 Trend Micro Incarparated, All Rights Reserved

(&] Done [ |4 meemet y

FIGURE 2-2. The ScanMail Welcome screen, as seen from a Notes
client.

Using a Control Manager agent

See Chapter 10 of this document for information about Trend Micro Control
Manager, agent installation instructions, and how to access ScanMail viathe Control
Manager console.

About Control Manager

Trend Micro Control Manger is a Web-based management tool that allows
administrators to configure, monitor and maintain most antivirus software installed
on the network from a single console—regardless of location or platform.
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TMCM can be individually purchased. Information on using ScanMail in a Control
Manager network can be found on ScanMail’s on-line help and in Chapter 10:
Control Manager.

Removing ScanMail for Lotus Notes
Before removing ScanMail,

e Make sure that the Notes server and client are not running

» If youinstalled the Trend VCS agent for Lotus Notes, you should uninstall that
first before removing ScanMail. See the online Help database for further
information.

To uninstall, click the Start button and choose Programs | Trend ScanMail for
Notes| Uninstall Trend ScanMail for L otus Notes 2.5. ScanMail’s uninstall
program will remove shared and standard program files, as well as program folders,
items, directories, and entries made to the registry.

If the ScanMail Icons on the Workspace still appear after uninstallation, right-click
on each and choose Remove From Wor kspace from the menu that appears. In
addition, you can remove the ScanMail entriesinthenot es. i ni  file manually.

Note:  Changes to the ScanMail not es. i ni  variables will not be automatically
removed by uninstallation.
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Using, Updating and Optimizing
ScanMail for Lotus Notes

Once ScanMail is installed, make sure you do the following:

*  Add the ScanMail program icons to your Workspace and restrict access to the
ScanMail databases

»  Configure ScanMail to recognize a proxy server (if any) on the network

»  Update the virus pattern file and scan engine

* Register your copy of ScanMail with Trend Micro

»  Optimize performance by enabling memory-based scanning and establishing
multiple scan threads

Note:  After installing ScanMail and restarting the Notes server, ScanMail automatically
loads its scan tasks and begins real-time scanning of Notes mail traffic and
database activity.

This chapter provides information on using, updating and optimizing ScanMail -- all
tasks you should undertake before scanning all of your Notes databases. Subsequent
chapters provide information on how to configure mail and database scans, run a
complete scan, and see ScanMail work by using a special test "virus'.

3-1



Trend Micro™ ScanMail for Lotus Notes™ Getting Started Guide

Configuration examples given in this manual are from the Notes client—certain
ScanMail configuration changes can only be performed from the Notes client.

Adding the ScanMail Icons to the Workspace

After installing ScanMail, you can access program links to the readme.txt and
ScanMail uninstall utility in the Windows Programs menu (under Trend Micro
ScanMail for Lotus Notes). Adding the ScanMail program Icons to the Notes
Workspace must be done manually.

To add the ScanMail icons to a Workspace:

1.

Make active the Workspace that you want ScanMail to be accessible from. Right-
click and select Open Database... in the popup menu that appears.

Click Browse and locate the/ Lot us/ Domni no/ Dat a/ directory, where you
can Select the following databases to be opened

smconf.nsf— main configuration database

smquar.nsf— Quarantine L ogs database

smhelp.nsf— Help database

smency.nsf— Pattern database

smftypes—database listing recognized file types (does not need to be
added to the Workspace).

After adding the icons to the Workspace, double-click ScanMail for L otus
Notes to open the console.

Restricting access to the ScanMail databases

We recommend that you restrict access to the ScanMail databases so that the casual
user of the Notes network is not able to change your ScanMail configurations or
deletelog files. You can restrict access using Notes' native access control.

3-2

To restrict access to the ScanMail databases:

1.

Right-click on each ScanM ail icon and in the pop-up menu that appears, click
Database > Access Contral....
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2. Locate-Default- at the top of thelist and select it if it is not already II‘
highlighted. Find User type and Accessin the upper right corner.

*  For User type, select Unspecified.
*  For Access, select No Access.

3. AsNotes Administrator, you need full rights to administer the ScanMail
database.

a. Your name should appear in the same list as -Default- was found. If it does
not, click the Add button, and then the "look up” silhouette on the right.

b. Chooseyour name from thelist that appearsin the Names window and click
Add. Click OK when your name appears in the Added pane on the right
side of the Names window.

c. Inthe Access Control List window, highlight your name and click the
drop-down arrow for User type, select Person. Do the samefor Access, but
give yourself M anager access.

4. The Notes server also needs full rights to access the ScanMail database.
a. Click the Add button, and then the "look up" silhouette on the right.

b. Choosethe server name from the list that appears in the Names window and
click Add. Click OK.

c. Inthe Access Control List window, select the server, click the drop-down
arrow for User type, and select Server. Do the same for Access, but give
the server Manager access.

5. Check the access status of any other people who appear on the list. We
recommend that you give no higher than Reader accessto most users unlessthey
share Notes administrative duties. Click OK to save the configuration changes.

Configuring ScanMail to work with a proxy server

If there is a proxy server on the network between ScanMail and the Internet, you will
need to identify the location and provide valid log in credentials before performing
any virus pattern, scan engine, or spam database updates.

Likewise, you will need to identify the proxy location before registering ScanMail.
To set ScanMail to work with a proxy server:
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1. Click Update | Update Setting and then go to the Proxy Server Settings portion
of the page that appears.

2. Select the type of proxy server on your network, HTTP or SOCKS, and then
provide the proxy’s | P address and port number. Also provide any login
credentials that may be required to access the machine.

Missing or incorrect proxy server settings can cause one or more of the following
error messages to appesr:

e Error: Unableto resolve server IP-- DNS error or server not found
»  Error: HttpConnection: Unable to create socket connection
e Error: TmDownloader: Unable to open resource

*  Error: TmDownloader was unable to download file
http://smin-t.activeupdate.trendmicro.com/activeupdate/server.ini to [path]

* Unable to open resource
*  Generic network error

(® Trend Micro's ScanMail - Pattern and Scan Engine Update - - Lotus Nokes B =10 x|
Fle Edit View Creste Actions Section Help @ > Gy G\ o
I Welcome Workspace 8 SeanMail for Lotus Notes - 1b Update - Navigator |U Trend Micra's Scanhail - Patiern and Sca. j notes
LA &pint REsmeabit O cancel Shnstructions U Load Pattern Update =) Schedule Replication | Schedule Programs
5 Internet address: [itp:F710.2:13.15280/TvesD ownload/Activellpdate/ |
i User name: I Password: ‘
;|
Proxy Server Settings:
Select proxy type: ® Normal O SOCKS4
1P address: I | User name: [ |
Port: | | Password: | |

 Update notifications

™ Motify administrator after pattern file has been updated
Choose Names: © x|
Message test: " Notification: The $cantall vius pattem file has been updated to; %pattem’.

[~ Motify administrator after scan engine has been updated

Choose Names: © x|
Message text: " Notification: The Scantailfor Lotus Notes (%6057%) vits engine has been updated to: %engine.
This is the protected text area. of the form.
| | “None] &l “|=2|Office GE=R|

Figure 3-1. To verify that the proxy server settings you entered are
correct, you can use a "ping" command from a DOS
prompt using the IP address and port number.
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Registering ScanMail

You must register ScanMail to obtain virus pattern file and other updates.
To register ScanMail:

1. After identifying your proxy server (if any), click Registration in the main
ScanMail menu.

#® _ Registration SMLN 2.6 and eManager - - Lotus Notes =]
Fle Edit View Create Actions Text Help & D g G
@' Scanbdail for Lotus Motes - 1 Scan... |u - Registration SMLM 2.6 and eManager - ﬂ notes

® Cancel kE Save & Exit % Print

‘ TREND MICRO j

scanMail - ScanMail for Lotus Motes Registration -

= = required fields

Serial Numbers

ScanMail* |SMLN-9234-4?45-?73?-7550 |

eManager |SMLN-9944-451 2-7273-6063 |

Registration Informations

BUSE BB

First name™ |Dawd |
Last name* |5Wenson |
eMail address* |davidﬁswensun@trendmi:lo.com |
Company name* |Trend Micro, Inc. |
Stieel address |w1 01 M. De fnza ‘
Citp |Cupemno |
State [ |zip [FE0a ‘
Country |LISA |
Phone” |4ns 8636342 |
Fax |4Ds 257 2003 |

=]

| 7 & =0 Office G|

FIGURE 3-2. It is important to register your copy of ScanMail.

2. Enter your product serial number for both ScanMail, and eManager (optional, but
required for spam and content filtering).
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Note:  Seria numbers can be found on the registration card inside the ScanMail box,
on the cover of the Getting Started Guide, or obtained by contacting

sales@trendmicro.com.

3. Fill out the remaining contact information, and click Save & Exit to return to the
previous screen.

Viewing current versions

It isimportant to keep the ScanMail virus pattern file, scan engine, and if eManager
isinstalled, spam database up to date.

To check which version of the ScanMail program, scan engine, and virus pattern file
you are using:
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From the main ScanMail menu, click General Administration > Program
Satus. A list of ScanMail servers appears, and for each the version of program
files, scan engine, and virus pattern file is displayed.

™ ScanMail for Lotus Notes Log - (StatusInfo) - Lotus Notes -1d il
Ble Edit View Create Actions Help @ } \} Q‘l o
We\oome ‘Workspace 2 SMLNAdTin - (New) % Soantvail for Lat... Scanhail for Lotus... X notes
TREG GG - Server ScanMail Version [Engine Version [Patiern F
= ScanMail Eesrs=] = sorvar? /Sike
26 Dec11 2002 6.150-1001 410
E ~ uscalifornia/Usslates
= 26 Dec 92002 6.410-1008 367
1) -
P Exitto previous
a?
&~
El
| 11 il [=ojofiee ]

FIGURE 3-3. A summary of current versions is available by clicking
General Administration > Program Status in the main
ScanMail menu.

Double-click an entry in the list to open the Program Status window, and expose
the following details:

» ScanMail version

e ScanMail build number

e Scanengineversion

*  Spamfilter version

e Current virus pattern version

*  Virus pattern version in Pattern database
* Mall scan status

e eManager status

*  Readl-time scan status
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Checking the anti-spam database version

eManager users can also check the version of the anti-spam database they are using.
Anti-spam updates may be made available as often as once a day.

To check the version of the anti-spam database you are using:

e From the main ScanMail menu, click Update > Pattern Database > Spam
Database > Current Spam Database. The spam database version is displayed.

Note:  Virus pattern version in smency.nsf lists the pattern file stored in the
pattern file database. This pattern file is updated from the ScanMail interface
through Internet or Replication. If you manually copied a pattern file into the
Notes or Domino directory, it will not be displayed here.

About the virus pattern file

Thousands of new viruses are written and rel eased each year, and you should not
allow the pattern file to fall out-of-date. In fact, you should schedule virus pattern file
updates no less than once aweek; checking for updates daily is aso recommended.

ScanMail for Lotus Notes draws upon an extensive database of virus "signatures”,
commonly called the virus pattern file. ScanMail uses thisfile to detect virusesin
email traffic, database replications, and database documents. As new viruses are
written, released onto the public, and discovered, Trend Micro collects their telltale
signatures and incorporates the information into the virus pattern file.

The virus pattern file is stored in the Pattern database, smency. nsf . You need to
register ScanMail before you can update the virus pattern file, and updates are
available free for ayear to registered ScanMail customers.

Updating the virus pattern file

Although we recommend that you schedule automatic virus pattern updates, you can
perform a"manual” update of the virus pattern file at any time—especially just after
installing ScanMail.

To manually update the virus pattern file:
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In the main ScanMail menu, click Update > Update Setting.
Next, under Components, deselect Virus pattern (and/or Scan engine).
Choose ActiveUpdate server for Virus pattern files (and/or Scan engine).

#® Trend Micro's ScanMail - Pattern and Scan Engine Update - - Lotus Notes -0 I
File Edit Wiew Creste Actions Text Help 4; P W Q\ 6
2 welcome workspace Y5 ScanMail for Lotus Notes - 10 Update - Navigatar |U Trend Micra's ScanMail - Pattern and Sca.. ﬂ notes
)| & rine Afsavesbxit Q) cancel Kitnstructions U Load Pattern Updats [ Schedule Replication [, Schedule Programs
by Download updates:
. Components ¥ ¥itus pattern
@ "' Spam database
- ™ Scan engine
al
Q ¥irus pattein/Spam database O Replicated database
@ ' Active Update server
O Internet

& @ Other Intemet source

Keep history of 73 pattern files J
@ Scan engine ' Replicated database Platforms: X Windows [~ AS/400

@ Active Update server ™ Solais [T 05/390

@ ' Other Internet source ™ ax ™ Linux
@l Internet address: ‘hllp:l.ﬂ 0.2.13.152:80/TvcsD ownload/ActiveUpdate/ |

User name: ‘ Password: |

Proxy Server Settings:

Select proxy type: @ Normal ' SDCKS4

Port: Password: | | El

| 14 i |=2lofies ]

FIGURE 3-4. It is very important to keep your virus pattern file, scan
engine, and spam database up to date.

In the Internet Addressfield, specify the URL for the ActiveUpdate sever. No
User name or Passwor d are required to access the ActiveUpdate server, so leave
these fields blank.
If thereis aproxy server on your network between the ScanMail server and the
Internet, specify its IP address, port, and a user name & password for accessing
it, and then configure your Update notifications.
Click Load Pattern Update on the action bar at the top of the screen and type

| oad pupdate
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in the server console command field that appears.

With Live console selected, or by viewing the Notes command window, you can
monitor the progress of the update scripts.

The version number of the new virus pattern file is displayed, asis the number of the
version you're replacing. When the download is finished, a confirmation message is
displayed to verify that the procedure, which can take from afew seconds to afew
minutes, was successfully completed.

Scheduling automatic virus pattern updates

3-10

Rather than download the entire virus pattern file each time, you can have ScanMail
download only that part which is new since the last update. The featureis called
ActiveUpdate, and it can save you as much as 95% of bandwidth typically consumed
on these tasks.

In amulti-server environment, you can have every ScanMail server independently
poll for virus pattern updates using ActiveUpdate, or you can designate asingle
ScanMail server to act as a central "clearing house" for downloading updates and
then have your peripheral ScanMail servers pull in the update using replication.

Note:  You must register ScanMail to perform virus pattern updates. A serial number is
required to register and can be obtained by contacting sales@trendmicro.com

To enable ActiveUpdate:

1. Fromthe main ScanMail menu, click Update > Update Setting in the ScanMail
Configuration database.

2. Under Download updates > Components select or deselect Virus pattern,
Spam Database, and/or Scan engine (depending on your needs).

3. Make surethat Active Update server is selected, and that you have filled out the
proxy server settings if there is a proxy server on the network.

4. For Internet Address, accept the defaullt:
http://smn-t.activeupdate.trendm cro.conf activeupdate

5. Next, onthe Action bar at the top of the page, click the Schedule Programs

button and in the Address book that appears, click Add Program to open the
Program window.
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6. Inthe Program nametext field, enter pupdate, and then click the Schedule tab
to make it active and choose Enabled.

7. Choose atime and frequency for the update to occur, then Close & Saveto close
the Address book that was opened. Click Closeand Exit again on the Pattern and
Scan Engine Update page.

Note:  Trend Micro frequently publishes Virus Pattern updates to stay current with
newly discovered viruses. We recommend that you schedule daily virus
pattern updates.

Using the EICAR test "virus" to see ScanMail
work

After installing ScanMail you should test the setup to verify that it isworking
properly see how virus detection, notifications, etc. actually work.

The European Ingtitute for Computer Antivirus Research, or EICAR has developed a
test script that can be used to test your antivirus software. This script isan inert text
file whose binary pattern isincluded in the virus pattern file from most antivirus
vendors. It is not a virus and does not contain any program code.

WARNING! Never use real virusesto test your antivirus installation!

Disable any antivirus software running on your network or computer before
attempting to download the EICAR test script or it will be detected as a virus and the
download prevented!

Obtaining the Eicar test file
You can download the EICAR test script from the following URLs:

http://ww. trendm cro.com vinfo/testfiles/
http://ww. eicar.org/anti_virus_test_file.htm

Alternatively, you can create your own Eicar test script by typing thefollowing into a
text file and then naming the file "eicar.com";
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Configuring ScanMail™ for optimal
performance
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Use memory-based scanning and/or multiple threads for faster scanning
performance. Memory can be allocated to ScanMail for the following scan tasks:

* Replication Scanning
e eMail Scanning

»  Scheduled Scans

e Manual Scans

Although there is no formulafor determining the amount of memory to specify for
memory-based scanning, a good rule of thumb is that the amount should be 1.5 to 2
times the size of the average large message passing through the mail server.

For companies who set amail-size limit the choiceis clear cut. If the average size of
large messages is not known, you can either do some analysisto find out the size and
frequency of large messages crossing the mail server, or "guesstimate” that allocating
5MB memory for mail scanning is sufficient to handle 97% of al mail processed, and
that scanning the largest 3% of mail messages on the hard drive doesimpact
performance.

Allocating the right amount of memory is especially important if you are running
multiple instances of the mail scanning task, tmmscan. For example, if you decided
to just give mail scanning 25% of the system’'s 256MB RAM, and if you decided to
run 6 instances of tmmscan to keep up with traffic, not only would 99% of the
allocated RAM never be used, but all tasks would default to the hard drive since the
total exceeds available resources.

Notes:

e Memory isindividually allocated, not aggregated or shared between tasks.

*  Multipleinstances of the same scan task each use their own block. To
simultaneously process more than one message at a time, load multiple
instances of tmmscan—each instance will occupy the amount of memory
allocated.
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Setting up memory-based scanning

Memory-based scanning is independently available for each of the four scan tasks,
whenever the task is active. If you employ memory-based scanning for multiple scan
tasks, make sure that the aggregate amount of memory dedicated to all tasks does not
exceed system resources.

For example, 2MB for mail, 2MB for replications, 2M B for real-time, and 2MB for
manual scans adds up to 8MB of memory. But only 4M B--that which is dedicated to
real-time mail and database scan--is always reserved exclusively for ScanMail,
whether or not the scanning for that task is actually occurring.

To configure memory-based scanning:

1. Open the Scan Options menu and choose the scan task you want to configure
(Mail Scan, Replication Scan, Manual Scan, or Scheduled Scan).

2. Enter awhole number in the Scan Memory field.

3. Finaly, click Save & Exit (or continue filling out the configuration form and
then click Save & Exit).

Notes:

»  Todisable memory-based scanning, enter a zero in the scan memory field
*  Multipleinstances of the scan task will each have their own memory block

Creating multiple scan threads

You can create a multi-tasking scan environment by running more than one instance
of t mrecan at the sametime.

Running four instances of t mecan, for example, can allow you to quadruple peak
processing efficiency. Each instance of t mrscan loaded allocates the amount of
memory specified in the Mail Scan configuration page.

Load additional tasks via command line, or by adding the command to the notes.ini
file.

command line: | oad t nmecan

notes.ini: Open not es. i ni using atext editor and modify the Ser ver Tasks=
line. For example:
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ServerTasks=Router,Replica,Update,Amgr,Sched AdminBHTTR,POP3, TmmScan,
TmmScan, TmmScan,RepScan

Scanning all databases

Notes databases can be scanned manually from the Notes’'Domino server console or
by using the ScanMail interface.

ScanMail’s Manual scanning applies only to Notes databases. Although other types
of files on the hard drive are not scanned, all file types contained within a Notes
database can be checked for viruses, including OLE attachments.

Any Notes databases on alocal or mounted hard drive, including network drives, can
be included in a Database or Scheduled Scan.

To scan databases from the Notes Command console, enter the following:
| oad dbscan dat abase. nsf

where database.nsf represents the database you want to scan.
ScanMail assumes as a default location the path specified under "Directory” in
the notes.ini file on the Domino server.

To scan multiple databases, delimit with spaces. For example:
| oad dbscan dat abase. nsf dat abase2. nsf database3. nsf
dat abase4. nsf

Setting access rights to ScanMail (web
browser)

To set up rights to access ScanMail from a Web browser:

Enter your HTTP proxy server settings, if you use a proxy server to access the
Internet.

Set up Rightsto run unrestricted L otusScript/Java Agents.
Set up an I nternet password.
Load the HT TP task for Web access.

Each of these steps is described in detail in the following sections.
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Setting up rights to run unrestricted LotusScript/Java agents

The user id that you are using must have rights to run unrestricted L otusScript/Java
agents.

To set up rights to run unrestricted L otusScript/Java agents:

1.

From the Notes Workspace, double-click the Address Book and then bring up the
configuration document for the server where ScanMail isinstalled (via Server |
Servers).

Note:  ScanMail requires that the Notes server be allowed to Run unrestricted
L otusScript/Java agents. In addition, the users who access ScanMail through
the Web should be listed here.

For Notes 4.x, locate and select Agent Manager to expose the Agent
Restrictions options. For Domino 5.x, go to the Security tab, then scroll down to
Agent Restrictions.

Double-click Run unrestricted L otusScript agents or select Edit and click the
drop-down arrow to display the contents of the Address Book.

Select the appropriate server, user, and/or groups, and click the Add button. Click
OK. Close and save your changes to the Address Book.

Note:  The error message, "Error validating user's agent execution access' may
indicate that an inappropriate Notes user or group was specified for Run
unrestricted LotusScript agents.

Setting up an internet password

To securely access ScanMail from a Web browser, you should set up an Internet
password. ScanMail uses Notes' own password scheme for restricting database
access.

To set up Notes Internet passwords, open the Address Book and choose the Per son
you will grant access to. Enter apassword in the | nternet password field, then close
and save your changes. (For additional information regarding Internet passwords,
please consult your Notes documentation.)
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Loading the HTTP task for web access

You must load the HT TP task to enable Web access to the ScanMail console. To load
the task, go to the Notes server console and type load http. If you would like the
HTTP task loaded each time you start ScanMail, edit not es. i ni andaddHTTPto
the Server Tasks line. For example:

Server Tasks=t mscan, repscan, rout er, HTTP. . .

Note:  Tnmscan and r epscan should be the first tasks that run before the Router
starts mail delivery.

Enabling Relay Mail Scan in R4

Support for scanning out bound POP3 and SMTP traffic occurs automatically in
Notes R5, but if you are running Notes R4, you will need to explicitly enable Relay
Mail Scan.

To enablerelay scanning on a Notes R4 server:

1. Create anew Notes mail user in your Name & Address book, for example,
"SMLNrelay".

2. Addtwo new entriesinthenot es. i ni file, which isusually located in the
\WINNT directory:

a. SMrel ay_User={ SM_Nr el ay}/ TrendM cr o
(where the user is either the short or long name you created in Step 1)
b. SM nternet Local domai n=trendmi cro. com

For example: SMInternet_L ocaldomain=trendmicro.com, trendmicro.de,
trendmicro.com.tw

Note:  If you have multiple Internet domains configured, use a comma for the
delimiter. The maximum number of domain names is limited to five.

3. Restart the Notes server.

3-16



Using, Updating and Optimizing ScanMail for Lotus Notes

Disabling Relay Scanning
To disable Relay Scanning:

1. Stop the Notes server.

2. Remove the SMRelay_User and SMInternet_L ocaldomain lines from your
not es. i ni file.

Additional ways to update the virus pattern file

The virus pattern database can be updated manually, by downloading the file from
the Web and copying it to the ScanMail directory, manually, by running the command
"pupdat e" in the Note command window, automatically, via active update server,
and automatically, via Notes replication.

Updating via database replication

If you would like to obtain the pattern file viareplication, configure replication from
aserver that has already obtained the latest virus pattern file via an Internet update or
areplication from another server. To update the pattern file via replication, you no
longer have to create a Server Program Update document because an event-driven
agent executes whenever the pattern file is updated in the pattern database,
snency. nsf.

Setting up rights for the "AutoDetachPattern" agent

When updating through replication, a Notes Agent detaches the file from the
smency.nsf database under the data directory of the loca server. This
"AutoDetachPattern” Agent is an event-driven Agent, which is executed after
changes in smency.nsf occur. It supersedes the pupdate program document
configuration on every ScanMail server for pattern updates.

Note:  Be sure that the ID being used has been assigned rights to run Agents.

To update the pattern file using the AutoDetachPattern Agent:

1. Replicatethesmency. nsf databasefrom another ScanMail server that hasthe
latest pattern file attached.
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2.

Besureto signthesnency. nsf database on both servers.

3. Add the server and the user who signed the database to the Run Unrestricted

L otusScript/Java agents list.

Updating manually

Although the recommend practice is to schedule ScanMail to automatically update
the virus pattern file and scan engine no less often than once aweek, you can perform
the updates manually by copying the files to the Notes data directory:
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To update the virus pattern file:

1.

Open a Web browser to the following URL:
http://ww.trendm cro. com downl oad

Choose ScanMail for Lotus Notes from thelist of products that appears, and then
scroll down the page that opens to find the Virus Pattern File for ScanMail.

Click the type of ScanMail you will be updating (Windows, OS-390/ and AS/400
or Unix) to begin downloading the compressed file to your local machine.

Extract and copy all filesin the archive to the Notes data directory.

The updated pattern file is automatically used for both real-time and manual
scanning—yYou don’'t need to stop and restart the ScanMail scan tasks.

Note:  We recommend that you keep the 1 or 2 most recent versions of the pattern
file available for when you need to perform a "roll-back”. You can delete al
other pattern files in the directory (or schedule ScanMail to do it
automatically).

Updating the scan engine

From the same web page, you can download scan engine updates (if any).

1.

After making sure no scheduled ScanMail tasks are running, shut down both the
real-time and database scan tasks by opening a Notes console and typing the
following:

tell tmmscan quit
tell repscan quit
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2. Whilethe services are shutting down, return to the Web page you opened and
scroll down to the Scan Engines section. Click the Scan Engine updatethat is
appropriate for the ScanMail platform you are running to begin downloading.

3. Extract al filesin the downloaded file to the Notes directory.
4. Restart thered-time email and database scan tasks as follows:

| oad t Mmscan
| oad repscan

The updated scan engine is automatically used for real-time email and database
scanning, as well as for manual and scheduled scans.

Modifying the scan task’s check-pattern
interval

You can control how often the two ScanMail scan tasks, tmmscan and repscan check
to seeif the virus pattern file they are using is current, or if ScanMail has downloaded
an more recent one from Trend Micro.

The default interval, 30 minutes, isfine for al but the heaviest server traffic. If you
do have a situation where both tmmscan and repscan are almost continuously
engaged in scanning, consider doubling or tripling the check-pattern interval.

To modify theinterval check-pattern interval:
1. Openthe notes.ini filein atext editor and then find or create the following line:
SMPat t er nCheck_I nterval =

2. Specify the number of minutes you the interval to be. The default is 30.
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Chapter 4

Performing Real-time Email Scans

ScanMail’s real-time email scanning capabilities for L otus Notes ensure that all
email transactions are scanned: messages to and from individual Notes clients, as
well as messages to and from a Notes client and people outside the Notes network.
ScanMail for Lotus Notes also provides the option to protect against the latest
security threat by scanning email hotspots for malicious code strings called "script
bombs".

Mail scan allows you to take different actions for different threat types (quarantine
viruses, delete script bombs, etc.), aswell as allow you to customize threat-specific
notification messages. In addition, you can use rich text for your virus notification
messages. Separate internal and external notification messages can be configured in
the warning to the sender and recipient(s).

The Attachment Blocking feature is particularly useful during virus outbreaks and
enables configuration of arecipient exclusion list, which can help refine the block
rulesin order to allow exceptions.

The emergency outbreak mail delay option allows email to be held in a queue until
filtering procedures or pattern/engine updates have been completed. This removes
the need for the mail server to be shut down in case of avirus outbreak.
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In this chapter you will find complete instructions for configuring real-time email
scanning, including the following topics:
e Sdlecting the email attachmentsto scan in real time

»  Configuring the scan options, such as stripping macros from Microsoft Office
(Office) documents, scanning and cleaning compressed files, and scanning
embedded objects

»  Configuring the action on viruses found, including the new option to block an
email message completely

» Entering regular text or rich text notification messages to the administrator(s),
sender, and/or recipient(s) for viruses found

»  Configuring the action and notifications for file attachments blocked and script
bombs found

«  Enabling customizable "Safe Stamps", "Encryption Stamps*, Office macro strip
notification, and ScanMail Disclaimer messages in scanned documents

»  Configuring whether to save a copy of infected documents and/or alog of
infected documents in the Quarantine database

e Setting up "Trusted Servers'
»  Entering code strings and URL s to be checked in hotspot scanning
»  Shutting down all instances of t mrscan that are running

Enabling/disabling email scanning
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The ScanMail mail scan task starts automatically when Notesis launched.

Since ScanMail monitors all email passing to and from MAIL.BOX, it savestime
and system resources by checking email beforeit is routed to the recipient(s). In this
way, for example, an email addressed to 12 people that contains an infected
attachment is scanned and cleaned once, on its way out from the sender, rather than
12 times, asit arrivesin each of the recipients’ mailboxes.

To temporarily stop or start mail scanning:

1. Fromthe main ScanMail menu, click Scan Options > Mail Scan.
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2. Under Scan Options, select Enabled or Disabled, depending on your needs. In
the action bar above, click Save & Exit.

Configuring delivery of mail when ScanMail is not running

By default, the delivery of mail messagesis not interrupted when scanning is
stopped—the mail is just sent to the recipient without scanning. This parameter can
be controlled inthenot es. i ni file:

SMst opMai | = 0 —mail isdelivered without scanning
SMSt opMai | = 1 —mail isheld until scanning isrestarted

Use the second option, for example, if you are waiting for anew pattern file during a
virus outbreak.

While you do not need to stop or restart any tasks for the new pattern file to take
effect, stopping mail delivery temporarily during outbreaks can be convenient until
you have cleaned your existing documents. After you have cleaned your existing
environment and updated the pattern file, be sure to manually release any mail that is
being held.

Stopping and starting the mail scan task

To stop the mail scan task:

*  Open aNotes console and type in the following line
tell tmrscan quit

To start the mail scan task:

*  Open aNotes console and type in the following line

| oad t mmscan

Customizing real-time scans of email and
attachments

Any mail attachment on the local Notes server can be scanned for viruses. ScanMail
mail scans can detect virusesin UUencode, BINHEX, and MIME encoded
attachments, aswell as in attachments using awide variety of compression types.
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From the main Notes Workspace, bring up the ScanMail configuration window by
double-clicking the ScanMail for Lotus Notes database icon. Click Scan Options >
Mail Scan in theleft navigator pane to open the Mail Scan configuration screen.

Configuring files to scan and scan options

In addition to checking the content of aemail message (for things like script bombs),
ScanMail can check the email attachments for viruses.

To have configure which attachments ScanMail should check:

1. Fromthe main ScanMail menu, click Scan Options > Mail Scan.
2. Under Filesto scan choose to scan all, or selected types, of email attachments.

*  Choose Scan all filesto have ScanMail check every email attachment for
Viruses.

e Excludefiles by true file type—choose this option to omit certain file
types from scanning. File typeis determined by theinternally registered
type rather than by the file extension.

*  Excludefiles by extension / name—choose this option to omit certain
file types from scanning on the basis of the file extension (since the file
name and extension are merely text labels, they can be changed
arbitrarily and need not represent the actual file type).

e Choose Scan Selected filesto have ScanMail check only the file types you
specify. By default, ScanMail suggests the file types below. Add or remove
from thislist to meet your needs.

*.ARJ, *.BAT, *.BIN *.BOO, *.CAB, *.CHM *.CLA, *.CLASS,
*.COM *.CSC, *.DAT, *.DLL, *.DOC, *.DOT, *.DRV, *.EM,

* EXE, *.G&Z, *.HLP, *.HTA, *.HIM *.HTM, *.IN, *.JAR
*.JS, *.JSE, *.LNK, *.LzZH, *.MDB, *.MPD, *.MPP, *.MPT,
*.MBG *.MSO, *.NWs, *.OCX, *.OFT, *.OVL, *.PDF, *.PHP,
*PIF, *.PL, *.POT, *.PPS, *.PPT, *.PRC, *.RAR *.REG
*.RTF, *.SCR, *.SHS, *.SYS, *.TAR *.V, *.VBE, *.VBS,
*.VSD, *.VSS, *.VST, *.WM, *.WBF, *.XD, * . XLA, *. XLS,
*OXLT, *. XM, *.Z, *. ZIP
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Note:  Scanning all files is marginally more secure than scanning only the Trend
Micro recommendations. However, scanning all files can be expected to
consume more system resources and take an increased amount of time. .

Selecting the scan options

After you have selected the files to scan, select the scan options to apply during the
scan process:

»  Scan compressed files — scans attachments that have been compressed using a
wide variety of compression formats.

e Clean compressed files— enables cleaning of compressed files of types PKZIP,
ZIPto EXE, LHA, and AMG. Thefileis decompressed to one layer for cleaning.
If an infected file is found more than one layer down, the entire compressed file
is marked as uncleanable.

£ Trend Micro's ScanMail - Mail Scan - - Lotus Notes o -1of x|
Fle Edt Miew Create Actions Seckion Help * 5 09 6

723 Welcome Workspace %% ScanMail for Lotus Notes - LI Trend Micro's Scanbdail -.. X| notes
LA Scancel R save sExit & Print

‘ TRENGHIRD ‘ j

ScanMail [EE=ie=] - Mail Scan

[ Seanning On_eMal Fiteing O _Serpt Bom Seanring. OFF

w Scan Options
@ Encbled O Diszbled

Secan memory

"5 MB

Files to scan

[—
Exclude files by tue file type
iz
Exclude files by extension / name
=

BUEE BEREEG

% Scan compressed files

I™ Clean compressed files
X Scan mail bodies for script vitus
X Scan embedded objects
™ Scan for script bombs

™ Strip macios from Office documents

|
This is the protacted text area of the farm.
| | 7 None] 3l *|==3| Dffice s |

FIGURE 4-1.  You can enable/disable real-time email scanning, and
choose scan options.
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Note:

entire compressed file is marked as uncleanable.

Compressed files can be cleaned only if all files contained are cleanable. If not, the

e Scan Mail Bodiesfor Script Viruses— checks the message text itself for
known script viruses ("code" that iswritten in the mail body and executes when

the script is run).

e Scan embedded objects — scans Microsoft Office objects that have been

embedded in documents, for example, OLE objects.

e Scanfor script bombs— scans documentsfor malicious codethat isknown asa
"script bomb". Malicious codeis a security threat that can cause as much damage
as computer viruses. After you enable script bomb scanning, you need to
configure the script strings to scan for. Click the Script Bomb Scan button to go

to the configuration screen.

Exclude files by extension / name

=

™ Trend Micro's ScanMail - Mail Scan - - Lotus Notes - ol x|
Fle Edt View Creste Actions Text Help FEEE ]
) Welcome Workspace Y& ScanhMail for Lotus |1 Trend Micro's Scan.. X notes
LA S cancel R save B 38 SeriptBomb Sm% Print
o =
- TREND MICRO -
b ScanMail - Mail Sean -
@: [irus Scanning: On_eMail Filtering: OFf_Script Bomb Scanning: Bn
a? ,
w* Scan Options
Eé,‘ @ Enabled O Disabled
X Scan memory
g’ 75 MB Click "Scan for script bombs” and then click
the "Script Bomb Scan” button that appears.
Files to scan
@ Scan all files =
Exclude files by true file type
@ S|

[® Scan compressed files
™ Clean compressed files

™ Scan mail bodies for script vius

[® Scan embedded objects

X Scan for script bombs

[~ Stiip macros from Office documents

*|=2| Office

To configure "Script Bomb Scanning", you have to use the "Script Bomb Scan” - action-hutton abovel

=

FIGURE 4-2.

Scan email messages for so called "Script Bombs".
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*  Srip macrosfrom Office documents — enables macros to be deleted from
Office documents. Macros can contain malicious code that executes when the
user opens adocument and agrees to let the macros run.

Script scanning > Stored Form Scanning

Select the Stored Form Scanning check box. For a stored form hotspot containing
malicious code or URL s (specified in the Scan String Lists section below), you can
specify one of three actions for ScanMail to perform:

e Choose Passto leave the stored form hotspot asit is without cleaning
»  Choose Delete to remove the stored form from the database
e Choose Auto Clean to have ScanMail automatically clean stored form hotspots

Script bomb scanning

Lotus Notes scripts can contain malicious code. ScanMail can scan email body for

these scripts.

£ Trend Micro's ScanMail - Lotus Notes

File Edit Wew Create Actions Section Help

@ YWelcame Warkspace @ Scanhda.. u Trend hic... u Trend Micro.. ¥ notes

=10l x|
® >IN O

H k@ Close tﬁ Save & Exit % Print

| TREND MICRO

ScanMail

- Mail Scan Script Bomb Scan -

3

" Stored Form 5canning

Action on stored form hotspots

) Pass: Do nothing to stored form

O Delete: Delete the stored fom

® Auto Clear: Automatically clean stored form hotspots

" Rich Text Scanning

Action on rich text hotspots
) Pass: Do nothing to infected rich tewt fields
@ Auto Clean: Automatically clean rich test hotspots

" Replace hotspot with pop-up message

r
4

message!

Hote: Only one line of text is allowed. Do not use semicolons or double guotes in the

FIGURE 4-3. Enable stored form scanning, rich text scanning and disable

hotspots.
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By default, script scanning is not enabled on the Notes client.
To enable Script Bomb Scanning:

1. Withthe Mail Scan screen open, select the Scan for script bombs check box
under Scan Options. The Script Bomb Scan button appears at the top of the
screen.

2. Click the Script Bomb Scan button to open the M ail Scan Script Bomb Scan
configuration screen.

Rich Text Scanning

Select the Rich Text Scanning check box. For arich text hotspot containing
malicious code or URL s (specified in the Scan String Lists section below), you can
specify one of two actions for ScanMail to take:

» Choose Passto leave the rich text hotspot asit is, without cleaning
e Choose Auto Clean to have ScanMail automatically clean rich text hotspots

Warning message

You can enter a hotspot warning message of your choice in the text field under
Replace hotspot with pop-up message. For example, "ScanMail has detected a
script bomb in this hotspot.” If you do not wish to use a pop-up message, leave this
field blank.

Note:  Only oneline of text is allowed for the hotspot message, which is 199 charactersin
single-byte environments or half of that for double-byte environments. Semicolons
and double quotes are not supported.

Scan string lists

ScanMail provides Stored Form and Rich Text hotspot scanning based on
user-definable strings contained in the following:

@Function strings can contain any valid Lotus Notes function. For example:
pr onpt
@Command strings can contain any valid L otus Notes command. For example:
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[execute], [FileDatabaseDel ete]

Script strings can contain any valid script command from your operating system.
For example:

shel |, getobject, kill, mkdir, or activate

URL s called by @URL OPEN can contain any valid @URLOPEN command. For
example:

of fensi vesite. com or www. of f ensi vesite.com

Additional Notification Message

To enabl e the administrator(s) to receive an additional notification message to
emphasize that a virus was found during script bomb scanning, enter the text under
Additional Notification M essage.

Note: If the Disable notification when viruses are cleaned option is selected on the
main Mail Scan Configuration screen, the additional notification message will not
be sent either.

Use ScanMail’s default alert message, or compose one of your own. To compose the
message you want the administrator(s), sender, or recipient(s) to receive, type your
message in the associated text field. For example,

Administrator: ScanMail for Lotus Notes has detected a possible script bomb.

This message is automatically sent to the person(s) indicated whenever ScanMail
detects a script bomb.

Note:  Each of these additional messages will be sent only when the related configuration
choice is selected on the main Mail Scan Configuration screen.

You can fill inthe Add war ning to original email section to have the warning
message to the recipient attached to the original email rather than sent as a separate
message. Typein atext message for Email subject and/or Email body. By default, a
warning will not be inserted in the original email message. If you select this option
and also configure the War ning to recipient message, the recipient will get an
additional notification message.
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Working with trusted servers

ScanMail supports "trusted servers' -- any mail relayed from atrusted server will be
added to the mail.box queue directly, without scanning. This feature is especially
useful when the SMTP or Domino server feeding mail to ScanMail is also running
antivirus software and there is no need to spend time scanning it twice.

To designate one or more servers as "trusted" servers:

1. IntheMail Scan page, open the Scan Options section and scroll down to
Trusted servers.

2. Selectthe Trusted AV Servers check box, and then identify the server(s) you
want ScanMail to trust. For SMTP servers, enter either the server’s host name or
IP address. For Domino servers, click the drop-down and pick from the list of
servers that appears. Delimit multiple servers using a semi-colon. Wildcards are
not valid for the server or organizational unit.

Note:  Only trust aSMTP server if it isrunning antivirus software such as ScanMail
for Exchange or InterScan Messaging Security Suite, and the scanned mail is
being relayed directly to the Domino server.

Alternatively, you can identify the domino server by typing the fully qualified
domain name (and country code, if any) in the text box. For example,
server 1/ QUL.

nfiguring an action on viruses

When ScanMail detects avirusin an email attachment, it acts only upon the infected
file unless you choose the "Block" action (which blocks the entire message). The
body of the email message and any uninfected files are sent to the original recipient.

You can specify one of five actions for ScanMail to take on the infected file:

Action on cleanable files

»  Pass sends the infected attachment to the intended recipient(s) without cleaning.
You can configure a warning message to send to the recipients.

* Quarantine moves, without cleaning, the infected email file to the quarantine
database.
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The intended recipient(s) will not receive the infected file. However, it does
remain on the Notes server in the quarantine database. Depending on how you
have it configured, the sender, the intended recipient, both, or neither are notified.

* Deleteremovesthe infected file from the email and delete it from the server. The
original message text of the email and any uninfected files are delivered to the
intended recipient.

» Block blocks infected files from delivery. The entire email messageis blocked
from delivery, including the text, header, and all attachments.

» Auto Clean cleansinfected files and then sends them to the intended recipient(s).
Thisis the default recommended action so that cleaned mail is delivered.

Action on uncleanable files

In some cases due to the nature of the virus, it can be identified but cannot be
cleaned. For example, the EICAR test virus was created as an uncleanable virus.
When the virus cannot be cleaned, you can have ScanMail delete the infected
attachment, move it to the quarantine database, pass it along without cleaning, or
block the entire message completely.

Note:  If uncleanable files are found within a compressed attachment, the compressed
attachment is marked as uncleanable. The entire compressed attachment is passed,
quarantined, blocked, or deleted as configured. The body of the email message and
any other uninfected attachments are sent to the original recipient(s).

Action on special virus types

Although ScanMail is able to detect malicious, non-virus threats such as the
mass-mailers, worms, Trojans, jokes, zip-of death, and a host of other threats,
because these programs are not, strictly speaking, viruses, they cannot be cleaned.

Action on unscannable files

In addition to viruses and non-virus threats, another potentially dangerous category
exists: messages that cannot themselves be opened, or they contain attachments that
cannot be opened for example because the attachment is password-protected,
encrypted, or corrupted.
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You may also want ScanMail to act on messages that present certain unseemly
characteristics such as compressed files that extract hundreds of megabytes upon
extraction, or compressed files that contain 20, 30, even 40 layers. Files such asthese
are often intended to crash the mail server by occupying all free space or CPU.

Whenever ScanMail comes across files that cannot be read, it performs one of the
following actions: Quarantine, Delete, Block, or Pass.

Whenever ScanMail detects a non-virus threat that cannot be cleaned, it performs
one of the following actions: Quarantine, Delete, Block, or Pass. The event is
recorded in the logs, warnings are sent, and the message is delivered to the recipient.

¢ Trend Micro's ScanMail - Mail Scan - - Lotus Notes -10f x|
File Edit View Create Actions Section Help @ Q \‘Q f‘- C‘k o
@Welcome ‘workspace @Scanl\dal\fur Lotus Motes - |UTrend Micra's Seanhail - Mail Se. ﬂ notes

L] S cancel A save 8 Exit & Print

w Action On Viruses

=

Action on cleanable files

Action on uncleanable files

@ o

.
8.

Action on special vius types

T Hrcian 7 wom|
I loke progran]
I Mass mailing vinus]

Action on unscanable files

BpfiE REE

[~ Maximum extract file size:
A3y A i
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[T Password protected files: d
-

™ Encippted mails:

[ Max compression level:

Mar campressiv fot [ taves
[ Other reason the file can't be scanned: | -
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Text: " Seantail could not scan a document because of Zoause? during a realtime: LI
i tha coal 2l

This is the protected text area of the farm.
| ‘| Mone] “ “|=2|Office ET

FIGURE 4-4. In addition to viruses, ScanMail detects non-virus threats
such as worms, Trojans, jokes, and inaccessible files
(encrypted or password-protected, which cannot be cleaned).
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Configuring virus notification

When avirusisdiscovered in an email attachment, ScanMail can automatically alert,
viaemail, the people you designate—for example, the Notes administrator or other
individuals who need to know when infected files are found, the sender, and/or the
recipient(s).

In the case of the administrator, the alert is sent as a separate email, whereas for the
recipient, it is appended to the original email that contained the infected file. In
addition to the notification message, ScanMail includes details about the virus, such
as the name of the infected database, the virus name, and the action ScanMail took.
Thisinformation is also archived in ScanMail’s log files.

When no viruses are found, you can have ScanMail append a“ Safe Stamp” message
telling users their email was scanned and found to be virus-free.

Setting the notification message return address

Notes uses the server name as the default name for program notification messages.
You can select an administrator’s name as the default so that notificationswill be sent
to aparticular user rather than the server ID.

Click the drop-down arrow and select the Administrator you would like set as the
default. All repliesto ScanMail messages will be sent to this account.

Inall configurations, you can use ScanMail’s default message or compose one of
your own. You can choose to send plain text ScanMail notification messages or use
the new rich text format. Rich text format is used to customize the background,
graphics, and text style for the notifications.

Regular Text Notification

While not as elegant asrich text, plain text notification messages contain all the
necessary information to inform administrator(s), sender, and recipient(s) of virus
detections.

To enable regular text notifications:

1. Makesurethe Enablerich text notification check box isnot selected.

2. Sdlect Warning to administratorsto have ScanMail automatically aert the
Notes Administrator or other individuals who need to know when infected files
are found.
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a. Inthe Administrator(s) field, type the email address of the person you want
notified. ScanMail can send the alert to more than one person. Use acomma
as the delimiter between addresses.

Alternatively, you can click the drop-down arrow and select from the list of
names that appears. Any addressin the public & personal address books is
eligible for this notification, including SMTP addresses.

b. To compose the message you want the Administrator (and anyone else) to
receive, type your message in the associated Text field. For example,

Administrator: ScanMail has detected a virus during a real-time scan of the
email traffic.

Note:  ScanMail supports multiple line notification messages. Press the "Enter"
key at the end of each line.

This message is automatically sent to the person or personsindicated in the
War ning to field whenever ScanMail detects avirus.

Select Disable notification when viruses ar e cleaned to omit notification to the
Administrator when viruses have been scanned and cleaned.

For example, if you have experienced many Word macro viruses and do not need
to be notified when every infected macro is deleted, this selection could save you
many additional notification messages.

Select Warning to sender and/or War ning to recipient(s) to warn either sender
or recipients or both when avirusis found, put acheck in the appropriate
box(es). Enter the message you want that person to receive in the associated Text
fields. These message is sent as a separate email. I nter nal refers to messages
sent within your primary address book, whereas the Exter nal message is sent to
users outside the network and in secondary address books.

Note:  In addition to the message text, ScanMail also includes in its email to the
recipient the date the file was sent, the sender’s name and email address, the
name of the infected file, the virus name, and the action ScanMail took on
the file. These notifications are not user-configurable.

Add warning totheoriginal email if avirusisdetected can be configured to
insert warnings into recipient’s original email message when infected
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attachments are detected. Enter the text message that you would likeincluded in
the Mail Subject. Select the check box Add virusinformation to mail if you
would like to include virus details in the mail body.

If you select this option and also configure the War ning to recipient(s) message,
the recipient receives an additional notification message.

Rich text notification

Userich text format if you want to add formatting to your text messages. Rich text is
currently supported through the ScanMail Notes client interface (i.e., not the
ScanMail Web browser interface).

To enablerich text notification:

1. Select Enablerich text notification.

2. Click Updaterich text notification to go to the rich text configuration screen.
a. Fill inthe Subject with atext message.

b. If you are using the Notes client, create the rich text notification message
you would like sent in the subject body.

_Or-

If you are using a Web Browser, click Browse to locate the file name that
you would like to include asrich text.

c. Click Save & Exit.

3. Sdect Warning to administrator sto have ScanMail automatically alert the
Notes Administrator or other individuals who need to know when infected files
arefound.
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4,

In the Administrator (s) field, type the email address of the person you want
notified. Alternatively, you can click the drop-down arrow and select from thelist
of names that appears.
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FIGURE 4-5.  Mail Configuration screen, Virus Notification section,
(regular text notification shown here).

Select Disable notification when viruses ar e cleaned to omit notification to the
administrator when viruses have been scanned and cleaned.

Select War ning to sender and/or War ning to recipient(s) if you would like the
sender or recipient(s) notified viarich text.
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Note:  The same Rich Text notification message is sent to the administrator(s),
sender, and recipient(s) selected. If you want to send Rich Text notification
only, make sure that the Regular Text notification fields are empty.

Add warningtotheoriginal email if avirusisdetected can be configured to
insert warnings into recipient’s original email message when infected
attachments are detected. Enter the text message that you would likeincluded in
the Email Subject. Select the check box Add virusinformation to mail body if
you would like to include virus details in the mail body.

Virus logging options

The Virus Logging options are not selected by default. Select the check box(es) if
you would like to enable these options.

Save a copy of infected documentsin the Quarantine database — if you do
not save a copy of infected documents, they will be deleted from your system.
When you enable this option, a full copy of infected documentsis saved in

\ dat a\ snguar . nsf.

Keep alog and a copy of encrypted documentsin the Quarantine database
— if you would like to keep alog of which documents were encrypted and thus
could not be scanned on the server (encrypted files cannot be opened except by
the original intended recipient).

Email stamps

Email Stamps can be inserted into scanned messages to inform the recipient that mail
has been scanned and does not contain viruses. Stamps can be used to indicate that
mail is encrypted and can’t be scanned or that a macro has been stripped from the
message:

To enable email stamps, select one of more of the following check boxes:

Safe Samp — informs your users that their email was scanned and was found to
be virus-free. Enter the text of the message you want ScanMail to send (regular
text), for example:

(ScanMail—safe message)
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This message is appended to the subject field of the email when no viruses have
been found. L eave the Safe Stamp option unchecked if you want ScanMail to
operate invisibly in the background unless a virus has been found.

WARNING! The Safe Samp is added to a message when no viruses have been found.
However, if you are not also scanning for Script Bombs, the email could
still contain malicious content.

Encrypted Stamp — informs your email users that their encrypted email was
not scanned on the server. Enter the text of the message you want ScanMail to
send (regular text), for example,

Encrypted: Not scanned.

This message is appended to the subject field of the email when a message was
not scanned due to encryption. Leavethe Encryption Samp option unchecked if
you do not want to inform your users.

Office macro strip notification — informs your email usersthat an office macro
was stripped out of their message. Enter the text of the message you want your
users to receive, for example:

Office macro security is enabled. Office macro(s) have been stripped fromthis
document.

Disclaimer — inserts adisclaimer into mail that has been scanned. Enter the text
of the message you want your users to receive.

eManager / filter rules

4-18

You can have ScanMail send out notification messages whenever an eManager filter
rule finds amatch. In addition, if you plan to use eManager’s email filtering, you will
need to be sure eMail filtering is enabled in the Mail Scan page.

WARNING! After creating Filter Rules and/or Content Filters, you must enable eMail
filtering in the Mail Scan screen for the rule to be enacted.

To enable email filtering:

1. Atthemain ScanMail menu, choose Mail Scan, scroll to the bottom of the page,

and open the eM anager / Filter Rules option.
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2. Double-check to be sure eMail Filtering is Enabled, and confirm that your
current Filter Rule appearsin the list of Active Filter Rules.

3. Onthe same page, after customizing the notification options, etc. click Save &
Exit to apply thefilter.

Specifying the temporary directory

Unless you specify otherwise, ScanMail creates and uses the following temporary
directory to use for mail scanning:

\ Lot us\ Domi no\ Dat a\ s n\ SMrrenp\ Mai | Tenp\

If you would like to specify a different temporary directory to use, you can change
the default.

You need to stop and restart the Mail Scanner task before the new temporary
directory will be used. To restart the mail scanner, at the server console type

tell tmmscan quit
and then

| oad t mmscan

Saving the mail configuration

To save the new configuration, click Save & Exit (Notes client) or Save (Web
browser), located at the top of the screen. To cancel your changes and revert to the
last saved configuration, click Cancel.

You do not need to restart the Notes server for the configuration changes to take
effect. All email sent and received will now be scanned according to your new
configuration settings.
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Chapter 5

Performing Real-time
Database/Replication Scans

An important part of maintaining a virus-free Notes environment is ensuring that
viruses are not spread during real-time database access and replication. To minimize
thisrisk, we recommend that you install a copy of ScanMail on each of the Notes
serversin your organization, perform a Manual scan of all databases to check for
viruses, then start the real-time database scanning task.

Replication scanning can be an intensive operation when many large databases are
involved. ScanMail is designed to maximize both efficiency and security by checking
and cleaning a document on the server that ScanMail isinstalled on asit is saved,
before it is replicated to other Notes servers or clients.

ScanMail for Lotus Notes also provides the option to protect against the latest
security threats by scanning document hotspots for malicious code strings called
"script bombs'. Real-time database scans provide separate treatment and notification
options for virus-infected documents and script bombs found.

ScanMail for Lotus Notes supports memory-based scanning, which significantly
increases scanning speed. In addition, it contains options to strip macros from Office
documents and scan embedded OL E objects.
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Complete instructionsfor configuring the real-time database and replication scanning
are detailed in this chapter, including the following topics:
»  Configuring the file attachmentsto scan in real time

»  Selecting the scan options, such as stripping office macros from documents,
scanning and cleaning compressed files, and scanning embedded objects

»  Sdecting the databases to include for scanning or exclude from scanning
»  Configuring the action on viruses and script bombs found

»  Entering notification messages to the administrator(s) for viruses and script
bombs found

»  Configuring whether to save a copy of infected documents and/or alog of
infected documents in the Quarantine database

»  Entering code strings and URL s to be checked in script scanning

Real-time database scan configuration screens
ScanMail for Lotus Notes has two Real-time Database configuration screens:

1. Main configuration—where you can select the databases to scan as well as
configure Scan Options, Actions, Notifications, and other related tasks.

2. Script Scan—configure Stored Form Hotspot and Rich Text Hotspot scanning.

Which file attachments can be scanned in real time?

Real-time database scanning can be time-consuming when it involves many
databases, each containing thousands of frequently updated documents. As such, it is
advisable to activate real-time scanning only for those databases most likely to
become infected—specific user databases, for example, rather than Lotus's native
Notes databases. For these, you can always perform database scans of the local hard
driveif you like.

Scanning notes databases replications in
real-time

From the main Notes Workspace, access the ScanMail configuration window by
double-clicking the ScanMail for L otus Notes database icon. You can access the
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Real-time Scan configuration by choosing Scan Options>Real-time Scan in the | eft
navigator pane.

Enabling/disabling real-time scans

The ScanMail replication scan task starts automatically when Notes Domino server is
launched. With real-time scanning enabled, ScanMail monitors data replications and
all read/write activity to the database. For example, if auser poststo a central Notes
database an Office document that contains a macro virus, ScanMail detects the virus
before the document is ever added to the database.

Likewise, if replication is schedule between two databases, ScanMail monitors the
replication and detects any viruses that may be buried in the database.

To temporarily stop or start real-time database scanning:

1.

From the main ScanMail menu, click Scan Options > Real-time Scan.

2. Under Scan Options, select Enabled or Disabled, depending on your needs. In

the action bar above, click Save & EXxit.

Configuring files to scan and scan options

Under Filesto scan you can choose to scan al email attachments, or only certain
types for scanning.

Choose All attached files to have ScanMail check every email attachment for
viruses. Thisisthe most secure option.

Choose Scan Selected filesto have ScanMail check only the file types you
specify. By default, when you select this option ScanMail suggests about 60
recommended files types. You can accept this default, or add and remove
extensions at your discretion:

*.ARJ, *.BAT, *.BIN, *.BOO, *.CAB, *.CHM, *.CLA, *.CLASS, *.COM, *.CSC, *.DAT, *.DLL, *.DOC,
*DOT, *.DRV, *.EML, *.EXE, *.GZ, *.HLP, *.HTA, *HTM, *HTML, *INI, *JAR, *.JS, *JSE, *.LNK, *.LZH,
*MDB, *.MPD, *MPP, *.MPT, *.MSG, *.MSO, *.NWS, *.OCX, *.OFT, *.OVL, *.PDF, *.PHP, *.PIF, *.PL,

* POT, *.PPS, *.PPT, *.PRC, *.RAR, *.REG, *.RTF, *.SCR, *.SHS, *.SYS, *TAR, *.V, *VBE, *.VBS,
*VSD, *.VSS, *VST, *WML, *WSF, *.XD, *.XLA, *.XLS, *.XLT, * XML, *.Z, *.ZIP
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Selecting the Scan Options

After you have selected thefiles to scan, select the scan options to apply during the
scan process.

Scan compressed files — scans attachments that have been compressed using a

wide variety of compression formats.

Clean compr essed files— enables cleaning of compressed files of types PKZIP,
ZIPto EXE, LHA, and AMG Thefileis decompressed to one layer for cleaning.
If an infected file is found more than one layer down, the entire compressed file

is marked as uncleanable.
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FIGURE 5-1. You can enable/disable real-time scanning and choose

the scan options.
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Note:  Compressed files can be cleaned only if al files contained are cleanable. If
not, the entire compressed file is marked as uncleanable.

Scan Mail Bodiesfor Script Viruses— checks the message text itself for
known script viruses ("code" that iswritten in the mail body and executes when
the script is run).

Scan embedded objects — scans Microsoft Office objects that have been
embedded in documents, for example, OLE objects.
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FIGURE 5-2.  You can scan email messages for so called "Script
Bombs".
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*  Srip macrosfrom Office documents — enables macros to be deleted from
Office documents. Macros can contain malicious code that executes when the
user opens adocument and agrees to let the macros run.

Stored form scanning

Select the Stored Form Scanning check box. For a stored form hotspot containing
malicious code or URL s (specified in the Scan String Lists section below), you can
specify one of three actions for ScanMail to take:

e Choose Passto leave the stored form hotspot asit is without cleaning
»  Choose Delete to remove the stored form hotspot from the database
e Choose Auto Clean to have ScanMail automatically clean stored form hotspots
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FIGURE 5-3.  You can enable stored form and rich text scanning and
disable hotspots.
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Rich Text Scanning

Select the Rich Text Scanning check box. For arich text hotspot containing
malicious code or URL s (specified in the Scan String Lists section below), you can
specify one of two actions for ScanMail to take:

*  Choose Passto |leave the rich text hotspot asit is, without cleaning
*  Choose Auto Clean to have ScanMail automatically clean rich text hotspots

Warning message

You can enter a hotspot warning message of your choice in the text field under
Replace hotspot with pop-up message. For example, "ScanMail has detected a
script bomb in this hotspot.” 1f you do not wish to use a pop-up message, leave this
field blank.

Note:  Only oneline of text is allowed for the hotspot message, which is 199 charactersin
single-byte environments or half of that for double-byte environments. Semicolons
and double quotes are not supported.

Scan string lists

ScanMail provides Stored Form and Rich Text hotspot scanning based on
user-definable strings contained in the following:

@Function strings can contain any valid Lotus Notes function. For example:
pr onpt

@Command strings can contain any valid L otus Notes command. For example:
[execute], [Fil eDatabaseDel ete]

Script strings can contain any valid script command from your operating system.
For example:

shel |, getobject, kill, nkdir, or activate

URL s called by @URL OPEN can contain any valid @URLOPEN command. For
example:

of fensi vesite.com or www. of f ensi vesite.com
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Additional notification message

To enabl e the administrator(s) to receive an additional notification message to
emphasize that a virus was found during script bomb scanning, enter the text under
Additional Notification M essage.

Note: If the Disable notification when viruses are cleaned option is selected on the
main Mail Scan Configuration screen, the additional notification message will not
be sent either.

Use ScanMail’s default alert message, or compose one of your own. To compose the
message you want the administrator(s), sender, or recipient(s) to receive, type your
message in the associated text field. For example,

Administrator: ScanMail for Lotus Notes has detected a possible script bomb.

This message is automatically sent to the person(s) indicated whenever ScanMail
detects a script bomb.

Note:  Each of these additional messages will be sent only when the related configuration
choice is selected on the main Mail Scan Configuration screen.

Scanning selected databases

A good strategy for maximizing security while minimizing the demand on system
resources is to designate only the highest risk databases for routine inclusion in
real-time replication scanning. The rest can be scanned on the server using Manual or
Scheduled database scanning, discussed in Chapter 6, "Performing Manual and
Scheduled Scans.”

Note:  After you change the status of Databases to Scan (by including or excluding
different files), you do not need to restart the Notes server.

To scan all databasesin real time, select All databases. Alternatively, you have the
option to include selected databases for scanning, or exclude selected databases. If
you have only afew databases that you need to scan, you can specify themin an
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inclusion list. If you have alarge number of databases and need to exclude only afew
from scanning, you can use an exclusion list instead.

To select databases for scanning from the Notes client console:
1. Click Scan selected databases only.

2. Click the Add.

3. Fromthelist that appears, choose the databases you want scanned. Click a
database to select it. You can select multiple databases at once. Click OK.
(Directories cannot be selected for real-time scanning).

List of databases

Please select database. oK

Database name a Database title -
o Cancel
b doc — Q
B mail Help

¥ zample
v faqud . nsf Daming 4.6 Samples: FAQ
v framewd . nsf Daoming 4.6 Samples: Frameset
| pagezwdb, nzf Daming 4.6 Samples: 'Web Pag
zirequdE, el Daomino 4.6 Samples: Registrati
gite 1 wdE, nzf Daomino 4.6 Samples: Sike 1
gite2wdE, sl Daomino 4.6 Samples: Sike 2

giteIwdE, el Daomino 4.6 Samples: Sike 3 -
4] | 3

FIGURE 5-4. Scanning only selected databases saves time.

You'll notice that ScanMail runs a quick cleanup script called Delete all db-
documents before adding the database. This script does not act upon your
databases; instead it deletes atemporary list of documents that ScanMail created.

Running 'Delete all db-documents' on 83 document(z)...

FIGURE 5-5. The ScanMail cleanup script creates this message on the
Notes client console.
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4,

Click Removeto removeindividual databasesfrom thelist that appearsif you do
not want them scanned or the Remove All button to remove all database names
to be included.

Excluding Databases
Alternatively, you can choose to exclude selected databases from scanning.

To exclude databases from scanning on the Notes client console:

1
2.

Click Exclude selected databases from scanning.

Click Add, and from the list that appears, choose the databases you want
excluded from scanning. Click a database to select it. You can select multiple
databases at once.

Click OK, them Remove to delete individual databases from thelist that appears
if you do not want to exclude them from scanning or the Remove All button to
remove all database names to be excluded. Therefore, any databases removed
from thislist are scanned.

Configuring the action on viruses

When ScanMail detects avirusin an attached file contained in a document during
replication, it acts only upon the infected file. The document’s original rich text
format and any uninfected files that were also attached are not affected.

For the infected file, you can specify one of four actions for ScanMail to perform:
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Pass leaves the infected file asis, without cleaning. A warning message
including the text you specified is generated and sent to the designated
administrator.

Quar antine removes the infected file from the database and moves it, without
cleaning, to the quarantine database.

Delete removes the infected file from the database and delete it from the server.
The origina rich text format portion of the document and any uninfected attached
filesare left intact and replicated as normal. The Notes administrator and any
others designated are sent a notification message viaemail.

Auto Clean automatically cleansinfected files.
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Action on uncleanable files

In some cases due to the nature of the virus, it can be identified but cannot be
cleaned. For example, the EICAR test virus was created as an uncleanable virus.
When the virus cannot be cleaned, you can have ScanMail delete the infected
attachment, move it to the quarantine database, pass it along without cleaning, or
block the entire message completely.

Note:  If uncleanable files are found within a compressed attachment, the compressed
attachment is marked as uncleanable. The entire compressed attachment is passed,
quarantined, blocked, or deleted as configured. The body of the email message and
any other uninfected attachments are sent to the original recipient(s).

P Trend Micro's ScanMail - Manual Scan - - Lotus Notes - (o) x|
File Edit ¥iew Create Actions Section  Help FEEE ]

£2) Welcome Wwaorkspace Y5 Scanhdail for Lotus Mates - . |uTrend Micro's Seanhdail ... ﬂ notes
o] cancsl RE Save 8 Exit 38 Soript Borb Soan & Print
iy + Action On Viruses =]
i3 Action on cleanable files
Pass: Do nothing to infected files =1

Action on special virus types
(|
I Pass 'I
(|
Pass = I
(|
Pass = I

pLEE REDE

w Mirus Notification

return add

-

[~ Warning to database owner: (I there is no valid owner in a database profile @ mailis sent to all managers listed
it the ACL with user type person / person group.]

[ Disable nolification to manager

[

This is the protected text area of the form.
| | “|MNeore] “| Document has been modified or conupted since signed! [data) | =2/ Office =0

FIGURE 5-6. In addition to viruses, ScanMail detects non-virus threats
such as worms, Trojans, and jokes. Since these files are not
"infected", they cannot be cleaned.
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Action on special virus types

Although ScanMail is able to detect malicious, non-virus threats such as the
mass-mailers, worms, Trojans, jokes, zip-of death, and a host of other threats,
because these programs are not, strictly speaking, viruses, they cannot be cleaned.

Whenever ScanMail detects anon-virusthreat that cannot be cleaned, it performsone
of the following actions: Quarantine, Delete, Block, or Pass (write the event to logs,
send awarning, but deliver the message to the recipient as usual).

nfiguring virus notification

When avirusis discovered during replication, ScanMail can automatically alert, via
email, the people you designate—for example, the Notes administrator or other
individuals who need to know when infected files are found. You can use ScanMail’s
default alert message, or compose one of your own. Additional details about the virus
are also included, such as the name of the infected database, the virus name, and the
action ScanMail took. Thisinformation is aso archived in ScanMail’slog file.

To have ScanMail automatically alert the Notes Administrator:

1. Fromthemain ScanMail menu, click Scan Options > Real-time Scan and scroll
down the Real-time Scan page that appearsto the Virus Notifications section.

2. Inthe Notification message return addressfield, enter the email address that
you want to appear in the From: field of the notification message that is sent.

3. Click Warning to database owner to have ScanMail automatically notify the
person who is listed in the database profile as owner. (If this option is selected
but no owner isfound, ScanMail notifies all Managers unless this option is
specifically disabled in the Disable notification to manager field.)

4. Inthe Warningto administrator(s) field, type the email addresses of the
persons you want notified or select from the drop-down list.

Note:  To specify multiple recipients, delimit addresses with a comma.

5. Next, type the message you want to send in the associated text field. For
example,

Administrator: ScanMail for Lotus Notes has detected a virus during a
real-time database/replication scan.
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In addition to the message text, ScanMail also includesin its email the name and
date of theinfected file, the virus name, and the action ScanMail performed on
the file. These notifications are not user-configurable.

Virus logging options
The Virus Logging options are not selected by default. You can select any of the
following options:

* Savea copy of infected documentsin Quarantine database — if you do not
save a copy of infected documents, they are deleted from your system. When
you enable this option, afull copy of infected documents is saved in
\ dat a\ snquar . nsf.

» Keep alog of encrypted documentsin Quarantine database — select this
option to log of encrypted documents that could not be scanned on the server
(encrypted files cannot be opened except by the original intended recipient).

Specifying the temporary directory

Unless you specify otherwise, ScanMail will create and use the following temporary
directory to use for rea-time database scanning:

\ Lot us\ Domi no\ Dat a\ sm n\ SMrenp\ RepTenp\

To specify adifferent temporary directory to use, you can change the default.

Tip: Stop and restart the Real-time Database Scanner task before the new temporary
directory is used.

Saving the new configuration

To save the new configuration, click the Save & Exit button (Notes client) or Save
button (Web browser), located at the top of the screen. To cancel your changes and
revert to the last saved configuration, click Cancel.
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Chapter 6

Performing Manual and Scheduled
Database Scans

ScanMail for Lotus Notes recognizes the unique file format of Notes databases. This
allows it to open Notes databases and scan the individual documents, and any
attached files, for viruses. One of the first things you should do after installing
ScanMail isto run a Manual database scan of all the directories that contain Notes
databases to find and clean any existing viruses. After performing the initial scan of
all Notes databases, we recommend that you schedule ScanMail to automatically
check Notes databases on the local or remote hard drives on a periodic basis.

You can enable "Incremental Scanning” for Manual and Scheduled Scans.
Incremental scanning allows scanning of new and newly modified documents only,
which can save considerable server CPU time and resources.

ScanMail for Lotus Notes also provides the option to protect against the latest
security threat by scanning document Hot spot for malicious code strings called
"script bombs". Manual and Scheduled database scans also provide separate
treatment options for virus-infected documents and script bombs found.

ScanMail for Lotus Notes provides new options to include and/or exclude certain
databases/directories from being scanned by Manual and Scheduled Scan. In
addition, there are new options to strip macros from Microsoft Office documents and
scan embedded OL E objects.
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This chapter providesinstructions for configuring Manual database scans. In
addition, it covers how to configure ScanMail to perform Scheduled scans. The
topics include:

»  Configuring the file attachments to scan

»  Selecting the scan options, such as stripping office macros from documents,
scanning and cleaning compressed files, and scanning embedded objects

»  Sdlecting the databases and/or directories to include or exclude from scanning
»  Configuring the action on viruses and script bombs found

»  Entering notification messages to the administrator(s) for viruses and script
bombs found

»  Configuring whether to save a copy of infected documents or log of infected
documents in the Quarantine database

e Setting up Incremental Scanning to save server time and resources

»  Entering code strings and URL s to be checked in script scanning

»  Configuring ScanMail to automatically perform Scheduled scans

*  Stopping all currently running scans with the command "load dbscan quit*

Database scan configuration screens

ScanMail for Lotus Notes has two database configuration screens for Manual and
Scheduled database scans:

1. Main configuration—familiar from previous versions of ScanMail.
2. Script Scan — configure Stored Form Hotspot and Rich Text Hotspot scanning.

Customizing Manual and Scheduled database
scans
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Any database on the local Notes server, or remote clients with drives or directories
mapped to the local server, can be scanned for viruses. Only Notes database files are
eigible for Manual and Scheduled database scans.

Before performing a scan of your databases, specify what databases (or directories)
to scan.
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Note:  If no databases or directories have been selected, ScanMail will have nothing to
scan. we recommend to always check what you're scanning before saving the
configuration.

The configuration choices are the same for Manual and Schedul ed database scans.
This chapter describes the choices you will see for either option. Under Database
Scan in the left navigator pane, select either:

*  Manual Scan

*  Scheduled Scan

The screen for the option you chose appears. First we will describe the required fields
that are common to both types of scans.

Configuring the files to scan and scan options

ScanMail scans thefiles attached to Notes documents for viruses, employing both
Trend Micro’s MacroTrap technology and its multi-threading 32-bit scan engine to
detect macro, polymorphic, file, boot sector, and other viruses.

Under Filesto scan, you have the following options:

»  Click the All attached files radio button if you would like to have the most
secure configuration, wherein every attached document is checked for viruses,
regardless of its extension.

e If youwould like to minimize real-time scanning, click the Attached fileswith
selected extensions radio button, then click the drop-down arrow under
User-defined file extensions. Choose the file names you want scanned by
clicking on them.

If youwould like to define additional file namesto include for scanning, enter the
file typesin the New K eywor ds text box, separated by semicolons. For example:

prg; pgm
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Selecting the scan options

After you have selected the files to scan, select the scan options to apply during the
Scan process:

Srip macros from Office documents — enables macros to be deleted from
Microsoft™ Office documents. Macros can contain malicious code that executes
when the user opens a document and agreesto let the macros run.

Scan compressed files — scans attachments that have been compressed using a
wide variety of compression formats.

Clean compr essed files— enables cleaning of compressed files of types PKZIP,
ZIPto EXE, LHA, and AMG Thefileis decompressed to one layer for cleaning.
If an infected file is found more than one layer down, the entire compressed file
is marked as uncleanable.

Note:  Compressed files can be cleaned only if al files contained are cleanable. If
not, the entire compressed file is marked as uncleanable.

Scan for script bombs— scans documents for malicious codethat isknown asa
"script bomb". Malicious codeis a security threat that can cause as much damage
as computer viruses, if left unchecked. After you enable script bomb scanning,
you need to configure the script stringsto scan for. Click Script Bomb Scan to
go to the configuration screen.

Scan embedded objects — scans Microsoft Office objects that have been
embedded in documents, for example, OLE objects.

Configuring databases and/or directories to scan

You can scan selected databases individually or by directory. Database scanning
applies only to Notes databases. Other file types are not scanned by ScanMail for
Lotus Notes. A good strategy for maximizing security while minimizing the demand
on system resources is to scan your lowest risk Notes databases using a scheduled
scan rather than scanning during replication. Thisis because the process of
replication is already quite network intensive, and the added task of virus scanning
and cleaning contributes to the load.
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You can select any Notes database on the local hard drive or mapped network drives
for scanning. For Manual and Scheduled Scans, you can specify the databases to scan
individually or by directory.

Scanning selected databases
There are two ways to scan selected databases:

e Scanning directly from the Notes server command line
e Scanning using the ScanMail interface

Database scanning from the Notes server
command line

From the Notes server command line, type in the following command followed by
the name of the database you want scanned:

load dbscan yourdatabase.nsf

The Notes data directory is assumed unless you specify a different directory. Also,
remember to delimit multiple databases with a space.

Stopping all instances of dbscan
You can stop all database scans from the Notes server command line by entering:
tell dbscan quit

This command stops all instances of dbscan that are running after the current
document has been scanned.

Database scanning from the ScanMail interface

You can choose to scan selected directories and subdirectories and/or selected
databases from the ScanMail configuration screen.
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Scanning selected directories from the Notes client

Directories can only be selected in the Scan dir ector ies section. Type the name of

the directory to be scanned in the text box.

Note:

You can select only one directory at a time to scan.

To scan the subdirectories also that are contained under the directory you specified,
select the I nclude subdir ector ies check box. For example, you may select to scan all
directories under your Notes drive. Enter c: \ | ot us\ domi no\ dat a for the

directory to scan on an R5 server, and check I nclude subdirectories.
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FIGURE 6-1.

Manual Scan, Databases to Scan configuration section.
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Note:  Scanning directories and subdirectories allows a “wildcard” operation, equivalent
to*.nsf and*. ntf for the path(s) specified.

To further specify which directories to scan, you can enter directoriesto omit from
scanning in the Exclude Directories list. Enter the directories you want to exclude,
separated by commas. This option overrides subdirectories selected in the "Include
subdirectories" section above.

For example, if there are some directories in your data directory that you would like
to exclude from scanning, you would enter them here:

c: | ot us\ dom no\ dat a\ doc, c:\Iotus\dom no\data\help

You can configure specific databases that you do not wish to scan within the
subdirectories by selecting the Exclude the databases listed below check box. Then
select the Add button and check which databases you would like to exclude from
scanning.

Scanning selected databases from the Notes client

To scan selected databases within directories, under the heading Manually specify
databases, enter the path and name of the database you want scanned in the
Databaselist field. Delimit multiple entries with a semicolon. Thisoption is
particularly useful when you’d like to scan databases that are stored outside the Notes
directory. For example,

c:\test
_Or_

You can aso have ScanMail compile alist of databasesin the Notes directory for you
to select from.

Note:  After making changes to the databases scanning options for Manual or Scheduled
Scanning, you do not need to stop and restart the Notes server.

To select databases for scanning from the Notes client console:
1. Select Includethe databaseslisted below.
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2. Click Add and choose, from the list that appears, the databases you want
scanned. Click a database to select it. You can select multiple databases
simultaneously, then click OK. (Directories cannot be selected in this window).
You'll notice that ScanMail runs a quick cleanup script called Delete all db-
documents before adding the database. This script does not act upon your
databases; instead it deletes atemporary list of documentsthat ScanMail itself
created.

3. Click the Remove button to remove individual databases from the list that
appearsif you do not want them scanned or the Remove All button to remove all
your database selections. Click OK to remove the database names from the list.

Alternatively, you can exclude databases from scanning:

1. Seect Excludethe databases listed below.

2. Follow Steps 2 and 3 in the previous section. Any databases listed will not be
scanned.

Configuring the Action on Viruses
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When ScanMail detects avirusin an attached file contained in a document during a
Manual or Scheduled Scan, it acts only upon the infected file. The document’s
original rich text format and any uninfected files that were also attached are not
affected.

Asfor theinfected file, specify one of four actions for ScanMail to take:

e Pass— to skip the infected file without cleaning. A warning message including
the details specified in the Notification section is generated and sent to the
designated Administrator.

e Quarantine— to remove the infected file from the document and moveiit,
without cleaning, to the quarantine database. The quarantine database nameis
snguar . nsf inthe \ dat a directory on the Notes server where ScanMail is
installed.

» Delete— to remove the infected file from the document and delete it from the
server. The Notes administrator and any others designated are sent a notification
message via email.

* Auto Clean — to have ScanMail automatically clean the infected file(s).
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Action on uncleanable files

In some cases due to the nature of the virus, it can be identified but cannot be
cleaned. When that happens, you can have ScanMail delete the infected file, move it
to the quarantine database, or leave it in place without cleaning.

Configuring virus notification

When avirusis discovered during a database scan, ScanMail automatically alertsvia
email the people you designate—for example, the Notes administrator or other
individuals who need to know when infected files are found.

Additional details about the virus are also included, such as the name of the infected
database, the virus name, and the action ScanMail took. Thisinformation is also
archived in ScanMail’slog file. You can use ScanMail’s default alert message, or
compose one of your own.

To configure a virus notification:

1. Select the check box Warning to administrator (s):.

2. Inthe Administrator (s) field, type the email address of the person you want
notified. ScanMail can send the alert to more than one person. Use acommaas
the delimiter between addresses.

Alternatively, you can click the drop-down arrow and select from the list of
names that appears. Any addressin the public & personal address booksis
eligible for this notification, including SM TP addresses.

To compose the message you want the Administrator (and anyone else) to
receive, type your message in the associated text field. For example,

Administrator: ScanMail for Lotus Notes has detected a virus during a
database scan.

Note:  To use a multiple line notification message, press the "Enter" key between
lines.
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This message is automatically sent to the person(s) indicated whenever ScanMail

detects avirus.
£® Trend Micro's ScanMail - Manual Scan - - Lotus Nokes 10l x|
Fle Edt Yiew Create Actions Section Help & > G 6
@ ‘Welcome ‘Workspace @ Scanhdail for Lotus Motes - .. | u Trend Micro's Scanbdail -. ﬂ nofes
g ® Cancel tE Save & Exit ﬁ Script Bamb Scan & Print
3 E
w Virus Logging Options
Ly
dal I” Save a copy of infected d. in O ine datab.
>/l ™ Keep alog and a copy of ypted d inQ ine datab.
&
&
Ex ¥ Incremental Scan
Incremental scanning
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D » Temporary Directory
@ ile detachment director T FALotus\D ominotD atahsmintSMT empiDbT emph
p  Show change history
Find out more about virus protection at
http: //www trendmicro.com
Copgright © 1937-2002 Trend Micro Incorporated, A1l Rights Reserved, _I
=l
This is the protected text ares of the form.
| “| “|Nane] 4 “|=2| Dffice aE |
FIGURE 6-2. Manual Scan Configuration screen, bottom section with

Warning to Administrators, Virus Logging, and
Incremental Scanning enabled.

Virus logging options

The Virus Logging options are not selected by default. Select the check box(es) if
you would like to enable these options.
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e Savea copy of infected documentsin Quarantine database — if you do not
save a copy of infected documents, they will be deleted from your system. When
you enable this option, afull copy of infected documentsis saved in
\ dat a\ snguar . nsf.
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This option differs from the option to quarantine documentsin that the quarantine
database\ dat a\ snguar . nsf containsinfected attachmentsonly if they were
uncleanable or if you selected not to clean them. The Quarantine database
contains a copy of infected documents, whether or not the documents were
subsequently cleaned and sent to the recipient.

* Keep alog of encrypted documentsin Quarantine database — To keep alog
of which documents were encrypted and thus could not be scanned on the server,
select the second check box (encrypted files cannot be opened except by the
original intended recipient).

Incremental scanning

Select the check box to enable I ncremental Scanning. Incremental Scanning can
save considerable server time and resources by allowing selective scanning of new
and newly modified documents only.

Scanning is performed only on documents that have not been scanned or that have
not been modified since the last scan. We recommend that you initialize the
incremental scanning process by scanning all files on the server.

Specifying the temporary directory

Unless you specify otherwise, ScanMail will create and use the following temporary
directories for Manual and Scheduled database scanning:

c:\ SMrenp\ DbTenp —for Manual Scans
c:\ SMrenp\ PTenp —for Schedul ed Scans

If you would like to specify different temporary directories to use, you can change
the default settings.

Script bomb scanning

ScanMail has the ability to scan Lotus Notes scripts for malicious code. Under
Database Scan, select Manual Scan or Scheduled Scan, then select the Scan for
script bombs check box inthe " Scan Options' section. Select the Script Bomb Scan
button at the top of the screen. By default, script scanning is not enabled.
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Performing a manual database "Scan Now"

To perform an immediate scan from the Manual Scan Configuration screen:

1.

Click Scan Now at the top of the screen to have ScanMail check the databases
and directories you specified in the configuration screen.

Enter your local server (fully qualified) if prompted, for example:
server 1/ QU1/ US

In the Server console command field, enter the following command:
| oad dbscan

Click Live consoleif you want the server output from the scanning session
redirected to the current view screen.

_or-

Click Send to begin the scan. The databases and directories specified in the
previous configuration screen are scanned. Depending on the size and number of
databases, you may have to wait until the scanning process is finished.

Click Done.
To save your manua scan configuration settings, click Save & Exit.

Scheduling a database scan

Under Database Scan in the left navigator pane, select Scheduled Scan. The
Scheduled Scan Configuration screen appears with the same options as are used in
the Manual scan, with one new button at the top — Schedule Scanning
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To schedule Database scans:

1.

Select Scheduled Scanning, then click Add Program in the Action bar to render
ascreen for editing.

In the Program namefield, enter the filename of the ScanMail database
scanning program: pscan. Leave the next field, Command line, blank.
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Choose the Notes server that has the databases you want scanned by clicking the
drop-down arrow to the I eft of the Server to run on field and double-clicking the
server name.
In the Commentsfield, you can enter a note of explanation about the scheduled
program. For example,

ScanMail for Lotus Notes Scheduled database scan.

You can set the status of the program to one of three states: Enabled, Disabled,
or Startup Only (which launches Pscan whenever the Notes server is started).

Set the time, repeat interval, and days you want the database scanner to run.
When you’ ve finished, save and close the screen.
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FIGURE 6-3. The configuration screen for Scheduled Scans.

Your scan will automatically run on the day and time you have selected each
week.
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Saving the new configuration

To save the new configuration, click Save & Exit (Notes client) or Save (Web
browser), located at the top of the screen. To cancel your changes and revert to the
last saved configuration, click Cancel.
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Chapter 7

Using eManager

eManager isan optiona ScanMail component that specializesin content filtering and
spam control. It is automatically installed at the same time as ScanMail, but expires
after 30 daysif aserial number is not entered. There is no separate process for
removing eManager.

Using eManager’s content filtering, you can have eManager block, log, or postpone
inbound and outbound email messages on the basis of :

Message content (keyword or phrases)
Attachment content (keyword or phrases)
Attachment size, name, and/or type

Mail size

Sender's and/or Recipient’s email address
Message subject

Examples

Control virus outbreaks immediately (such as the Melissa virus) by creating a
filter rule to block all messages containing the subject "I love you".

Stop spammers from annoying your mail users and wasting company time.
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Sending your spam to Trend Micro

If you receive a spam message that eManager fails to detect, forward it (including all
mail headers) to spam@trendmicro.com so it can be reviewed and added to the list.

7-2

e Guard against harassing, illegal, and/or offensive content from being spread via

your corporate mail servers.

*  Manage bandwidth by postponing, until after normal business hours, the delivery

of any messages To: or From: a particular domain, or sender.

»  Block messages containing an attachment larger than a given size (but deliver
smaller attachments in the same message as usua), or block the message if the

total size exceeds alimit you set.
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FIGURE 7-1.

eManager, an optional ScanMail component, provides
spam filtering and content management.
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Trend Micro employs alarge team of spam collectors who work 24x7 to identify
unique characteristics of spam email and add them to the list. Since spam senders
frequently change their email addresses, characteristics such as web sites or
telephone numbers are used to detect them. In addition, old, or "stale" datais
removed from the list.

Updating the spam list for anti-spam filtering

Spam filtering works by comparing the header and body fields of inbound messages
to alist of known as spam "signatures.”" These signatures include tell-tale signs such
as adomain known to originate alot of spam, habitual senders, and unique message
content such as email addresses, URLSs, and phone numbers. To stay current with the
ever-changing spam list, you should schedule automatic list updates.

To schedule automatic list updates:
1. Inthemain ScanMail configuration menu, click Update > Update Setting.
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& Selected Content Filter
Fx
&
C4
@

[Link— T Content fiter |

Attachment Blocking

- v

eMail Blocking Options

Show change history [ |

Fird out more: about vinis protection at
http://www.trendmicro. com
Copyright © 1997-2002 Trend Micio Il Rights Reserved. ;I
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FIGURE 7-2.  We recommend you automate virus pattern updates by
scheduling the task to occur at least weekly.
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2. Spam "match lists" are downloaded with the virus pattern file, so select at least
Virus pattern and specify Active Update server for Virus pattern files.

3. If thereisaproxy server between the ScanMail server and the Internet, identify it
under Proxy Server Settings, by specifying the host name (or IP address) and
port. Provide log on credentials for the proxy if required.

4. Click the Load Pattern Update button at the top of the screen, or go to the
command line and enter,

| oad pupdate

5. Click Save and Exit.

Blocking spam with eManager

7-4

ScanMail's eManager component allows you to block thousands of the known spam
messages actively circulating the Internet from entering your network. Spam
blocking occurs before the mail is processed by your Notes mail server. Blocked
spam messages can be saved for individual review later, or deleted.

The spam filter detects spam messages in real-time, and before the message is
delivered to the Notes mail server for distribution.

Matches are detected by comparing inbound message content with the list of
thousands of spam signatures contained in Trend Micro's proprietary spam list.
Updated lists are published daily, and can be downloaded automatically with the
virus pattern file.

To block spam:

1. FromtheeManager configuration database, choose Scan Options> Mail Scan >
eManager / Filter Rules and select Filter Rules> All Filter Rules. Click the
Create new rule button that appears at the top of the page.

2. Select Activatefilter ruleto enabletherule.
3. Typeaunique number in the Priority number field.

4. IntheFrom: Domain field enter a* to check all inbound messagesto seeif they
are spam.

5. Open eManager Functionality, and select both the Enable eM anager
Functionality and Use spam database options.

6. Click Save & Close.



Using eManager

Notes:

Notifications for blocked spam are sent as usual, just like for other blocked mail.

The Filter rule you create for spam blocking should not contain any other criteria
(other than what is specified above).

Spam matches are logged and can be viewed in the Quar antine M anager.
Spam "match lists" are automatically downloaded with the virus pattern file if
you use the ActiveUpdate option—it is recommended that you schedule this
event to occur no less often than weekly.

Stopping a mass-mailing virus using eManager

Mass-mailing viruses (or "worms") emerged in the year 2000 and, within the space of
afew hours, proved themselves to be particularly potent threat. Within a day, the
Melissa (or ILOVEY OU virus had spread around the world, causing such a
commotion that unprotected companies were forced to shut down their mail servers
until the problem could be sorted out.

You can have eManager prevent such outbreaks from bringing down your network.

To block messages based on Subject or attachment name:

A. Create an Expression

1.

In the eManager Configuration database, click Scan Options> Mail Scan >
eManager / Filter Rules, and then choose All Expressions > Create
Expression.

In the Expression field, enter a unique identifier, such as the Subject
("ILOVEYOU" during the Melissa outbreak), or afile attachment
("ANNAKOURNIKOVA.JPGVBS" during the Anna Kournikova outbreak),
and Save & Exit the screen.

Note:  Check www.trendmicro.com during an outbreak for case-specific advice about
creating a unique identifier.
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B. Create a Content Filter to hold the Expression

1.

From the main ScanMail menu, choose All Content Filters > Create Content
Filter and select Advanced Content filter.

Begin filling out the Content Filter form by assigning a number and name to
your form, for example "1", (if itsyour first rule) and "Melissa’".

Choose Mail header and Subject to have eManager check these fields for your
Expression (the unique identifier created in steps 1 and 2).

Choose Mail body to check the message content for a match.

Choose Mail attachment and File name to focus the search on attachments only
(most efficient for Anna-Kournikova-type mass-mailing situations).

Next, click Applied Expression and the Add Expression button and then
choose the Expression you just created from the list that appears and click Save
& Exit.

. Create a Filter Rule to govern the Content Filter

Once again at the main ScanMail menu, choose All Filter Rules> Create new
rule.

Select Activatefilter ruleto enabletherule.
Typein anumber such as"1" in the Priority number field.

In both the From: and To: domains, enter a* {wildcard} to have eManager

check all messages. Otherwise, if you specify a particular domain, only messages
To: or From: that domain are checked against the remaining criteria. See Using
Advanced Content filtersfor important details about the To: and From: fields.

Open eManager Functionality and add the Content Filter you created in
section B.

Click Save & Exit, and return to the main ScanMail menu.

. Confirm that you have eMail Filtering enabled

At the main ScanMail menu, choose M ail Scan, scroll to the bottom of the page,
and open the eM anager / Filter Rules option.

Double-check to be sure eMail Filtering is Enabled, and confirm that your
current Filter Ruleis active and appearsin the list of Active Filter Rules.

On the same page, after you choose your Notification options, click Save & Exit
at the top of the page to apply thefilter.
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Using operators

eManager's mail filtering supports the following operators (listed in order of priority,
operator name is followed by definition):

Note:  Operators must be upper case. Operators must be offset by a . (period) on either
side, buffered on either side by a space.

* (., .)—grouping operator; used to change the evaluation order. The expression
in these operatorsis evaluated first.

* WILD.* —Wild card searches always start with .WILD. and amatch will occur
if the content contains the operand. For example, typein .WILD. *mobileto
match on mobile, automobile, bookmabile, snowmobile, immobile. Or, typein
WILD. rain* to match on rainbow, raincoat, raindrop, rainy, rainstorm.

* .OCCUR.—allowsyou to filter by a keyword expression's prevalence (preset in
eManager at 1). If the number of occurrences of the operand is greater than or
equal to the preset number, this condition is triggered.

* .NOT.—must be used in conjunction with a second operator; NOT specifically
excludes the word or phrase from the search.
* .NEAR.—filters by proximity (preset in eManager at 5). If the token count

between the last token of the first operand and the last token of the second
operand is less than the preset number, the condition istriggered.

* .AND.—linkstwo or more keywords so the occurrence of both is required for
criteriato be met.

* .OR.—linkstwo or more keywords so the occurrence of either isrequired for
criteria to be met.

Note:  The operand and the operator must be separated by a space. An operand may also
contain several tokens. A legal keyword expression is composed of tokens, which
is the smallest unit used to match the expression to the content. A legal token can
be an operator or the operand.
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About Expressions

Although you can attach more than one Expression to an Advanced Content Filter,
generally speaking it is best to keep filters as narrowly focused as possible. A given

Content Filter should contain a maximum of one or two Expressions.
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® Disable "word" = "WORD"
Help
@ (AN grouping operator; used to change the evaluation order. The expression in
these operators will be evaluated first
@l [wo used in combination with a string and wildcard
= For example: WILD. *ing to match on all words ending with "ing".
OCCUR allows you ta filter by a keyword expression's prevalence. fithe number of
@l accurrences of the operand is greater than the preset number, this condition
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NEAR Tfilters by prosimity. Ifthe token count between the lastioken of the first operand
and the last token of the second operand is less than the presetnumber, the
condition will be triggered
NOT. specifically excludes the word or phrase from the search.
AND. links two or more keywords so the occurrence of both is required for criteria to
b met,
OR: links two or more keywords 5o the occurrence of either is required for criteria 1o
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}  Show change history =l
| A0 Bl “|=2| Office [T
FIGURE 7-3. To specify a search criteria directly (without attaching an
Expression) use a General Content Filter.

»  Expressions contain the specified search parameters to be used by eManager.

» Usean Advanced Content Filter to specify in what portion of the message to
search for the Expression.

* UseaMail Filter Ruleto define which messages to check for the Expression, and
what action(s) to take whenever a match occurs.
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Creating Expressions

Expressions are the root element of an Advanced Content Filter that allows you to
define the key words or phrases that eManager should check for. You can create a
new Expression for each word, phrase, or concept you want to filter, or include
multiple search criteriainto a single Expression.

To create an Expression:

1. Click Scan Options> eManager /Filter Rules > All Expressions.
2. Click Create Expression in the button bar at the top of the screen.

3. Inthe Expression worksheet, enter the word or phrase you want to filter, and set
the case properties you want to apply.

Note:  Before enabling a new Expression, always test it first to be sure there are no
unexpected consequences (and choose Quar antine rather than Delete).

Creating Compound Expressions

You can create anew Expression for each word, phrase, or concept you want to filter
on. Or you can include multiple search criteriainto a single Compound Expression.
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To create a Compound Expression:

1. Click Scan Options> Mail Scan > eManager > All Expressions.
2. Click Create Expression at the top of the screen.

3. Inthe Expression worksheet, enter the first word or phrase you want to filter for
connected by the logic of the operands.

Note:  Be sure to leave a space before and after each operand in the expression. In
addition, do not use line breaks or carriage returns within a single expression.
It is better to create two expressions, instead.

For example, to create a (very complex) rule to distinguish between "apple” fruit and
"apple" computer, you may want to construct a rule such as the following:

.(. .OCCUR. apple .). .AND. .(. apple .NEAR conputer .). .OR . (.
appl e .NEAR. macintosh .). .AND. .(. .NOT. .(. .OCCUR eat .). .).

Thisruletriggersamatch if theword Apple occurstwo or more times in adocument,
and within 25 words either way of the word computer, or if the word M acintosh
occurs in the document, this also triggers amatch. But if the word eat aso occursin
the document—a match is not triggered.

However, we recommend that you keep your expressions simple and narrowly
defined. So, instead of one very complex rule as shown above, we recommend that
you create two simpler rules and attach each to aMail Filter Rule.

Expression 1.

.(. .OCCUR apple .). .AND. .(. apple .NEAR conputer .).
Expression 2.

.(. apple .NEAR macintosh .). .AND. .(. .NOT. .(. .CCCUR eat .).
).

Note:  When multiple Expressions are attached to a single Mail Filter Rule, the OR
operator is used to between them.
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Using wildcards in an Expression
Only Expressions support the use of wildcards—the General Content filter does not.
To use wildcards in an Expression:

1. Click Scan Options>eM anager > Filter Rules> All Expressions.
2. Next, click Create Expression in the button bar at the top of the screen.

3. Inthe Expression worksheet, enter the word or phrase you want to find using
. WLD. *expressionor. W LD. express*

Examples
.WLD. This * message

This expression matches content when the word "message” follows the word "This".
There can be any humber of words between theword "This" and the word "message”.

Content Result
» Match: ...Thismessage is being sent to you because you signed up for our

free email newdetter...

e Match: ... Thisistoinform you that | will be on holidays until 10/12. You
can leave amessage at 408-555-1212...

* Nomatch: ...Thisisarguably the most exciting software that | have...
e WILD.*ing

This expression matches any content which ends with "ing".
Content Result

e Match: ...that movie has a surprise ending...
*  Match: ...this should be the beginning of a mutually productive...
* Nomatch: ...Theiron ingots were loaded on to the freighter...

Note:  Before enabling a new Expression in a Mail Filter rule, always test it first (and
choose to Quarantine rather than Delete) to prevent any undesired or unexpected
consequences.
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Advanced and General Content Filters

The Content Filter includes two form options: Advanced, and General.
Use the Advanced Content Filter if you want to:

*  Create acomplex filter, including one or more Expressions

e Create afilter using multiple Expressions, linked viathe "or" operator
»  Scan the message body only

e Scan attachment content only

»  Focusyour search on a particular message header field such as: Subject, To: cc:
From:

e Set up amatch threshold for the occurrence of a particular attachment (for
example, don't block a message unless a certain number of matches of the
specified attachment have occurred—useful, for example, for mass mailing
viruses which tend to propagate widely and may include attachments of a
common name).

* Include additional values for .OCCUR.
e Include additional values for .NEAR.

Use the General Content Filter to:

e Quickly create arule (without first creating an Expression)

»  Filter messages based on the text appearing in the Subject

«  Filter messages based on the text appearing in the Body (all or some keywords)
»  Filter messages based on file attachment name

Using General Content Filters

A General Content Filter can be used, for example, to specify what to search for
(such as keyword or phrase) and where to search for it (in the Subject, body,
attachment, etc.) al from a single page.

After creating a General Content Filter, be sureto create aMail Filter Ruleto
specify which messages to search and also what action to perform upon finding a
match. You can use the following information to help correctly fill out a Genera
Content Filter worksheet:
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* Content filter number: A user-assigned number to help identify the rule when it
appearsin alist of rules. Use whole numbers only, zero is not valid.

Tip: Rather than number each new rule 1, 2, 3, 4, asyou create it, number
rules by 10's—10, 20, 30, 40. Thisallowsyou to later "back-fill" new
rules as you devel op themes.

* Content filter name: A user assigned name to help identify the rule when it
appearsin alist of rules. Although thereis no limit to length, a succinct name
may be more useful when it appears in the narrow column of the rule list.

e Subject line: Type the text of the Subject here. Typically, the Subject is known
and specific—for example, ILOVEY OU, for the Melissamass-mailer virus—and
may even be copied directly from the problem message and pasted directly into
thefilter. Wild cards are supported in thisfield.

» Mail body contains: Type the keyword or phrase you want to search for here.
Wild cards are supported here.

e Attachment file name contains: Type the file name you want to search for here.
Wild cards are supported.

Tip:Although you can add Mail Filter rulesto your Content Filter, it is
generally better to add Content Filter rules to aMail Filter.

Using Advanced Content Filters

Use the following information to help correctly fill out an Advanced Content Filter
worksheet:

e Content filter number: A user-assigned number to help identify the rule when it
appearsin alist of rules. Use whole numbers only, zero is not valid.

Tip: Rather than number each new rule 1, 2, 3, 4, asyou create it, number
rules by 10's—10, 20, 30, 40. Thiswill alow you to later "back-fill"
new rules as you devel op themes.

e Content filter name: A user assigned name to help identify the rulewhen it
appearsinalist of rules.
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Mail header: Select the Mail header option by itself to include all header fields

in the search. Alternatively, you can specify one or more individual fields,

including Subject, To: From: and cc:.

*  When using ScanMail eManager to create filter rules, (from the main
ScanMail menu, click "Scan Options > eManager / Filter Rules") you must
specify avalue for either the "From:" field, the"To:" field, or both.

» If avalueis specified in both the To: and From: fields, the OR operator is
used (the occurrence of any one of the values will trigger a match).

*  Vauescan beawildcard ( * )to apply the rule to all mails, adomain
(* @spamnet.com), or an individual (tom@spamnet.com).

» SeePriority numbersand Address Filtersfor more information.
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will be easier to read when it appears in the narrow
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Mail body: Select this option to have eManager check the content of the
message body.
Mail attachment > Partsto Scan.

Content: Check this option to scan the entire content of the attachment for
occurrence of the Expression.

Note:  Note: Checking the Content option may slow overall mail processing
performance.

File name: Check this option to check only the file name for occurrence of
the Expression.

Content filter matchesif number... The number entered hereis completely
dependant on what type of filter it is being applied to. For example, asingle
instance of aracia slur may be sufficient groundsto trigger thefilter. On the
other hand, if you are filtering for a potentially ambiguous word such as
"resume" (which could be either the verb, "to start again,” or the noun for "a
list of professiona accomplishments') you may want to filter for two or
more occurrences to increase the likelihood of it being the latter.

Creating a Content Filter
Content Filters define where in the message to look for the keywords or phrases.

To create a Content Filter:

1.
2.

Click Scan Options> Mail Scan > eManager > Content Filter.

Click Create Content Filter at the top of the screen. The following choices
appear:

Advanced Content Filter. Choose thisoption if you want to include one or
more Expressions, or if you want to be ableto "aim" thefilter at the message
header, body, and/or attachment. The Advanced filter allowsyou to use, asa
part of the rule definition, one or more Expressions, and one or more Mail
Filter rules.

General Content Filter. Choose this option if all you want to dois create a
rule "on the fly" — aword or two to check for in the Subject, body, or
attachment content.
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3. Fill out the work sheet as appropriate.

Note:  You can create a series of "base" content filters that define what portions of the
message to scan, and use these again and again as elements of your Filter rules. For
example, create one Advanced Content filter for scanning Subject, another for
Attachments, and another to include all parts of the mail and then use these as
building blocks for your Mail Filters.

Blocking messages on the basis of content

eManager can check the body and attachments of email messages for the occurrence
of agivenword, words, or phrase. For example, a Filter Rule could be created to
enforce a corporate policy against the use of certain objectionable words, another one
for discriminatory words, and another for potentially libel ous content,

To block messages based on content:

A. Create one or more Expressions

1. IntheeManager Configuration database, click Scan Options> Mail Scan >
eManager / Filter Rules, and then choose All Expressions > Create
Expression from the button bar.

2. Inthe Expression field, enter the keyword or phrase you want to "search” the
messages for—for example, the word "Resume”, and then Save & Exit the
screen.

3. Create one Expression for every word or phrase you want to include. To
distinguish "resume” (to start again), from "resume" (curriculum vitae ), you
might want to create one or more additional Expressions such as. "career",
"interview", and "job".

Note:  Multiple Expressions attached to the Advanced Content form are linked via Or
operator—the more Expressions included, the greater the probability of a
match (and greater likelihood of false positives), whereas multiple keywords
specified in the General Content are linked via And operator—the more
keywords specified, the lower the probability of a match.
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B. Create a Content Filter to hold the Expression

1. From the main ScanMail menu, choose All Content Filter > Create Content
Filter and select Advanced Content filter.

2. Beginfilling out the Content Filter by assigning a number and nameto the form.
Choose a short name that indicates the purpose of the rule, for example, Resume.

3. Complete the form by specifying notification options, etc. Click Applied
Expression and Add Expression. Choose the Expression(s) you just created
from the list that appears.

4, Click Save & Exit.

C. Create a Filter Rule to govern the Content Filter

1. Onthe main ScanMail menu, choose All Filter Rules > Create new rule.
» Select Activatefilter ruleto enabletherule.
e Typeinanumber such as"1" inthe Priority number field.

2. Inthe From: Domain field, enter a* (wildcard) to have eManager scan all
inbound messages for occurrence of the keyword or Expression. See Using
Advanced Content filtersfor important details about the To: and From: fields.

3. OpeneManager Functionality and add the Content Filter you created in
section B.

4. Click EnableeManager Functionality, then Save & Exit, and then return to the
main ScanMail menu.

D. Confirm that you have eMail Filtering enabled

1. Onthemain ScanMail menu, choose M ail Scan, scroll to the bottom of the page,
and open the eM anager / Filter Rules option.

2. Double-check to be sure eMail Filtering is Enabled, and confirm that your
current Filter Rule appearsin the list of Active Filter Rules.

3. Onthe same page, after customizing the notification options, etc. click Save &
Exit to apply thefilter.
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About Filter rules
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Below are some example tasks you could use ScanMail's eManager and filter rulesto
achieve:

Virus security

* Prevent an active virus outbreak by creating arule to stop al messages with a
given Subject heading (for example, "ILOVEY OU")

*  Prevent certain file types from entering the network via email attachment

*  Block mail based on attachment name (often akey differentiation in mass-mailer
programs)

Content security and policy enforcement
e Block al mail sent to or from aparticular country or business

*  Block messages containing offensive, or legally liable, words or
phrases—including those found in attached documents

«  Block resumes from being sent out by employees

Spam prevention
*  Prevent spam from arriving with inbound mail
* Block al inbound mail sent from a particular domain (e.g., spamé& garbage.com)

Bandwidth management

»  Block messages with attachments larger than a given size; automatically notify
sender of the mail policy

»  Postpone the delivery of mail sent to certain time-zones until after peak local
hours (but before start of the remote site's day)
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Priority numbers and Address filters

Usethefollowing information to correctly enter information into the Mail Filter Rule
worksheet:

e Priority number: This number determines the order in which filter rules are
processed, with the lower numbers coming before higher ones.
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" Send at time range:  Monday, Tuzsday, “Wednesday, Thursday, Friday, Saturday, Sunday =)
Tate Ty

[ Black enciypted mail: I~ Inbound
™ Outbound
I~ Within domain

[ Black mails if size is: 7 mreater than =1~ 5 “MB iz

» eManager Functionality

el
This is the protected text area of the form,
| | 7 Mane] “ “|=2| Difice =R

FIGURE 7-5.  Rather than number each new rule 1, 2, 3, as you create
it, number rules by 10's—10, 20, 30 so you can later
"back-fill" new rules with higher priorities.

Tip: eManager proceeds downward through the list of rules based on the priority
number, and stops processing rules as soon as a match occurs. As such, it can
be more efficient to give the broadest rules — those with the greatest
likelihood of producing a match—the highest priorities.
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* Addressfilter: Specifies which messages the Filter Ruleis applicableto.
Examples,

* Tohavethefilter rule apply to all inbound and outbound messages, enter a
wildcard * in either the To Domain or the From Domain field .

» Tolimit messages being sent out of the organization, enter
*your - domai n* inthe From Domain field (used, for example, as a part
of afilter to check for offensive content in customer communications).

*  To scan only messages being sent internally, enter
*your - domai n*

in the To Domain field (used, for example, as a part of afilter to block
messages > 2MB from being sent via email).

» Toblock al messages from a given sender or domain from being delivered
to members of your organization, enter

*domai n*

in the From Domain field (used, for example, to block spam from being
sent from a particular domain).

*  Sender exception list: Used in conjunction with the To and From Domain
fields, the Sender exception list allows you to exempt certain users from the
rule. Populate the field either by selecting names from the Notes Domino
Directory or typeindividual internet email addresses (delimit multiple addresses
with acomma).

* Recipient exception list: same as above.

Email filtering options

The email filtering options described below are optional actions you can have
eManager take whenever a match is triggered between an active Expression or
Content Filter and the criteria you defined in the Address filter.

Note:  Additional Email Blocking Options that affect how the blocking you specify is
carried out can be found at the bottom of the Mail Filter Rules page, including
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notification options, quarantine options, and whether eManager should block the
message, the attachment, or both.

Block always: Select this option to immediately block the message, the
attachment, or both whenever the sender or recipient matches what is specified in
the addressfilter.

Set tolow priority: Select this option to have eManager mark as "low priority"
all messages where the sender or recipient matches what is specified in the
address filter.

Note:  "Low priority" is a Domino routing setting, which, by default, means such
mail will be held until between midnight and 6:00 a.m.

Sent at time range: eManager can postpone delivery of mail that matches the
Filter Rule by holdingitinthesnt i me. nsf database. Select this option and
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specify aday and time to until which eManager should retain matching

® Trend Micra's ScanMail - Lotus Notes E -1of x|
File Edt Yew Create Actions Section Help & o ang G
) wielcome Workspace 5 Scanhail for Lotus Notes - Scanhail for Lotus Notes - (Fil I Trend Micro's Scantdail X mofes
LA Qcancel R save it & Frint
E TRERCR - =
I ScanMail - Mail Filter Rules - ‘
fi
@ ™ Activate filter rule 1f checkmark nat set, this filter rule is not active!!
il Priority number: 7
ol B 1 o
Q Address filter: From Domain:"*
ToDomain: ©
1
ion li ¢
@ Sender exception list =
P ion list: ¢
E Recipient exception list: LB
@ w eMail Filtering Options
ol ™ Block always
G ™ Set to low priority
@ ™ Send at time range: “ Monday, Tuesday. Wednesdaw, Thursday, Friday, Saturday, Sunday ;=1
v ate g a4
I~ Block enciypted mail: ™ Inbound
™ Dutbound
T within domain
™ Block mails if size is: 7 greater than =) * ; “MB ;x|
» eManager Functionality _|
This is the protected text area of the form
| T el ] oot |

FIGURE 7-6.  Scroll to the bottom of the page for additional options
such as Save/Delete, notifications, and specifying
whether to act on the entire message or attachment only.

Block encrypted mail: Select this option to have eManager block encrypted mail
as that also meets the criteria specified for the Address Filter (encrypted
messages and their attachments cannot be scanned for content or viruses).

Note:  Note: The Block encrypted mail action criteriais usually not used in
conjunction with an Expression or Content Filter),

Block mail if sizeis. Select this option to have eManager block messages whose
total size (including body and all attachments) meets or exceeds the size criteria
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you have specified. Note: this action is usually not used in conjunction with an
Expression or Content Filter).

eManager Functionality
Features of the eManager Functionality option are explained below:

Enable eM anager Functionality—Choose this option to have eManager apply
the conditions you defined in the Mail Filter Rule page to scanning the content of
mail messages.

Use Spam Database—Typically, you need only to enable this feature once—in
one Mail Filter Rule—and that rule automatically coversall spam filtering. This
default spam filter automatically draws upon Trend Micro's database of
thousands of known spam senders, message subjects, and domains.

Add | Remove Content Filter s—After defining the criteria of what messages to
scan and what action to perform whenever a message is triggered, add one or
more Content Filters containing the Expressions or termsthat you want to scan
for.

Note:  Although there are many exceptions, we recommend that you attach only one or

two Content Filtersto agiven Mail Filter Rule. Adding too many Content Filters
can have the result of either triggering too many matches, or, at the other extreme,
too few.

Attachment blocking

Attachment blocking is used for blocking all or specified attachment types or names
from being delivered to your system. This can be particularly useful in avirus
outbreak. Specified attachments are blocked and therefore do not need to be scanned.
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Thefollowing exampleillustrates how to set up afilter rule from the Notes client
console.

® Trend Micro's ScanMail - Lotus Notes B - (o] x|
Fle Edt Yew Create Actions Section Help & o BNG o

2 Welcome Workspace Y& ScanMail for Lotus Notes - ScanMail for Lotus Notes - (Fil |l Trend Micro's Scantail X potes
G Qcancel & saveaExit & Print

0} + Atachment Blocking B

™ Enable Attachment Blocking

Attachment blocking by centent
Al

e,

Bllfit BB

or attachments of type:

I drchives T Other
™ Audio #Vvideo I Pictures
™ Executables [ Unknown
™ Office

I Embedded Objects

Attachment blocking by extension
|
™ Attachment blocking by size

e Atachment ;=1 © areater than 21~ 5 “MB =)

™ Warning to administrator[s):

Text ~ ScanMai has removed an attachment during a reaktime scan of the mail traffic.
I Warning to sender:

Text ~ ScanMai has remaved an attachment during a reak-time scan of the mail traffic. J
I~ Warning to recipient(s):

Tet ' ScanMail has removed an attachment duing a reaktime sean of the mail traffic.

™ Message in subject line:

=l
This is the protected text area of the farm.
| | “|Mane] 5 “|=2| Office =2

FIGURE 7-7. Mail Scan, Attachment Blocking section, Notes client console
with Office and Executable attachments blocked except for
user John Smith.

For the following example, selections are available for the Attachment Blocking by
content section:

»  Select All to block all attachment types. Thisisthe most exclusive configuration;
every email attachment is blocked, regardless of its extension.

« Alternatively, with the Attachments of type section you can select only certain
types of attachments such as executables to block. All other attachments will be
sent normally and submitted for virus scanning. Attachment blocking by type
checks the true file type rather than just the extension name. Therefore, even if a
Word document has the extension renamed to. bak, it will still be blocked.
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» Alesssecure option isto do Attachment blocking by extension, wherein files
are blocked by the exact extension name only, rather than by the type. Typein
the extensions you want blocked from delivery, separated by commas or
semicolons, for example, *. doc; *. dot . All attachments that match your
specifications are blocked.

Note: In this case, only attachments with these exact extension names will be blocked. If
a Word document is saved with the extension . rt f, for example, it will not be
blocked. In addition, if a Word document was saved with the extension . doc, but
renamed to . bak, it will not be blocked. To block all Office documents, select
Office under Attachments of type.

A warning message can be sent to the administrator(s), sender, or recipient(s) when a
fileis blocked by selecting the respective check boxes. You can use the default
message, or edit it to create a customized message. In the case of the administrator
and sender, the alert is sent as a separate email, whereas for the recipient, it can either
be appended to the origina email that contained the infected file attachment, or
included in a separate email.

Alternatively, the administrator can choose not to configure any type of notification
to the recipient. To include a warning message in the subject line only, select the
check box and then type the text to append to the subject in the associated text box.

Blocking messages on the basis of size

Corporate mail policies may limit the size of mail employees can send or receive.
Limiting message size can be especially relevant when combined with virus and
content scanning because scanning large attachments, especially compressed file
attachments, can consume considerable CPU and memory resources.

To remove large attachments from email messages and notify the user of the action:

1. From the eManager configuration database, click Scan Options > Mail Scan>
eManager / Filter Rules. Sdlect Filter Rules > All Filter Rules, and click the
Create new rule button that appears at the top of the page.

» Select Activatefilter ruleto enabletherule.
e Typeaunique number in the Priority number field.

7-25



Trend Micro™ ScanMail for Lotus Notes™ Getting Started Guide

2.

3.

* Inthe To Domain field enter an * to include all recipients under the
umbrella of thisrule.

Click Attachment Blocking to open this option, then Enable Attachment
Blocking, and Attachment blocking by size.

Specify whether you want to block on the basis of a single attachment or all
attachments, and then enter the maximum attachment size. For example, One
Attachment | Greater than | 2M B stops any message with a single attachment
larger than 2M B, but not a document with ten 1IMB attachments.

Fill out the attachment blocking notifications as needed, and click Save & Close.
To remind users of an attachment-size policy, you can include text such as the
following in the Notification to Sender field:

Dear email wuser: Files larger than 2MB cannot be sent
via email. Please use the FTP server to distribute | arge
files.

Note:  To block mail on the basis of overall message size rather than size of attachment,

open eMail Filtering Options, click Block mail if sizeis. , and specify a message
size. This option differs from attachment blocking in that it includes objects pasted
directly into the body of the email—a 50-page document could be attached, or the
contents pasted into the email body, for example.

Email Blocking Options

eMail Blocking Options are an important part of Mail Filter Rules, especially as
they govern the conduct of your rule.
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Notification options—whenever eManager finds a match, and the action
specified in Email filtering options or Email Blocking Optionsisablocking
action, you can have eManager automatically send out notifications to the Notes
administrator, the message sender, and/or recipient.

Save a copy of blocked mails...—We recommend that you have eManager save
acopy of al blocked messages in the Quarantine database, at |east for the first
week or two of applying anew Mail Filter Rule.

Block Mail or Block Attachment—Whenever a content match istriggered for

content that appears in a message attachment (rather than the message body),
eManager can block either the entire message or the only the attachment.
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Special case notes for content matches:

» |If the message contains multiple attachments but only one triggers a content
match, and the blocking option is set to block attachments, only the attachment
with the content match will be blocked.

» |If the message contains multiple attachments but only one triggers a content
match, and the blocking option is set to block the entire message, the message
together with the attachment is blocked.

» |If themail is addressed to multiple recipients and meets the two conditions
specified below, the attachment will be blocked for all users, even if the
recipients appear in the Sender or Recipient exception list:

a. An attachment blocked (in other words, afilter rule is triggered)
b. At least one recipient and/or sender does not appear on the exception list

« |If themail is addressed to multiple recipients, and the sender and all recipients
appear in the Sender or Recipient exception list, the message will be delivered
to al regardless of match.

Blocking, postponing, and/or monitoring
messages

Content security can take many forms, including checking for leaked corporate
secrets, offensive or inappropriate language, or even questionable contact with
competitor corporations or hostile countries.

Bandwidth management, or the efficient allocation of finite corporate resources, can
also take many forms and may include postponing all messages routed to a given
time-zone until after peak local working hours, but before business hours at the
remote site. Or, you may want local deliveriesto satellite sites to take advantage of
reduced telecommunication rates during midnight hours.

Note:  eManager will delete blocked messages by default, unless you specify otherwise.

To block or postpone email messages on the basis of destination:
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From the eManager configuration database, Scan Options > Mail Scan >
eManager / Filter Rules and then select Filter Rules> All Filter Rulesand
click the Create new rule button that appears at the top of the page.

* Select Activatefilter ruleto enabletherule
e Typeaunique number in the Priority number field

In the To Domain field enter the criteria you want to filter on, for example, a
country, company, or Internet domain that you want to prevent (or monitor)
contact with.

Select theeMail Filtering Optionsyou want eManager to perform when amatch
ocCurs:

» Block always: Select this option to automatically block either the message,
the attachment, To: or From: the domain specified above, or whenever a
match is found.

» Settolow priority: Select this option to have eManager mark as"low
priority" messages that trigger a match. Note: "Low priority" isa Domino
routing setting, which, by default, means such mail will be held until
between midnight and 6:00 am.

* Send at timerange: eManager can postpone delivery of mail that matches
theFilter Ruleby holdingitintheLot us\ Dom no\ Dat a\ snt i ne. nsf
database . Select this option and specify aday and time to until which
eManager should retain matching messages.

At the bottom of the screen, open Email Blocking Optionsand fill out whatever
automatic notifications and blocking action that you want to occur whenever the
ruleis executed.

Finally, click Save a copy of the blocked mail messagesin the Quarantine
database if you do not want them to be deleted.

Note:  Whenever using a new rule, it is always advisable to save a copy of blocked mail

to the Quarantine database rather than delete them. Once you are sure your rule is
free of unintended consequences, you can return and change the status off this
option.
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Preventing encrypted messages from entering the
network
ScanMail does not scan files that have been encrypted, which meansit is

theoretically possible for viruses to enter a protected Notes Domino network via
encrypted mail.

To prevent this, you can have eManager block the delivery of all encrypted
messages. Blocked messages can be immediately deleted or saved to the Quarantine
database, where they can be re-sent or deleted.

To block delivery of encrypted mail:

1. From the eManager configuration database, Scan Options > eM anager / Filter
Rules and then select Filter Rules> All Filter Rules and click the Create new
rule button that appears at the top of the page.

» Sdect Activatefilter ruleto enabletherule.

e Typeaunique number in the Priority number field.

e Inboth the From: and To: domains, enter a* {wildcard} to have ScanMail
check all messages. Otherwise, if you specify a particular domain, only
messages To: or From: that domain will be checked against the remaining
criteria.

2. OpeneMail filtering Optionsand click Block encrypted mail. Choose
Inbound, Outbound, Within Domain, or all three to block all encrypted mail.

3. Open eMail Blocking Options at the bottom of the page, and choose the
notifications options you want.

4. Click Save & Exit.
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Chapter 8

Log Maintenance and Statistics

ScanMail for Lotus Notes keeps a running log of all its activities. New logs are
created whenever avirusis found and represent a valuable source of system
information. The virus logs can be grouped by date, user, virus name, action, and
service (real-time email scan, static database—manual and scheduled scan, or
real-time database scan). Within each category, they are grouped under date (all
dates, today, one week, and one month).

Individual virus log records contain a unigue ID number for the document. They
contain information on the server and database the document was found on, the
attachment name and action on viruses found (or files blocked, or script bombs
found). For greater security, a quarantine database is used to store infected
documents that have been quarantined, rather than a quarantine directory. The
guarantine logs are grouped by date.

ScanMail provides a Log Maintenance screen where you can determine how long to
keep the log files and schedule regular log maintenance. Alternatively, you can
manually delete the virus and quarantine logs. In addition, you can set up alog
replication connection to replicate your virus logs to one central server.

In this chapter, we present several ways to view statistics and create reports. Asin

earlier versions of ScanMail, you can produce Virus Statistics reports from your virus
logsover a given time period. The reports include the aggregate number of viruses by
disposition—cleaned, deleted, quarantined, and passed. In addition, the total number
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of files not scanned due to encryption, number of attachments blocked, and number
and disposition of "Script Bombs' found is available.

This chapter covers viewing and deleting ScanMail’s virus logs and quarantine logs,
and generating virus statistics. The following topics are covered:

Viewing the Virus Logs by date, user, virus name, action, and type of scan
performed

Viewing individual log details and the original documents contained in the Virus
Logs

Viewing the Quarantine Area

Enabling and disabling deletion of individual log files

Configuring Scheduled log deletion and deleting the original document copies
Manually deleting logs and the original document copies

Setting up Log Replication connections

Generating virus statistics

About the log configuration screens

ScanMail for Lotus Notes has several configuration screens for the Virus and
Quarantine Logs:
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1.
2.

Virus L ogs—query and analyze logs by date, virus, or scanner.

Satistics—provides top ten lists showing most common viruses, users with
most virus incidents, most infected databases, etc. and provides graphical
analysis of virus activity for agiven server or group of servers.

Log Maintenance

a. Scheduled Log Deetion — used to set up regular log maintenance to delete
logs no longer needed on the server.

b. Manual Log Deletion — used to delete individual or all logs immediately.

c. Log Replication — used to create replications of the Quarantine database,
for example, to a central server.
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Viewing virus logs

ScanMail writeitslogstothe snquar . nsf database in the Notes data directory,
typically, \ | ot us\ domi no\ dat a.

To view the viruslogs:

e From the main ScanMail menu, click L ogs> View L ogs and then choose the
criteria by which you want to see thelogs.

T
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QI Mgy £ EF 88 5,8 2 o%= S af
‘workspace ‘Q‘Q Scanbdail for Lotus MNotes Log - fby Date (all dates)) j notes
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FIGURE 8-1. A view of ScanMail’s virus logs by date showing viruses
detected, files blocked, and encrypted documents that
were not scanned.

Viewing virus log details

Each log, regardless of its group or time period, contains all the relevant details of the
virus detection: the time and date it was discovered, the Virus Name, the
Attachment it was infecting, the Action ScanMail performed (clean, pass,
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guarantine, block, or delete), the method of detection, and, in the case of email, the

email address of both the sender and recipient.

To view viruslog details:

1. Todisplay the log details, navigate by clicking the arrows until the list of virus

logs itself appears.

2. Double-click one of theindividual virus logs to display the details.

!y: Trend Micro's ScanMail - Lotus Notes

Dfile Edit View Create Actions Link wind

QA B0 ] A5 &

Help

| a;\g*z_

g Close |

ww F . - ¥irus Log -
N E== TREND ScANMAIL e
{ ﬂ_?j FoR LoTUS NOTES *

111472002 - 171472002

Gu to the copy in smvlog.nsf

Method:  Trend Micro Mail Scanner

Date: 1A14/2002 140750

Virus: Eicar_test_file

File: eicar.com

Eﬁlﬁ): B07a8673b7E0beb033256041007387 ed

From: CN=uz-beths.trendmicro. com/0=Trendrmicro

To: CN=Beth T Schneir/0=Trendmicro@Trendmicro, CH=Johin
Action: Uncleanable, Quarantined;

(ER

(1]

i

“[=2] us-beths trendi| 1|

FIGURE 8-2. A detailed view of an individual record from the Virus

Log.

3. Each Virus Log contains the following details:
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+ Dateandtime

* Virusname (or file blocked, hotspot name, or script name)

» File name the action was performed on

e  Note UNID — the unique ID number of the document

*  From and To (Email), indicating the sender and recipient of the email, or
From (Database), indicating the database the document is located in

e Action performed on thefile

* Method indicates which of the ScanMail scanners detected the virus, file, or
script — email, database, or replication

4. If you configured saving a copy of the infected document in the virus log, you
can click on the document icon at the top of the screen to go to the original copy
in the Quarantine database.

5. Todisable deletion of a selected file, click the Disable L og Deletion button in
the Action Bar at thetop of the screen. A "lock™ icon appearsto the left of thefile
name.

If you later decide to delete thefile, just click the Enable L og Deletion button to
clear the lock on the file, then you can delete it by pressing the "Delete" key.

Note:  Theviruslog files are automatically enabled for deletion by default. If you do
not wish a log to be available for deletion, you must select it and click the
Disable L og Deletion button.

6. You can display ScanMail’s viruslogs using one of several different views. To
view the document details while still on the main log screen, click
View>Document>Preview>Show Preview from the Notes menu. To configure
the way the navigation window displays all three levels of information on the
same screen, click View>Document Preview>Arrange Preview.

7. All aspects of the log files are presented in a single window, as shown in the
previous figure.

Deleting log files automatically

ScanMail for Lotus Notes generates alog (stored as a new document in the
smquar.nsf database) every time it discovers a virus. Depending on the volume of
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traffic your machine handles and the number of viruses encountered, the log database
may grow quite large.

Rather than always having to remember to manually delete log files, you can
schedul e the task to occur automatically. To do so, you need to add the ScanMail
administrator’s name to Agent Restrictions, under Run unrestricted

L otusScript/Java agents.

To Setup Agent Restrictions:

1. From the main Notes admin console, open the Address book and then go to
Server > Serversand select the name of the ScanMail server.

2. Click Edit Server inthe Notes Action bar, and select the Security tab.

3. Scroll down the window that appears to Agent Restrictions and enter the name
of the ScanMail administrator under Run unrestricted L otusScript/Java
agents.

4, Click Save & Close, and return to the ScanMail console.
To automatically delete log files:

1. Inthe ScanMail menu, click Logs > L og Maintenance > Scheduled Deletion.
The Set Auto Delete L ogs screen appears.
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2. Choose Deletelog files after {__} days, specify atimeinterval, and click Save
& Exit in the Action bar to complete the task.

® Trend Micro's ScanMail - Lotus Notes M=
Elle Edit Yiew Create Actions Text Help é } W} Q Q\ G
s L jeror %
=1 wWelcome ‘Workspace Scanhdail for L Scanhdail for Latu Trend Micra's Scanbdail nofes
Cancel Save & Exit Print
i) -
| 1 . - Set Auto Delete Logs -
S == JREND ScANMAIL
@ [% For LoTus NoTes *
3
il
@ Delete log files:
® No automatic delete
& O Delete log files after
El days [max 366 days)
Auto delete log agent control:
@I X Enabled on server bethPC/Bayarea
D Find aut mare about wirug protection at
http://vww. antiviius.com
@l Copyright © 1937-2001 Trend Micro Incarporated, All Rights Reserved
| | 5 “|=2| bethpc 5

FIGURE 8-3. Scheduled Log Deletion configuration screen with the
Auto Delete Log Agent Control enabled, but deletion of
logs currently disabled.

Deleting logs manually

Before deleting a number of logs, it isagood ideato review them to be sure that they
are indeed expendable. To perform a deletion, do the following steps.

To delete logs manually:

1. Select Log Maintenanceto go to the log navigator screen.
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2. Sdlect Manual Deletion. The Manual Log Deletion screen appears as shown in
the figure below.
£® Trend Micro's ScanMail - Lotus Notes i I (] 4}

Fle Edt WView Create Actions Text Help & P ang e
We\come \wWotkspace 15 Beaniail for Lot. Scanhail for Lotu.. | |_] Trend Micro's Scantail X notes

cancel [2F ciose
g 4 R Delete Virus Logs :|
b TREND ScANMAIL
@ ForLoTus NoTes®
-
& Delete How
&
: © Delete all vius log files
@ @ Delete selected virus log files
1/22/2001 Eicar_test_file eicar. com Uncleanable, Deleted:
1/22/2001 eicar.com Uincleanable, Quarantined;
1/22/2001 sicar.com Uneleanable, Quarantined;
@ 1/22/2001 eicar.com Uncleanable, Quarantined;
ol 1/22/2001 sicar.com Uncleanable. Quarantined;
[:I Find out more about wirus pratection at
http://www. antivirus.com
@ Copyright @ 1997-2001 Trend Micro Incorporated, All Rights Reserved
|

| |Mane] bl *|=3 | bethpe ‘e

FIGURE 8-4. Manual Log Deletion screen

3. Thefollowing two choices appear:

e Toempty thelog file database of all documents, click the Delete all virus
log files radio button.

* Tosdectindividual logsfromalist of all the viruslogs on the machine, click
the Delete selected vir uslog filesradio button. Click the Browse button that
appearsto produce alist of existing logs. Select the individual logs you want
deleted and click OK. Return to the Delete VirusL ogs screen to see alist of
thefiles selected for deletion.

Note:  If you have alarge number of virus logs, we recommend that you select
Delete selected virus log files to reduce the load on the server.

4. Click Delete Now to permanently erase the logs.
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Using the Quarantine Manager

ScanMail automatically moves infected, blocked (eManager violations), encrypted,
password-protected, and other designated message types to the quarantine database:
not es\ domni no\ dat a\ smguar . nsf.

To view the quarantine logs:

1. Inthemain ScanMail menu, click Quarantine Manager > View documents >
[Infected Documents | Encrypted Documents | Blocked eMails | Blocked
Attachments]

2. Choose the time period for which you want to view the logs. You can display
ScanMail’s quarantine logs using one of several different views:

*  Toview the document details while still on the main log screen, click View |
Document Preview | Show Preview from the Notes menu.

e To configure the way the navigation window displays all three levels of
information on the same screen, click View | Document Preview | Arrange
Preview. All aspects of the log files are presented in a single window.

3. Todisabledeletion of a selected file, click the Disable L og Deletion button in
the Action Bar at the top of the screen. A lock icon will appear to the left of the
file name.

If you later decideto delete thefile, return to the log and click the Enable Log

Deletion button to clear the lock on thefile, then you can delete it by pressing the
"Delete" key.

Note:  The quarantine log files are automatically enabled for deletion by default. If
you do not wish alog to be available for deletion, you must select it and click
the Disable Log Deletion button.

Setting virus log replication Connections

ScanMail provides you with the ability to automatically replicate the virus logs it
generates using Notes native Server Connection functionality. Trend recommends
that you set up Pull Only replications to the central Server from the peripheral servers
(avoid Push-Pull).
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To set avirus log replication connection:

1.

From the Notes server where you want your aggregate virus logs to be kept, open
the ScanM ail console and then in the main menu, click Next, click Log
Maintenance > L og Replication. The Notes Server Connection screen appears.

Click Add Connection to create anew replication connection.

You need at least Author rights to the Name and Address book to add the
connection.

Assuming that all the Notes-specific information is correct, enter the
hierarchical name of the peripheral server(s) where ScanMail isinstalledin
the Destination server field.

Under Routing and Replication, enter Replication in the text field to the
right of Tasks.

Type Pull only in the text field to the right of Replication Type.

Type the directory and database name of the log file, srquar . nsf inthe
text field to the right of Files/Directoriesto Replicate.

Change the Routing Task field from Mail-Routing to None.

Under Schedule, set the time interval and days you want to replicate the
Quarantine database.

Click Save and Close at the top of the window to create a connection
document in the Server Name and Address Book.

3. Click Escto return to the Log Maintenance screen.

Getting a statistical overview of virus activity

The Statistics option provides the ability to generate a numerical summary of the
email and database virus logs on the server. It includes the aggregate number of
viruses cleaned, deleted, quarantined and passed. It also includes new optionsto
generate email statistics. To view virus statistics:
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e Database Charting

e User Charting

* VirusLog Statistics
» Database History

Tip: If you do not have any virus logs currently, no data will be available.

Note:  To display the charts, Enable Java applet must be enabled in Notes User
Preference.

Virus Charting
Virus Charting provides you with reports of the top 10 viruses detected.

» Sdect Virus Charting and a pie chart appears with the top 10 viruses. If you
have had fewer than 10 viruses, then there will be fewer "pieces' of the pie.

Database Charting
Database Charting provides you with information on the top 10 databases infected.

» Select Database Charting and a pie chart appears with the top 10 databases
containing the most documents with viruses.

User Charting
User Charting provides you with information on the users who sent the most viruses
viaemail.

» Select User Charting and a pie chart appears with the top 10 users who have
sent the most viruses.
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Vir
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us Log Statistics

The Virus Log Statistics screen provides you with reports of virus activity over time.
It includes the aggregate number of viruses cleaned, deleted, quarantined, and
passed. In addition, the total number of files not scanned due to encryption isalso
available.

The Virus Log Statistics screen also reports the number of file attachments blocked
and the number of destructive Stored Form hot spots and Rich Text hot spots found.

In a Notes server environment—where multiple instances of ScanMail are installed
on server(s) and clients—the Virus L og Statistics screen can display the cumulative
number of virus events encountered across the Notes network.

8 Trend Micro’s ScanMail - Lotus Notes ¢: =] |
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[} welcome Workspace %% Scanhail for Lo.. ScanMail for Latus... | |_] Trend Micra's ScanMail X nofes

cancel 28 close

e | =)
Coloulste | Sewvers: @ Al O Speciy & view o that name cannot be f
Range: O 4l O Onewesk O Reportrange

© Onemonth @ Today

Yirus Scan

Action \ Scanner Email Database  Real-time DB Total
Auto Clean Clean 04 04 g o
Delete ™a 04 g Mg
Quarantine 04 "B i 7a
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Quarantine Oy "0 Ty 0
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FIGURE 8-5.  Virus Log Statistics screen presents an aggregate view of
virus events.
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To view viruslog statistics:

1. Select thetype of statisticsthat you want to generate. By default, AL L isselected
and all 3 of the reports are generated. Alternatively, you can choose to generate
just the Virus Scan, File Type Blocking, or Script Bomb Scan reports.

2. Choose the servers that you want the report to represent—All or Specify (and
select a server using the drop-down arrow).

3. Choose the time period that you want the report to represent. You can select One
Week, One Month, All Dates, Today, or aReport Range. If you choose
Report Range, specify the range of dates using the drop-down month and date
selections that appear.

4. Click Calculate to generate the report.

5. The VirusLog Statistics report shows Action rows by Scanner columns.

Virus Scan

The Virus Scan report shows actions on viruses classified under the statuses Auto
Clean, Pass, Quar antine, and Delete. Within the Auto Clean category, there are also
subcategoriesfor filesthat could not be cleaned (Delete, Quarantine, Pass), aswell as
those that were cleaned. Encrypted documents are counted, but cannot be scanned on
the server. The total number of files with viruses plus encrypted filesis shown in the
subtotal field.

Attachment Blocking
The Attachment Blocking report shows files deleted by scanner type.

Script Bomb Scan

The Script Bomb Scan report shows the actions of Clean, Pass, and Delete
performed on Stored Form Script bombs. In addition, the actions AutoClean, and
Pass are displayed for Rich Text Script bombs. The total number of Stored Form and
Rich Text script bombsis shown in the subtotal field.

Total

At the bottom of the screen, totals are listed for all problematic files (Total = viruses
found + encrypted documents + files blocked + files containing script bombs). The
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report shows how ScanMail protects against viruses and script bombs, aswell as
blocks certain file types from entering the Notes network.

Database History

Select Statistics, then Database History to get to the history screen.

The Database History screen provides you with information about the scanning status
of databases. You can find the date the databases were last scanned and the number
of documents scanned in each database.

In addition, you can reset the Incremental Scan flag for a database. Just select the
documents you want to rescan and select Reset dateto rescan all docs All
documents selected are marked with the "Last Scanned" date of 01/01/0001,
indicating that they have not been scanned for Incremental Scanning purposes.

Tip: Use this option, for example, when you have updated to a new pattern file and
want to rescan all your existing databases for a new virus type.
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Go to Edit>Select All and click Reset dateto rescan all docs. All of your
documents can then be rescanned with the new pattern file when you run a new
Manual or Scheduled Scan.
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System log

The Notes system log records information about all types of Domino server activities
and remote workstation communication activities. System administrators should
view it often to see whether databases are replicating properly, and to check for
sufficient disk space and memory.

The system log includes the following fields:

Database Size and Usage
Mail Routing Events
Miscellaneous Events
NNTP Events

Object Store Usage
Passthru Connections
Phone Calls

Replication Events
Sample Billing

Usage

To view the System Log:

On the main ScanMail menu, click System L og.

ScanMail includes a variable called SMOutputLevel L in the Notes.ini file that
you can set for different logging levels. Thisfileistypically under c¢: \ wi nnt
for NotesR4and c:\ I ot us\ doni no\ dat a for Domino R5.

e Levd 1recordsvirusinformation messagesin the virus logs and the Notes
system log.

* Level 2includesLevel 1 plusinformation about the activity of the ScanMail
tasks, such as which databases were scanned.

e Leve 3includesLevels1 & 2, plus more detailed logging information.

Note:  The ScanMail logging level is set by default at Level 2. You can edit this
value in the Notes.ini file.
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Information

Your copy of ScanMail includes an extensive online help database called

smhel p. nsf, whichis anative Notes database. Online help includes all the major
topics included in this manual, from installation to advanced configuration. In
addition, the How to section contains instructions on tasks commonly performed in
ScanMail. ScanMail’s Help database contains an FAQ section, which contains some
of the most frequently asked questions about ScanMail for Lotus Notes. For the most
up-to-date FAQ list, visit Trend Micro’s Web site.

Trend Micro’s Web site also has aweadlth of information on the latest security threats,
such as offensive email that can interfere with your companies’ productivity. Visit
Trend Micro’s Virus Information Center to find information on viruses and malicious
code threats. Visit " SolutionBank" for the most up-to-date error messages.
SolutionBank is Trend Micro's free online database of common answers to technical
guestions.
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Contacting technical support

Trend Micro can be reached via telephone, fax, email, regular mail, or through our
Web page.

To find the contact information for the Trend Micro office nearest you:

Open aWeb browser to the following URL:
http://ww. trendm cro.com en/ about/contact/us. htm

Alternatively, inthe main ScanMail menu, click Help > Support or Help > Help
Database to search for written information.
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FIGURE 9-1.

Access the Trend Micro Support page.
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Speeding up your support call
To speed up your support call, have the following information available:

e ScanMail product, Virus Pattern File, and Scan Engine versions

»  Operating system version and service pack version

*  Lotus Notes or Domino release number

»  Computer brand, model, and any additional hardware connected to your machine
e Amount of memory and free hard disk space on your machine

e notes.ini settings

»  Exact text of any error message produced

»  Stepsto reproduce the problem

Program Status
To view a snapshot of ScanMail:

*  From the main ScanMail menu, click General Administration > Program
Satus and then select the ScanMail server you want to the status of:

e Scan status for real-time and mail scanners

P Trend Micro's ScanMail - Lotus Notes -0l x|
File Edit Wiew Create Artions Help 4- B e O‘ o
We\come ‘Workepace 15 Seanhail for Lat.. Seaniailf., ||l TrendMicress. X nofes
B
s
i ScanMail SRS
| Sewer uscalifornia/Usstates
a
gl Soeneiveion 26 Dec 92002
ScanMail build umber 1143
@ Scan engine version: 6.410-1009
Spam fiter version: 321
& Cuntent virus pattern version: 37
Viru pattern version in Patem database: 7
Mail scan status: Enabled in canfiguation document
eManager status eManager s not in use
R Resbime scan status Disabled in configuration document
(] Copyight © 19372002 Trend Micio Incorporated, All Fights Reserved
Kl ol >
| | 4 *|=2| Offics &

Figure 9-2. View a summary of all the critical information.
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e ScanMail program version and build number
e Current engine version

*  Current virus pattern file

e eManager status

Note:  The virus pattern file may be a different version in the pattern database,
smency. nsf, than the one that is currently being used for scanning.

Accessing the ScanMail online help database

The ScanMail Help database contains information on al the ScanMail features and
provides cross-reference links to related topics. In addition, the How to section
provides step-by-step solutions to common configuration questions. Consult this list
first when looking for information on how to perform an operation in ScanMail.

Additional resources available over the Internet

The Trend Micro Virus Information Center provides many features to access virus
information and security aerts. Visit HouseCall for a virus check-up. If you want to
have regular virus alerts sent to you viaemail, sign up here.

Comprehensive security information is available over the Internet at our antivirus
center

http://ww.trendm cro. conifvinfo

Use the Virus Information Center to find out about:

*  Which viruses and malicious mobile code are currently "in the wild," or active
and alist of computer virus trigger dates

»  Computer virus hoaxes and how to determine whether a detection is actually a
falsealarm

*  Trend Micro’s Virus Encyclopedia, which includes a comprehensive list of
names and symptoms for known viruses and malicious mobile code

e A basic guide to computer viruses
» A safecomputing guide
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*  Product details and white papers
In addition, you can sign up to receive

* A weekly virus aert, listing the virus outbreaks that occurred during the current
week

Technical support knowledge base

If you receive an error message, or cannot find the answer to a given question in the
on-line help, check the Trend Micro SolutionBank, an online knowledgebase filled
with answers to technical product questions.

Use SolutionBank, for example, if you are getting an error message and want to
search for any possibly solutions.

http://sol utionbank.trendmi cro. com sol utions/sol uti onSearch. asp

New solutions are added daily. However, if you don't find the answer you seek, you
can submit your question on-line, where the personnel at TrendLabswill provide you
with an answer or contact you for more information.

Using the Virus Encyclopedia

Trend Micro maintains a comprehensive Virus Encyclopedia with detailed
information on tens of thousands of viruses. Virus descriptions include information
on how the virus spreads, what kind of damage it can cause, how best to prevent
damage, and how to clean up after being attacked by avirus (or Trojan, Joke,
malicious applet, or any such "maware").

To open the Virus Encyclopedia:
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1. Fromthe main ScanMail menu, click Help > Security I nfo to open the Security
Info Web page, and then Virus Encyclopedia in the Web menu that appears on
the left.
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FIGURE 9-3.  Trend Micro maintains a comprehensive virus
encyclopedia.

2. Tobegin asearch, enter avirus name, alias, or keyword. Otherwise, select from
the full list of Search options:

e Search for—Enter avirus name, alias, or keyword(s)
» Effect—Select the virus payload; select what the virus does to a system
*  Type—Select the category of virus
» Using—Select when the virusis triggered; or select when it will occur:
»  Any Day—Search for viruses that can occur on any date
»  Specific Day—Search for viruses that occur on a particular day
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»  Specific Date—Search for viruses that can occur on a specific date
e Select—the month, day, and year

TrendLabs™

TrendLabsis aglobal network of antivirus research and product support centers that
provide continuous 24 x 7 coverage to Trend Micro customers around the world.
(These centers are called "global antivirus eDoctor centers' in Japan and other Asian
markets).

Staffed by ateam of more than 250 engineers and skilled support personnel,

TrendL abs' dedicated service centers in Paris, Munich, Manila, Taipei, Tokyo, and
Irving, CA. ensure arapid response to any virus outbreak or urgent customer support
issue, anywhere in the world.

Sending your infected files to Trend Micro

You can send your viruses to Trend Micro via the Web. More specifically, if you
have afile that you think isinfected with a virus but our scan engine does not detect
it or cannot clean it, we encourage you to submit the suspicious file to us at the
following Web address:

http://subwi z.trendm cro.com

Please include in the message text a brief description of the symptoms you are
experiencing. Our team of virus engineers will "dissect" the file to identify and
characterize any virus(es) it may contain and return the cleaned file to you—usually
within 48 hours.

Spam contact info
You can forward spam messagesto Trend Micro at the following address:
spam@r endm cro.com

Spam received at this address isincluded in the anti-spam data file used by
eManager.
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Chapter 10

Control Manager Agent for ScanMail

In addition to the

local console, ScanMail can be administered through the Trend

Micro Control Manager (TMCM), a centralized system that unites your Trend Micro
antivirus products into a cohesive virus security and content management solution

Through Control
and administered

TREND MIGRO
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FIGURE 10-1. Viewing ScanMail program status from Control Manager.
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Virus logs can be aggregated from your entire network and analyzed to provide a
comprehensive picture of virus and other activity on the network. ScanMail can be
administered in context with the rest of your antivirus products installed on the
network.

Running ScanMail in a Control Manager environment also bringsto it aframework
for the Outbreak Prevention Service, Trend Micro’s unique protection service
designed to keep connected enterprises informed and protected against virus and
content threats. See About Outbreak Prevention Service on page 10-5.

The Trend Micro Control Manager agent for ScanMail is optionally available and
can be separately obtained by contacting your Trend Micro representative.

Note:  You cannot use a Trend Virus Control System (Trend VCS) agent to connect
ScanMail to the Control Manager server. Control Manager does not support
multiple, simultaneous program updates for ScanMail

To bring ScanMail into a Trend Micro Control Manager network, start by installing a
Trend Micro Control Manager agent to each ScanMail server. (Later, you can
aggregate individual instances of ScanMail into asingle "virtual product” in the
Control Manager directory tree).

Control Manager Features

10-2

Control Manager builds on the centralized management concept Trend Micro
pioneered with Trend VCS. Trend VCS is the previous hame for what is now known
as Control Manager. If you are currently running Trend V CS, you can purchase an
upgrade to obtain all the new benefits of Control Manager. For more information on
upgrading your management server from Trend VCS to Control Manager, see the
Trend Micro Control Manager Getting Started Guide.

Key features include:

Proactive Outbreak Prevention—With Outbreak Commander, you can take
proactive steps to secure your network against an emerging virus outbreak. Outbreak
Commander provides a proactive attack protection service. It blocks malicious code,
by file name or specific file details, while new pattern files are being developed that
can detect and clean the new threat.



Control Manager Agent for ScanMail

Secure Communication I nfrastructure—Control Manager uses a new,
communications infrastructure—built on the Secure Socket Layer (SSL)
protocol. Depending on the security settings used, transmissions can be
encrypted, or encrypted with authentication.

Task Delegation—Each user can be given a personalized account with their own
privileges, which defines what the user can see and do. Account usage can be
tracked via user logs.

Command Tracking—This feature allows you to monitor all commands
executed on Control Manager. Thisis particularly useful for determining whether
or not long-duration commands—Iike virus pattern updates for example—were
performed successfully.

Real-time Product Control—Control Manager provides you with rea-time
product control. Configuration changes made on the console are immediately
sent to the products; even manual scans can be run from the console. This
latency-free command system is indispensable during a virus outbreak.

Centralized Update Control—Centralized updates of your anti-spam rules, and
virus pattern and scan engine files ensure that all products contain the latest
components. It also makesit possible to view your entire network’s protection
status from a single management console.

Centralized Configuration—Centralized configuration allows you to
coordinate virus-response and security efforts from a single console to ensure
consistent enforcement of your company's virus and security policies.

Centralized L og Reporting—Get an overview of your antivirus and content
security network's performance using comprehensive logs. Control Manager can
collect logs from al its managed products; you no longer need to check the logs
of each individua product.

Centralized Management—Allows administrators to configure, monitor, and
maintain most Trend Micro software installed on the network from asingle
console regardless of location or platform.

Flexible and Scalable Configuration—Simplifiesthe administration of a
corporate virus and content security policy.

Insulated Administration—Allows you to compartmentalize Control Manager
administration rights and product views according to a variety of criteria. For
example, you may wish to have certain administrators only see certain products.
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You can use Control Manager to unify the administration of multiple instances of
ScanMail on the network:

e Configure groups of ScanMail servers asif they were one

»  Update virus pattern file and scan engine

»  Adggregate virus logs from multiple ScanMail servers

» Aggregatevirus activity detected by ScanMail with records from other protection
points on the network (such as at the Internet gateway, the file server, or each
individual desktop).

About Control Manager

The Trend Micro Control Manager, (previoudy called Trend Virus Control System,
or Trend VCS) is a centralized management console for coordinating, tracking, and
maintaining the variety of antivirus software products that are often found installed
onaLAN or WAN.

Because Control Manager alows a single administrator to unify and manage all the
different antivirus products on the network—regardless of platform or physical
location—it is an especially useful tool for large, dispersed, and complex networks.

For example, from the Control Manager console you can configure all antivirus
programs on the network to behave in the same manner, view aggregate virus logs for
virus events WAN-wide, and update the Virus Pattern files for all programs.

How Control Manager works
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The Control Manager server communicates with each managed product using an
agent, asmall program that enables communication between Control Manager and
the product.

If you have awidely dispersed network with multiple instances of ScanMail, Control
Manager greatly reduces the time you spend configuring your servers, aswell as
increases your network visibility.

Control Manager uses the Secure Socket Layer (SSL) protocol and communication
between the Control Manager server and managed product(s) supports both
encryption and authentication.
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About the Communicator
The agent package is composed of two parts, the Communicator and an agent.

The Communicator is the managed product-side component of the Trend Micro
Management Infrastructure (TMI) — the communications backbone of the Control
Manager network. Control Manager agents have their own local Communicator,
which is shared by all the agents on that server. Though there can be as many agents
on aserver as there are managed products, only one Communicator is required for
each server. The TMI uses the same encryption key and message routing settings for
all agentsinstalled on a server.

Agentstypicaly receive data from the Control Manager server and configure it to fit
the requirements of the managed product. Likewise, they collect log data from the
product, and reconfigure it to the requirements of Control Manager.

About Outbreak Prevention Service

The Outbreak Prevention Service (OPS) alows enterprises to take proactive steps
againgt new virus threats before the necessary virus pattern file update becomes
available. By bridging the gap between threat notification and virus pattern delivery,
enterprises can quickly contain virus outbreaks, minimize system damage, and
prevent downtime.

OPS provides you with outbreak prevention policies product setting
recommendations designed to secure your network during outbreaks. These policies
are applied to the products managed by Control Manager using Outbreak
Commander.

Outbreak Commander applies policiesin the following stages:
*  Prevention—threat information delivery and deployment of precautionary
content security policies while anew virus pattern file is being developed.

* Notification—notifications are automatically sent to the individuals and groups
configured.

e Scanning—real-time scanning on antivirus productsis enabled

* Updates—anew virus pattern file is deployed to the antivirus product. If the
threat requires development of a new scan engine, the scan engine can be
automatically deployed as well.
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System requirements

Toinstall the Control Manager agent for ScanMail, you need the following hardware
and software;

10-6

Microsoft Windows 2000 Server or Advanced Server; or Microsoft Windows NT
4 with Service Pack 3

Intel™ Pentium™ 300MHz processor (or higher recommended)
128MB RAM minimum (256MB or more recommended)
50MB free disk space for the agent program files

Note:  The Control Manager agent must be installed on a NTFS partition, and
installed while logged on using Windows administrator-level credentials with
Domain Administrator privileges.
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Using Control Manager to Unify ScanMail
Management

If you are running more than oneinstance of ScanMail on the network, you can make
uniform configuration changes, analyze virus logs, and make simultaneous virus
pattern and scan engine updates if you "attached" the ScanMail to Control Manager
by installing an agent.

Notes:

Install one agent on each server running ScanMail

Only servers of the same platform can be updated simultaneously

If thereisalready a TMCM agent on a given server, for example because another
antivirus product isinstalled on the same server, you should still install the agent
for ScanMail

For Domino partitioned servers, install a separate instance of the agent on each
partition

Sincethe agent Setup requires the Domino server to be running, but the ScanMail

Setup requires the Domino server to be stopped, you should install ScanMail on
all your partitionsfirst, start the server, and then install al the agents

Installation planning

Although agent installation is pretty straightforward, prior to running Setup there are
two things to plan for to ensure a successful installation:

a. Gather relative network information
b. Obtain a Control Manager public key

A. Gathering relative network information

Before installing the Control Manager agent, know the following:

The Fully Qualified Domain Name (FQDN) or IP address of the Control
Manager server to which the agent will report

Windows Administrator account credentials for the agent server
At least one shared drive on the agent server
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* A Control Manager User ID with an Administrator, Power User, or Operator
account type

Additional installation notes:

* Do not delete the Windows account used to install the Control Manager agent or
it will not be able to re-register with the Control Manager server

*  Control Manager agents cannot be installed using Terminal Services

» A Control Manager 2.5 agent should only be ingtalled to a Control Manger 2.5
network (do not install to a Control Manger 2.x or Trend VCS managed network)

« Evenif you haveinstalled a Control Manger agent for ScanMail on a given
machine, it is still necessary to install an agent for ScanMail

B. Obtain a Control Manager public encryption key

Before running the agent Setup program, obtain a public key and copy it to a known
location on the ScanMail server.

To obtain a Control Manager public encryption key:
1. Open the Control Manager console at:
http://conputer nane/ Contr ol Manager

where* computer name” is the IP address or host name of the Control Manager
server.

2. Enter aUser ID and Password. The User ID can be a Control Manager Operator,
Power User, Administrator, or Root credential.

3. Sdect Products > Add/Remove Product Agentsand right-click the public
encryption key. Savethefile (named E2EPubl i c. dat ) to alocation
accessible to the server where agent will be installed.
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Installing the Control Manager agent

The Control Manager agent for ScanMail provides a communication link between
ScanMail and the Control Manager console.

Install one agent on each ScanMail server. For partitioned servers, install one
instance of the agent on each partition. Since ScanMail must be installed with the
Domino server shut down, and the agent with it running, install all instances of
ScanMail first, before re-starting the server and running the Agent installs.

To install the Control Manager agent:

1. Locateand then run the program agent Setup program, typically in the
\ cmagent subdirectory of the ScanMail installation directory, or, if you have
the Enterprise Protection CD, in the\ pr oduct s\ sm n\ cnagent directory
on Disk 1.
2. Inthe Welcome screen that appears, click Next, and then Yes to accept the
License Agreement. The Setup Message Routing Path screen appears.
Setup Message Routing Path : il
Specify the path for incoming and outgoing messages.
—Source ofincoming message
© Any hast
& |P port forwarding:
Firgwall P I 123 12 12 123
Part: Listen at |721 forward to
 Prowy senver Prowy Server Configuration |
—Route for outgoing message
&+ Directio sener
" Prowxy senver Froeey Server Configuration |
< Back | Mext > | Cancel |
3. Next, specify how you want inbound and outbound messages (virus notifications,

for example) routed and then click Next. Choose:

source. Thisisthe least secure

Any host—to have agent will accept messages sent to its port from any
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* |IP port forwarding—if the Control Manager server will bereceiving
message traffic from a 3rd-party such as afirewall. Specify the | P address
and port where Control Manager should listen for inbound traffic.

* Proxy server—if there is a proxy server between the agent and Control
Manager server. Click Proxy Server Configur ation and then type the IP
address or host name, port, and any log in credentials.

Route for outgoing message
» Direct to server—to have the agent contact the Control Manager server
directly. Thisisthe least secure.

»  Proxy server—(as above) if thereis a proxy server between the agent and
Control Manager server.

4. Inthe Register with Control Manager screen that appears, click Import and then
locate the Control Manager public key you generated (typically, thisfile nameis
E2EPubl i c. dat ). Click Next to continue. Setup will take a moment to copy
filesand ingtall the TMI (a part of Control Manager-agent relationship).

Register with Control Manager ﬂ

Importthe public encryption key of the Caontral Manager server that this
productwill be registered with.

— Server information

FPublic key source : OAEZEPublic.dat
Host D LIS-HIETESTF4 us trendnet.org:1
GUID: 000475004F09-3E7BEYAB-001D-
Security lewvel: High
< Back Mext > Cancel

FIGURE 10-2. The agent will contact the Host ID.
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Tip: You can ping the server to be sure both the host name and fully qualified
domain name are recognized (if the ping fails, edit the file:
\winnt\system32\drivers\etc\host on the agent server to associate the
hostname, FQDN, and | P address)

In the Select Notes.ini screen, identify the location of your notes.ini fileand click
Next to continue.

Finally, enter root-level login credentials to the Control Manager console,
typicaly "root" or "administrator”, and specify the group name you want this
agent to appear under in the Control Manager product tree:

Home | Outbreak Commander | Pra

2} Trend Micro Control Manager Q search  @IRefresh  progucts
| Products
0 wicRD
Zontrol Manager Add/Remowve Product Agents Products

Home | Outbreak Con

Directory Manager

Hame Mail  Server Pattern
Site

Violation count 0 o ] ]

Component Status

Product Directo/®e | Sanou
O, search  EBRefresh .
Products E-Product Directary .
ange summar =
Add/Remoye Product Agents Rootfolder g p )
ectore M ) Surnmary from 2L
Dirsctory Msnagsr New entiy Sl ' b
Product Dirsclow Em® smdln-swenson =~ Antivirus Summa
[t Temp " ction C
g New entity
=S smdin-swansan Wirus count S—
=2 pihec otal
o Content Security
Action L
| Other Total
VIOIZTON Count Y u u LT 2o o 0
wWab Sacurity Summary
Action File web web URL Java/ve True user Other Total

Seript Fie  Defined
Tyoe

o o o oo

Componant Latest Version Out-of-date Current Tota
Virus pattern 492 1 o 1
Spam Ruls 228 1 2 X
Scan engine  WkD 5,150 1 2 !
32 hit DLL{NT/2000)} 6,510 IV 3 1
NTKD 6,150 0 o 0
LM 6,150 2 il =
Solaris/SPAR 5.600 o 4
=
2] [ Local ntranet P

FIGURE 10-3. The Entity name you choose when installing the agent

will appear in the Product Directory in the Control
Manager console.
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Opening the Control Manager console

ScanMail can be securely administered via Control Manger from the ScanMail
server, or from any computer on the network. The Notes HT TP task must be running
on the Notes server where the ScanMail agent isinstalled in order to access the agent
from the Control Manager browser.

To open the Control Manager console:

1. Fromthe ScanMail server or any other computer on the network, open a Web
browser and then enter the URL of the Control Manager server, for example:

http://1P address/ Cont rol Manager

2. When prompted to type in a Control Manager User ID and password, use the
credentials you used when installing the agent. (If you use a different account,
ScanMail may not be visible in the Control Manager product tree—only
root-level accounts can view al productsin the tree).

3. When the Control Manager console opens, click Productsin the menu bar, and
in the product tree that appears on the left, click Product Directory>Root
folder >New entity and choose the instance of ScanMail that you want to view or
manage.

Using Control Manager

From the Control Manager console, you can view a summary report of ScanMail,
make specific configuration changes, deploy new spam rulefilesto the ScanMail
server, and analyze activity by viewing the ScanMail log files.

In addition, you can manage your entire antivirus network, including running the
Outbreak Commander. For complete Control Manager information and instructions,
see the Control Manager on-line help.

Reading Status Reports

The Status Report for ScanMail provides key product details for any given
installation, including product version and build, current spam rule, time of last
update, etc.
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To view the ScanMail Status Report:

1. Withthe Control Manager console open, select the ScanMail you want to explore

from the Product Directory. The Status window appears.
2. Look through the report to find, for example, the following:

Product type

Version/Name

Product ScanMail for Lotus Notes
Product version 2.6

Agent version 2.5.1101

Registered with Control Manager 2002/11/12

Status

Running since 2002/4/15

Spam rule version

n/a

Spam rule information

AntiSpam.549 (Updated 2002/11/11)
Trend$SE.190 (Updated 2002/11/07)

Virus pattern version n/a
Last Update Time n/a
Scan engine version n/a

Administering ScanMail from Control Manager
The Configuration screen allows you to make sequential configuration changesto all

the ScanMail serversin the product tree.

Note:  The HTTP task must be running to support this.

To open the ScanMail Configuration page:

1. Withthe Control Manager console open, select the ScanMail installation you

want to view or manage from the Product Directory and click the

Configurations tab.

2. Choose ScanMail (ver) from the product list that appears, and Configure
ScanMail, then click the Next button. The ScanMail console appears.
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3.

Configure ScanMail as you would from the local interface.

Updating the spam rule

You can update the spam rule file for your ScanMail server or servers from the
Control Manager console. Unlike for antivirus products, spam rule updates must be
performed sequentially—they cannot be cascaded across a group.

To deploy a spam rule update:

1. Withthe Control Manager console open, select the ScanMail installation you
want to explore from the Product Directory menu and click the Tasks tab.

2. Choose Deploy virus pattern/spam rule from the task list that appears, and
ScanMail (ver) from Supported products. Click the Next button. The Deploy
now window appears.

3. Click Viruspattern / Spam rule to begin updating the ScanMail server with the

current spam rule from Trend Micro.

Monitoring security and event logs

ScanMail keeps detailed logs of all spam and content rule matches, system events,
and other information. You can review thelogs online, in real time, or you can export
them to acomma separated values (CSV) file and use a third-party database or
spreadsheet program to perform additional analysis and/or charting.

To view security and/or event logs:

1.
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With the Control Manager console open, select the ScanMail installation you
want to view from the Product Directory menu and click L ogs.

Choose the type of logs you want to view—Security or Event.

Note:  Events specific to ScanMail appear only in the content security violations
portion of the Security log.

e Security logs—includes all virus log incidents, content security violations,
viruses found in download traffic (HTTP, FTP), email, files, and Web
security violations
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3.

*  Event logs—includes virus outbreaks, module updates, service on/off
notifications, and security violations

After choosing the type of logs you want to view, either Security or Events,

specify atime period, log type, sort order, etc. and run the query to view the

results.

Click Save Log as CSV to export the on-screen data to a comma separated

valuesfile.

Note:  Right-click the Retrieve the File link and select Save target as to copy the
CSV file to the location of your choice, or left-click the link to display the
data in the Control Manger Tasks window.

Group configurations

Using Control Manager, you can configure and perform tasks on multiple antivirus
products at the same time (with ScanMail being one exception). Control Manager
requires only that the same version be used when performing group configurations
and that the servers are listed in the same Control Manager product folder.

To uniformly configure multiple servers:

1.

In the Product Directory on the left-hand menu, navigate to the desired folder
under which your ScanMail servers are listed.

Select the folder that contains the ScanMail servers.

Select a configuration tab in the main menu. The controlsin the Status,
Configuration, Tasks and L ogs tabs will affect all serversin the folder that use
the same version of ScanMail.

Getting additional help

For complete information on Control Manager and/or ScanMail, check the respective
product’s documentation set:

Getting Started Guide—introduces the product, installation planning,
installation, and configuration needed to get the product up and running

On-line help—explains, in detail, individual features, fields, and tasks
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» Readme.txt—contains late-breaking information and arecord of incremental
program enhancements and bug fixes

*  SolutionBank—the Web-based Knowledge Base, contains known issues and
specific-problem solving procedures

Removing the Control Manager agent for
ScanMail

If you want to remove ScanMail, the Control Manager agent, or both, always start by
removing the agent first, then the product, and finally, the TMI (Trend Micro
Infrastructure). To remove the agent only, you do not have to remove the TMI.

To remove the Control Manager agent:
1. From the Windows taskbar, click Sart, then Settings > Control Panel >
Add/Remove Programs.

2. Scroll downthelist to select Trend Micro Control Manager Agent, then click
Remove and Yes to begin removing the Control Manager agent.

3. After Uningtal is complete, click Close.

10-16



| ndex

A
About Control Manager 1-1
About eManager 1-1
Access Control 3-2
Access ScanMail from a Web Browser 3-14
Action on Uncleanable Files 4-11, 5-11, 6-9
Action on Viruses 4-10, 5-10, 6-8
ActiveUpdate 3-10
URL 3-10
Add | Remove Content Filters 7-23
Address filter 7-20
Advanced Content Filter 7-8
Advanced Email Scanning 1-8
AND 7-7
Attachment blocking 7-24
based on size 7-25
Attachment file name 7-13
Auto Clean
action 4-7-4-8, 4-11, 5-6-5-7, 5-10, 6-8

B

Blocking
always 7-21, 7-28
attachments 7-26
during red alerts 1-9
email action 4-11
encrypted mail 7-22
mail 7-26
messages 1-9, 7-16

C
CascadeUpdate, what is it 1-3
Commeand Strings 4-8, 5-7
Communicator 10-5
Compressed files

scanning 4-5, 5-4, 6-4
Contact information 9-2
Content Filter

add to aMail Filter 7-13

advanced 7-13
creating 7-6, 7-15
General 7-12
Content filter 7-13, 7-15, 7-27
Control Manager
about 2-10, 10-4
features 10-2
how it works 10-4
instaling agents 10-9
opening the console 10-8
Status Report 10-12
uningtalling agent 10-16
Customizing Real-time Scans
Email and Attachments 4-3

D
Database
replication scanning 1-3
Replications to Scan 5-2
Scan Configuration Screens 6-2
scanning 1-3
Databases
restricting access 3-2
dbscan 6-5
defined 1-3
Delete
action 4-7, 4-11, 5-6, 5-10, 6-8
all db-documents 5-9, 6-8
Log Files Manually 8-6
Delimiters 3-14
Disable Log Deletion 8-9

Disable natification when viruses are cleaned 4-14

Disclaimer stamp 4-18

Document preview 8-5

Documentation set
explained 10-15

E
E2EPublic.dat 10-10
EICAR3-11
Electronic form of this guide 1-2
Email Blocking Options 7-20, 7-28, 7-26
eMail Filtering
about 1-9
enabling 7-6



Trend Micro™ ScanMail for Lotus Notes™ Getting Started Guide

Email Scan Execution Order 1-10
Email Stamps 4-17
Email, scanning 1-2
eManager

trial version 7-1

uningtaling 7-1

functionality 7-23
Embedded objects

scanning 4-6, 5-5, 6-4
Enable eManager Functionality 7-23
Enable Log Deletion 8-9
Enabling

email Scanning 4-2
Encrypted messages 7-29
Encryption 10-5
Encryption Stamp 4-18
Enterprise Protection CD 2-4
Error messages

incorrect proxy setting 3-4
Error validating user's agent execution access 3-15
Event logs, Control Manager 10-15
Exclude directories

manua and scheduled scans 6-7
Expressions,

creating 7-5, 7-9, 7-10

linking multiple 7-16

F
FAQlist 9-1
File name 7-15
Files to Scan option

configuring 4-4, 5-3, 6-3
Filter Rule

creating 7-6

examples 7-18
Filtering inbound messages 7-17
From domain 7-14, 7-20
From field instructions on using 7-6
Function strings 4-8, 5-7

G
General Administration 9-3
Generating Statistics 8-10

H

Hardware requirements 2-2
Hotspot pop-up message 4-8, 5-7
HTTP proxy, using 3-4

|
Import

public key 10-10
Incremental Scanning 6-11
Infected files

sending to Trend Micro 9-7
Installation

step by step instructions 2-4

what to do after 3-1
Instalation planning 2-4
Installation, what to do after 1-4
Installing

Partitioned Server 2-7
Instaling Control Manager 10-7
installing, instructions for installing Unix platforms

1-2
Internet

additional resources 9-4
IP port forwarding 10-10

K
Keep alog of encrypted documents 4-17, 5-13, 6-11
Knowledge Base 1-2, 9-5

L
Libelous content
blocking 7-16
Linux, ScanMail support for 1-2
Loading the HTTP Task 3-16
Lock icon 8-9
Log Maintenance 8-7
Logs 1-11
Low priority
defined 7-21

M

Mail body 7-15

Mail Filter Rule 7-12

Mail Scan configuration screens 4-2
MAIL.BOX 4-2

Malware 9-5



Management | nfrastructure 10-5
Manual Scan 6-3
Memory

allocating 3-12

based scanning 3-13
Messages

externa 4-14

internal 4-14

N

NEAR 7-7

NOT 7-7

Notes
UNID 8-5

Notes Workspace
adding ScanMail 3-2

notes.ini 2-5
enabling R4 relay scanning 3-16
ServerTasks 3-13
SMRelay_User 3-17

Notes.ini file
SMOUTPUTLEVEL 1-11
SMSTOPMAIL 1-11

Notifications
options 4-13, 5-12, 6-9, 7-26
regular and rich text 1-10, 4-13
return address 4-13

NTFS partition 10-6

O

OCCUR 7-7

Office macro strip notification 4-18
Online help 1-2

Operators 7-7

OPS 10-5

OR7-7

Outbreak Commander 10-2, 10-5
Outbreak Prevention Service 10-2, 10-5

=]
Partitioned Server 2-7
Pass

action 4-7-4-8, 4-10, 5-6-5-7, 5-10, 6-8
Password

accessing ScanMail 2-9

setting Internet 3-15

Performance optimization 3-12
Platforms, supported 1-2
Priority number 7-4, 7-19
Program Status 9-3
Protection, what ScanMail scans 1-2
Proxy Server Settings 3-4
pscan, what isit 1-3
Public encryption key 10-8
pupdate
updating the virus pattern file 3-9

Q

Quarantine
action 4-10, 5-10, 6-8
database 1-11, 7-29
logs 8-9

R
Readme.txt 1-2
Real-time Database Scan Configuration Screens 5-2
Recipient exception list 7-20, 7-27
Regular text notification 4-13
Relay mail scanning 3-16
disabling 3-17
Removing ScanMail 2-11
Replications 8-9
repscan, what isit 1-3
Return Address
notification message 4-13
Rich Text
notification 4-15
scanning 4-8, 5-7
Rich text hotspot 1-6

S
Safe Stamp 4-17
Save a copy of blocked mails 7-26, 7-28
Save acopy of infected documents 4-17, 5-13, 6-10
Saving

new configuration 4-19, 5-13, 6-14
Scan Engine

about 1-5

updating 3-18
ScanMail 2-9

opening the console 2-8

logs 8-1



Trend Micro™ ScanMail for Lotus Notes™ Getting Started Guide

Scanning
all filetypes5-3, 6-3
attached files with selected extensions 6-3
databases 5-10, 6-8
embedded objects 1-8
encoded attachments 1-7
from command console 3-14
how to gtart 3-1
incremental 1-8
loading multiple instances 3-12
macros 1-7
memory-based 1-7, 3-12
order of execution 1-8
running multiple threads 3-13
scripts 1-8
script bombs 4-6, 6-4
selected databases/replications 5-8
string list 4-8, 5-7
viruses 1-8
Scheduled
database scan configuration 6-12
pattern update 3-10
scans 6-3
Script Bomb Scanning 1-6, 4-7
Script Strings 4-9, 5-7
Secure Socket Layer 10-3-10-4
Security
Manual and Scheduled scans 6-4
Microsoft Office macros 4-18
Microsoft Office objects 6-4
quarantine database 8-1
real-time database scanning 5-8
run unrestricted LotusScript agents 3-15
script bomb threat 4-6, 6-4
Virus Information Center 9-4
Security events 10-14
Security logs, Control Manager 10-14
Send at time range 7-28
Send mail to 4-14, 6-9
Sender
exception list 7-20
warning message 4-14
Sent at time range 7-21
Serial number
obtaining 2-5

Set to low priority 7-21, 7-28
smconf.nsf

defined 3-2

ScanMail database 2-8
smency.nsf

defined 3-2

location of pattern files 3-8

replicating 3-17
smftypes

defined 3-2
smhelp.nsf 9-1

defined 3-2
SMOutputLevel 1-11, 8-15
smquar.nsf

defined 3-2
SMStopMail 1-11, 4-3
smtime.nsf, about 1-9
SMTP Servers4-10
smvlog.nsf 8-3
SOCKS proxy, using 3-4
SolutionBank 9-1
Spam

sending to Trend Micro 9-7

updating the rule file via Control Manager 10-14
Spam filter

updating 7-3
spam@trendmicro.com 7-2
Stored Form

Hotspot Scanning 1-6
Strip macros from Office documents 4-7, 5-6, 6-4
Subject line 7-13
Support 9-2, 9-3
System Log 8-15
System Requirements 2-2

Control Manager 10-6

T
Temporary Directory 4-19, 5-13, 6-11
tmmscan 4-3
what isit 1-3
To Domain 7-14, 7-20
Tofidd instructions on using 7-6
Trend Micro Control Manager
defined 10-1



Trend VCS administrators 4-13, 6-9

agent 10-2 recipients 4-14
using ScanMail with 2-4 sender 4-14
TrendLabs 9-7 Web-based console 2-9
Trusted Server Scanning 1-7, 4-10 Wildcards 7-11
]
UNID 8-5

Uningtalling ScanMail 2-11
Unix platforms 2-1
Upgrading

from the Trial Version 2-6
URLs called by @URLOPEN 4-9, 5-7
Use Spam Database 7-23
User ID

Control Manager 10-8
User Name

accessing ScanMail 2-9
User-defined file extensions 6-3

\%
Viruses
explained 1-4
"signature" database 1-5, 3-8
obtaining special test virus 3-11
Virus Encyclopedia 9-4-9-5
Virus Log
Details 8-3
display formats 8-1
Options 4-17, 5-13, 6-10
Replications 8-9
Virus outbresk
stopping 7-5
Virus Pattern File
about 1-4
additional ways to update 3-17
frequency of release 1-5
undoing an update 3-18
updating manually 3-8, 3-18
updating via AutoDetachPattern 3-17
scheduling automatic 3-10
Virus Statistics 1-12

W
Warning message
adding to the original email 4-14



	About ScanMail™ for Lotus Notes
	Supported platforms
	Viruses in a Notes environment
	About Scan tasks

	About viruses
	About the virus pattern file

	Management features
	Advanced email advanced scanning features
	Virus and quarantine logs


	Installing and Accessing ScanMail
	System requirements
	Using ScanMail for Lotus Notes with Trend Virus Control System and/or Control Manager
	Installing ScanMail™ for Lotus Notes
	Upgrading from the trial version
	Installing ScanMail to a partitioned server
	Opening the ScanMail console

	Removing ScanMail for Lotus Notes

	Using, Updating and Optimizing ScanMail for Lotus Notes
	Adding the ScanMail Icons to the Workspace
	Restricting access to the ScanMail databases
	Configuring ScanMail to work with a proxy server

	Registering ScanMail
	Viewing current versions
	Checking the anti-spam database version

	About the virus pattern file
	Updating the virus pattern file
	Scheduling automatic virus pattern updates

	Using the EICAR test "virus" to see ScanMail work
	Configuring ScanMail™ for optimal performance
	Setting up memory-based scanning

	Creating multiple scan threads
	Scanning all databases
	Setting access rights to ScanMail (web browser)
	Enabling Relay Mail Scan in R4

	Additional ways to update the virus pattern file
	Modifying the scan task’s check-pattern interval

	Performing Real-time Email Scans
	Enabling/disabling email scanning
	Customizing real-time scans of email and attachments
	Configuring files to scan and scan options
	Configuring an action on viruses
	Configuring virus notification
	Virus logging options
	Email stamps
	eManager / filter rules
	Specifying the temporary directory

	Saving the mail configuration

	Performing Real-time Database/Replication Scans
	Scanning notes databases replications in real-time
	Enabling/disabling real-time scans

	Configuring files to scan and scan options
	Scanning selected databases
	Configuring the action on viruses
	Configuring virus notification
	Virus logging options
	Specifying the temporary directory

	Saving the new configuration

	Performing Manual and Scheduled Database Scans
	Customizing Manual and Scheduled database scans
	Configuring the files to scan and scan options
	Configuring databases and/or directories to scan

	Database scanning from the Notes server command line
	Database scanning from the ScanMail interface
	Configuring the Action on Viruses
	Configuring virus notification
	Virus logging options
	Incremental scanning
	Specifying the temporary directory

	Script bomb scanning
	Performing a manual database "Scan Now"
	Scheduling a database scan
	Saving the new configuration

	Using eManager
	Sending your spam to Trend Micro
	Updating the spam list for anti-spam filtering
	Blocking spam with eManager

	Stopping a mass-mailing virus using eManager
	Using operators
	About Expressions
	Creating Expressions
	Creating Compound Expressions
	Using wildcards in an Expression

	Advanced and General Content Filters
	Using General Content Filters
	Using Advanced Content Filters
	Creating a Content Filter

	Blocking messages on the basis of content
	About Filter rules
	Priority numbers and Address filters
	Email filtering options
	eManager Functionality

	Attachment blocking
	Email Blocking Options

	Blocking, postponing, and/or monitoring messages
	Preventing encrypted messages from entering the network


	Log Maintenance and Statistics
	About the log configuration screens
	Viewing virus logs

	Deleting log files automatically
	Deleting logs manually
	Using the Quarantine Manager
	Setting virus log replication Connections
	Getting a statistical overview of virus activity
	Virus Charting
	Database Charting
	User Charting
	Virus Log Statistics
	Database History

	System log

	Getting Help and Additional Information
	Contacting technical support
	Speeding up your support call
	Program Status
	Accessing the ScanMail online help database

	Additional resources available over the Internet
	Technical support knowledge base
	Using the Virus Encyclopedia
	TrendLabs™

	Sending your infected files to Trend Micro
	Spam contact info

	Control Manager Agent for ScanMail
	Control Manager Features
	About Control Manager
	How Control Manager works
	About the Communicator
	About Outbreak Prevention Service

	System requirements
	Using Control Manager to Unify ScanMail Management
	Installation planning
	Installing the Control Manager agent

	Opening the Control Manager console
	Using Control Manager
	Reading Status Reports
	Administering ScanMail from Control Manager
	Updating the spam rule
	Monitoring security and event logs
	Group configurations

	Getting additional help
	Removing the Control Manager agent for ScanMail
	A
	B
	C
	D
	E
	F
	G
	H
	I
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W





