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Preface

Welcome to the Trend Micro™ InterScan Web Security Suite Administrator’s Guide
for release 3.1 of InterScan Web Security Suite (IWSS) for Windows. This guide
provides detailed information about all IWSS configuration options. Topics include
how to update your software to keep protection current against the latest risks, how to
configure and use policies to support your security objectives, configuring scanning,
configuring URL blocking and filtering, and using logs and reports.

This preface describes:

» IWSS Documentation on page Xii

* Audience on page Xii

»  Document Conventions on page Xiii

Xi
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IWSS Documentation

In addition to the Trend Micro™ InterScan Web Security Suite Administrator’s
Guide, the documentation set for IWSS includes the following:

» Installation Guide (with deployment information)—this guide helps you get “up

and running” by introducing IWSS, assisting with installation planning,
implementation, and configuration, and describing the main post-installation

configuration tasks. It also includes instructions on testing your installation using

a harmless test virus, troubleshooting, and accessing Support.

e Online help—the purpose of online help is to provide “how to’s” for the main
product tasks, usage advice, and field-specific information such as valid
parameter ranges and optimal values. Online help is accessible from the IWSS
management console.

» Readme file—this file contains late-breaking product information that is not
found in the online or printed documentation. Topics include a description of
new features, installation tips, known issues and, release history.

The latest versions of the Installation Guide, Administrator’s Guide and readme

file are available in electronic form at:
http://www.trendmicro.com/download/

*  Knowledge Base— the Knowledge Base is an online database of
problem-solving and troubleshooting information. It provides the latest
information about known product issues. To access the Knowledge Base, open:

http://kb.trendmicro.com

Audience

Xii

The InterScan Web Security Suite documentation is written for IT managers and
email administrators in medium and large enterprises. The documentation assumes
that the reader has in-depth knowledge of email messaging networks, including
details related to the following:
*  SMTP and POP3 protocols

e Message transfer agents (MTAS)

The documentation does not assume the reader has any knowledge of antivirus or
anti-spam technology.
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Document Conventions

To help you locate and interpret information easily, the IWSS documentation uses
the following conventions.

CONVENTION DESCRIPTION
ALL CAPITALS Acronyms, abbreviations, and names of certain com-
mands and keys on the keyboard
Bold Menus and menu commands, command buttons,
tabs, options, and ScanMail tasks
Italics References to other documentation
Monospace Examples, sample command lines, program code,

Web URL, file name, and program output

Configuration notes

Note:

Recommendations
Tip:

Reminders on actions or configurations that should be
WARNING! avoided

Xiii
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Chapter 1

Introducing InterScan Web Security
Suite

This chapter explains the following:

*  What’s New on page 1-2

e HTTP and FTP Security Risk Overview on page 1-6

* Major InterScan Web Security Suite Benefits on page 1-7
* Main Features on page 1-10

*  Trend Micro Technology in IWSS on page 1-14

«  About IntelliScan on page 1-20

»  IWSS Architecture on page 1-22

1-1
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What's New

This section describes the new features found in InterScan Web Security Suite 3.1 for
Windows.

Web Reputation

1-2

Web Reputation guards end-users against emerging Web threats. It can improve the
Web surfing experience by enhancing Web filtering performance. Since a Web
Reputation query returns URL category information (used by the optional URL Filter
module), IWSS no longer uses a locally stored URL database.

Web Reputation also assigns reputation scores to URLSs. For each accessed URL,
IWSS queries Web Reputation for a reputation score and then takes the necessary
action, based on whether this score is below or above the user-specified sensitivity
level.

IWSS enables you to provide feedback on infected URLS, which helps to improve the
Web Reputation database. This feedback includes product name and version, URL,
and virus name. (It does not include IP information, so all feedback is anonymous
and protects company information.) IWSS also enables you to monitor the
effectiveness of Web Reputation without affecting existing Web-access policies.
Results are located in the URL Blocking Log or the Summary page (Security Risk
Report tab).

For more Web Reputation information, see Specifying Web Reputation Rules on page
6-2 and Web Reputation Settings on page 6-3.

Anti-phishing and Anti-pharming Based on Web Reputation

IWSS provides anti-phishing and anti-pharming through Web Reputation. Both of
the features are enabled by default.

»  Use anti-phishing to block Web access to phishing sites, which are meant to steal
your private information.

»  Use anti-pharming to block attempts to redirect you to imposter Web sites with
the intention of stealing private information (usually financial-related).
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Configurable Deferred Scanning

IWSS supports deferred scanning, whereby part of a requested HTTP page is passed
to the browser while scanning is in progress to prevent the browser from timing out.
When deferred scanning is enabled, IWSS will drop the connection if it detects
malware.

Easier Collection of System Information for Support
Diagnosis

You can now collect logging and system configuration information more easily so
that you can submit information quickly when contacting Trend Micro Support. The
Generate System Information File button on the Administration > Support >
Support screen allows you to collect this snapshot of IWSS system information at
the click of a button. See online help for complete details.

True File-type Blocking Within Compressed Files

IWSS applies file-type blocking to the contents of a compressed file, such as a zip
file. Therefore, a policy meant to block executables will also block any zip file that
contains an executable.

IntelliTunnel

IWSS uses IntelliTunnel™ technology to block undesirable instant messaging (IM)
and authentication connection protocols tunneled across port 80. It uses a dynamic,
updatable pattern file to distinguish normal browser traffic from other protocols
communicating over port 80.

For more information, see IntelliTunnel Notes on page 4-24.

Direct URL Filter Category Selection

From the Web Reputation database, IWSS has access to over 60 categories of URLS,
such as “gambling,” “games,” and “personals/dating.”

Categories are contained in the following logical groups:
e Computers/Bandwidth

1-3
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Computers/Harmful
Computers/Communication
Adult

Business

Social

General

You can select all the categories of a specific group, or you can browse through the
categories that comprise a group and select only certain categories. See more at URL
Filtering Settings on page 8-4.

Real-time Statistics and Alerts

IWSS provides dynamic statistics where the administrator can view the “real-time”
information about the IWSS system. Real-time statistics are displayed as graphs and
tables in the System Dashboard tab of the Summary page. These statistics include the
following:

Hard Drive (a static statistic, updated when the page is opened)
Bandwidth

Concurrent Connections

CPU Usage

Physical Memory Usage

For more information, see Real-time Reports on page 14-5.

Configurable Threshold Warning

You can now set a warning when virus and spyware traffic, database and hard disk
size, or bandwidth utilization exceeds a specified threshold. For more information,
see Enabling Threshold Alerts Notifications on page 13-11.

1-4
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ICAP Mode Switch
Previously, IWSS 2.5 can be configured to operate in ICAP mode only during
installation. Now in IWSS 3.1, you can easily set IWSS to operate in ICAP mode in
the Web console.

AAXS Whitelist
IWSS 3.1 supports Java Applet ActiveX Security (AAXS). You can type approved
URLSs for "Exception to Applet and ActiveX restrictions" in the Web console (HTTP
> Applets and ActiveX > Settings).

FTP Proxy Enhancements

FTP scanning can be optionally configured to scan uploads and/or downloads. In
addition, FTP traffic can be scanned for spyware/grayware, and access control lists
can be configured to control access to FTP servers based upon client IP address,
server IP address or destination port.

X-Authenticated ICAP Headers Support
IWSS 3.1 supports X-Authenticated ICAP headers that are provided by ICAP clients
supporting the ICAP 1.0 protocol. The X-Authenticated headers are available in two
forms: X-Authenticated-User and X-Authenticated-Groups.

The advantage of using X-Authenticated headers is two-fold: first, it reduces LDAP

query overhead in IWSS and second, it allows ICAP clients to provide LDAP
searches on LDAP servers with different schemas.

Additional Reporting Information
IWSS reports Web Reputation, anti-pharming, and anti-phishing on the Summary
page and on URL blocking reports:

e Summary > Security Risk Report: Number of accumulated detected pharming
sites in a week and 28 days can be displayed in the Security Risk Report like
other Web threats.

1-5
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* Reports (Real-time and Scheduled): Blocked pharming sites show up in the
following reports because the information is logged in the URL Blocking Log
that is used to generate reports:

*  Most blocked URLs

*  Most blocked URLSs by day of the week
*  Most blocked URLSs by hour

e Most blocked URLSs by user

IWSS reports IntelliTrap activity in the following areas:

e Summary > Security Risk Report: Files detected by IntelliTrap are counted as
a separate risk in the report.

e Summary > Scanning: Files detected by IntelliTrap are listed in the “Scanning
results for” with its frequency.

* Real-time Report

For more information, see Types of Reports on page 14-2.

HTTP and FTP Security Risk Overview

1-6

Web traffic exposes corporate networks to many potential security risks. While most
computer viruses enter organizations through messaging gateways, Web traffic is an
increasingly common infection vector for new security risks. For example, “mixed
risks,” which take advantage of multiple entry points and vulnerabilities, can use
HTTP to spread.

Significant assessment, restoration, and lost productivity costs associated with
outbreaks can be prevented. InterScan Web Security Suite is a comprehensive
security product that protects HTTP and FTP traffic in enterprise networks from
viruses and other risks.

In addition to antivirus scanning, IWSS also helps with other network security issues.

»  Web Reputation scrutinizes URLSs before you access potentially dangerous Web
sites, especially sites known to be phishing or pharming sites.

» For an additional cost, the URL filtering feature blocks access to Web sites with
content prohibited by your organization.
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»  For an additional cost, Applets and ActiveX security helps to reduce the risk of
malicious mobile code by checking digital signatures at the HTTP gateway, and
monitoring applets running on clients for prohibited operations.

Major InterScan Web Security Suite Benefits

Trend Micro InterScan Web Security Suite offers powerful protection for your
organization’s HTTP and FTP gateway traffic.

Comprehensive Web Security

InterScan Web Security Suite is designed to block Web-based risks, including
viruses, Trojans, worms, phishing attacks, and spyware. These risks attack corporate
networks through Web-based email and Web pages that contain hidden malicious
code. IWSS protects against these risks by scanning HTTP and FTP traffic—vectors
left vulnerable by SMTP security solutions. This dedicated HTTP/FTP solution
delivers better security and faster throughput, for an improved Web browsing
experience.

Centralized Management and Coordination

IT administrators can easily manage InterScan Web Security Suite along with other
Trend Micro products within a centralized management console, Trend Micro™
Control Manager. Control Manager provides a unified view of Trend Micro software
installations across the enterprise. Activities can be centrally managed, and policies
can be applied to all layers of security at the same time. You can view real-time or
scheduled reports with enhanced graphs and charts. The end result: you can deploy
an immediate, coordinated response to block any emerging risk.

Scalable and Flexible

InterScan Web Security Suite supports a standalone configuration whereby it acts as
a proxy server or integrates with existing proxy servers and ICAP-compliant caching
servers from Cisco, Network Appliance, and others. InterScan Web Security Suite
also supports several LDAP directories, enabling IT managers to set policies and
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assign rules for single PCs or groups. You can schedule and automate routine tasks
such as pattern file and URL filtering engine updates.

Anti-Spyware/Grayware

Trend Micro’s anti-spyware technology is designed to block spyware and adware,
plus hacking and remote access tools that could harm the network. This added
security helps prevent intruders from collecting personal or corporate information,
passwords, email addresses, and other data. It also frees system resources and
available bandwidth, improving network performance and reducing
spyware-associated system failures (see About Spyware and Grayware starting on
page 17).

Anti-Phishing and Anti-Pharming

Phishing issues emails designed to steal private information from you. These emails
contain URLs which direct you to imposter Web sites where you are prompted to
update private information, such as passwords and credit card numbers, social
security number, and bank account numbers.

Pharming attempts to redirect you to imposter Web sites with the intention of stealing
private information (usually financial related). Pharming compromises a DNS server
by planting false information into the server, which causes a user’s request to be
redirected to an unintended location. Unfortunately, the Web browser displays what
appears to be the correct Web site.

Note:  Since the source of anti-phishing/pharming detection is Web Reputation and
anti-phishing/pharming functions in an anti-threat capacity, it is therefore part of
the Web Reputation Rule for a policy. And since Web Reputation at the policy
level cannot function until enabled at the global level, anti-phishing/pharming is
also disabled when Web Reputation is disabled globally.

Integration with ICAP 1.0-compliant Caching Devices

Cache servers help moderate Web traffic congestion and save bandwidth. The
“retrieve once, serve many” methodology employed by cache servers permits
integration with third-party applications such as virus scanning via IWSS. An open
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protocol, Internet Caching Acceleration Protocol (ICAP), allows seamless coupling
of caching and virus protection.

Leading Virus Protection

Built on Trend Micro’s award-winning antivirus technology, InterScan Web Security
Suite is serviced 24x7 by the advanced technical team at TrendLabsSM. These
engineers monitor virus activity, deliver outbreak prevention policies, and provide
updated pattern files, which helps companies minimize outbreak-related costs and
damage.

Web Cache Coordination Protocol (WCCP)

IWSS supports the Web Cache Coordination Protocol (WCCP 2.0), a protocol
defined by Cisco Systems. The same limitations listed for simple transparency also
apply to WCCP transparency, with the exception that FTP connections work and
downloads via FTP are scanned. The benefits of WCCP transparency are support for
multiple routers and automated reconfiguration for load balancing on router(s) when
adding or removing IWSS servers.
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Main Features

The following InterScan Web Security Suite features help you maintain HTTP and
FTP gateway security.

HTTP Virus Scanning

Ap

IWSS scans the HTTP traffic flow to detect viruses and other security risks in
uploads and downloads. HTTP scanning is highly configurable—for example, you
can set the types of files to block at the HTTP gateway and how InterScan Web
Security Suite scans compressed and large files to prevent performance issues and
browser timeouts. In addition, InterScan Web Security Suite scans for many types of
spyware, grayware, and other risks.

plets and ActiveX Security

To manage potential security issues in mobile code downloads from the Internet,
IWSS can block or allow Java applets and ActiveX controls. IWSS includes its own
certificate store to manage trusted and flagged certificates used to sign Java applets.

In addition, IWSS can instrument Java applets so their operations are monitored
while they run in client browsers. If a prohibited operation is performed, the client is
notified and prompted to allow or deny the operation.

URL Filtering

With the URL Filtering option in IWSS, you can set policies based on categories of
URLs, such as “Adult”, “Gambling,” and “Financial Services.” When a user requests
a URL, IWSS first looks up the category for that URL and then allows or denies
access to the URL based on the policies you have set up. You can also define a list of
approved URLSs that will not be filtered.

Access Quota Policies

1-10

To set limits on client Web browsing, InterScan Web Security Suite allows
configuring access quota policies. Clients can surf the Web up to their daily, weekly
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or monthly limit, after which further browsing is blocked until the configuration
interval expires.

URL Access Control

InterScan Web Security Suite can reduce your server’s scanning workload by not
scanning content trusted URLSs. Likewise, InterScan Web Security Suite can refuse
requests to access content retrieved from URLS in order to prevent server resources
from scanning content that you want to keep out of your organization (URL
blocking).

IP Address, Host Name and LDAP Client Identification

InterScan Web Security Suite supports configuring policies for HTTP virus scanning,
Applets and ActiveX security, URL filtering, IntelliTunnel, and access quotas. The
scope of policies can be configured using client IP address, host name or LDAP user
or group name.

Server and Port Access Control Restrictions

To increase the security of InterScan Web Security Suite, access control lists limit
server access to clients that you specify. Likewise, port access can be blocked to
reduce the chance of access for malicious purposes.

FTP Scanning

In addition to scanning FTP uploads and downloads, InterScan Web Security Suite
can block file types at the FTP gateway. To prevent performance issues, the FTP
scanning module supports special configurations for compressed files and large files.
Spyware and grayware scanning is also supported.

InterScan Web Security Suite FTP scanning can be deployed onto your environment
in conjunction with another FTP proxy server, or InterScan Web Security Suite can
act as its own FTP proxy. To help ensure the security of InterScan Web Security
Suite, several security-related configurations are available to control access to IWSS
and its ports.

1-11
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ports and Logs

To provide current information about your HTTP and FTP gateway security, IWSS is
pre-configured to generate many types of blocking-event reports, traffic reports,
spyware/grayware reports, and cleanup reports. Reports can be generated on demand
or scheduled on a daily, weekly, or monthly basis. Log and report data can be
exported to comma-separated value (CSV) files for further analysis. To prevent logs
from consuming excessive disk space, a scheduled task deletes older logs from the
Server.

tifications

InterScan Web Security Suite can issue several types of notifications in response to
program or security events. Administrator notifications are sent via email to the
designated administrator contacts. User notifications are presented in the requesting
client’s browser. Both administrator and user notifications can be customized.

To work with network management tools, InterScan Web Security Suite can also
issue notifications as SNMP traps.

Support for Multiple InterScan Web Security Suite
Installations
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The method to fully administer multiple IWSS servers from a single console is done
through Control Manager.

When running more than one IWSS, there are a few things you need to know:

1. Deploying multiple IWSS servers with a common database allows IWSS servers
to share policies and configurations stored in the database. To share report and
log data store in the common database, select Database only or Database and
log files in the Write logs to field in Logs > Settings > Reporting logs screen.

2. Ifoneinstance of IWSS is installed as stand-alone, then all instances in the IWSS
cluster must be stand-alone. Likewise, if one instance of IWSS is installed as an
ICAP server, then all instances of IWSS in the cluster must also be installed as
ICAP servers.

3. Designate one instance of IWSS as "master” and all other instances as "slave"
with the server farm option in the Administration > IWSS Configuration >
IWSS Server Farm screen allows IWSS servers in the same server farm to share
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dynamic data stored in memory. Thus, when dynamic data is updated on a slave
IWSS server, the slave server synchronizes the update with the master IWSS
server which in turn propagate the update to the other slave servers in the server
farm.

Note:

Dynamic data include temporary blocked lists and the list of client IP addresses
suspected of spyware infection.

The master and slave designation settings in the IWSS Server Farm screen allow
you to specify only how dynamic data is shared between multiple IWSS servers in
a server farm.

4. To have all IWSS servers in a server farm share the same