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The Getting Started Guide for Trend Micro™ InterScan™ VirusWall™ is intended
to introduce the main features of the software and installation instructions for your
production environment. You should read through it prior to installing or using the
software.

For technical support, please refer to Chapter 7, Troubleshooting, for technical
support information and contact details. Detailed information about how to use
specific features within the software is available in the online help file and the online
Knowledge Base at Trend Micro’s Web site.
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Chapter 1

Introducing InterScan VirusWall for
SMB

InterScan™ VirusWall™ for Small and Medium Businesses (SMB) provides an
all-in-one antivirus and content management solution for your organization’s
network. For example, you do not have to install separate applications for virus
protection, spam detection, or content filtering—all of these functions are available.
ISVW for SMB provides protection for major traffic protocols—SMTP, HTTP, and
FTP, as well as POP3 traffic, to ensure that employees don’t accidentally bring in
viruses from their personal email accounts. And, the application is easy-to-use.

Important features
ISVW for SMB helps you manage your network in the following ways:

Scans for traffic containing viruses, and manages infected messages or files

Scans for spam at low to high threshold levels, and allows you to determine how
spam is handled

Filters offensive or inappropriate content

Blocks incoming file types that can damage your network

Helps prevent DoS (Denial of Service) attacks by setting limits on message size
Blocks connections to URLs or FTP sites prohibited by your corporate policies
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Benefits
InterScan VirusWall for SMB:

Is easy to install with the InterScan VirusWall for SMB installation wizard

Allows you to fine-tune configuration of the scanning, anti-spam, and filtering
features after installation

Provides approved senders and blocked senders functionality for file and URL
blocking

Can be configured to automatically update the virus pattern file, scan engine, and
spam rules and engine, as soon as a new version becomes available from Trend
Micro

Provides notifications to make sure you stay informed of activity, and alerts that
trigger under conditions requiring attention

Provides log files that are purged automatically after 30 days

Provides a user-friendly management console that includes online help to guide
you through tasks

Getting started

If you have already installed ISVW for SMB, skip chapters 2 and 3, which describe
how to plan for installation, and install. If not, review the information in these two
chapters, as well as the readme file, prior to installation. A setup program guides you
through the installation process.

1-2

Important terms

Terms are used throughout the documentation and online help that may not be
familiar to you, or may be used in an alternate way from what you might expect. A
glossary of terms is available in the Glossary.

Available documentation

The documentation for this product assumes that you are experienced with Windows
operating systems, and that you are at least a novice system administrator who is
familiar with the basic concepts of administering a network. It is also assumed that
you have administrator-level privileges to manage the security applications in your
network.
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The documentation available for InterScan VirusWall for SMB is:
e This document—InterScan VirusWall for SMB Getting Started Guide

*  Readme file—Contains important late-breaking information about InterScan
VirusWall for SMB

*  Online Help—Two kinds of online help are available:

«  Context-sensitive screen help, which explains how to perform tasks on one
screen

e General help, which explains tasks that require action on several screens, or
peripheral knowledge needed to complete tasks

* Knowledge Base—An online database of problem-solving and troubleshooting
information. Knowledge base provides the latest information about known
product issues. To access the Knowledge Base, select the Knowledge Base link
in online general help, or visit:

kb.trendmicro.com/solutions/solutionSearch.asp

Desktop tools

After InterScan VirusWall for SMB is installed, there are several system monitoring
tools that automatically deploy on your desktop. These tools are:

o Statistics screen

*  Event scheduler

¢ Performance monitor
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Statistics screen

The Statistics screen reports statistics for SMTP messaging activity, such as
messages processed, scan queue size, and so on, within the last few minutes. The data
appears similar to the following example:

FIGURE 1-1.

g Interscan YirusWall o ] 5
uz-hong03
 Statistic

Meszages processed: 313} Wirus scanning: aM

Bounced messages: 1] Wiruses found: 15

Scan gueue size; 17 Delivery queue size: 4

Fietry queue size: 1] Total queue size: 21

SMTP server sessions: 0

Processing rate for last 500 messages in kb/
Average: B3E.048 Minimum: 4.991 b awirnunm; 20583.008 |

Current activity:

10/22/2003 11:43:23

4

10/22/2003 11:43:23 -
10/22/2003 11:43:23 -
10/22/2003 11:43:23 -
10/22/2003 11:43:23 -

[id 2520] Forwarding mail for <tuser2i@ushongfang.orgs to 14.2.203.14 via port 2500 «
[id 2572] DOS_TEST_VIRUS-CYWIRUS FOUND in attached file EXT_COM.COM

[id 2520] Forwarding mail for <tuser2i@ushongfang.orgs to 14.2.203.14 via port 2600
[id 2208] Message to: <tuzer2@ushongfang.orgr

- [id 2208] Meszage from: <hgfang@trendus. orgs
10/22/2003 11:49:23 -
10/22/2003 11:49:22 -
10/22/2003 11:49:22 -
10/22/2003 11:49:22 -
10/22/2003 11:49:22 -
N2 /2003114922 -

[id 2140] Message ta: <tuser2@ushonglang. ong>

[id 2200] Fanwarding mail far <tuser?@ushongfang.orgy ta 14.2.203.14 via port 2501
[id 2208] Message to: <tuzer2@ushongfang.orgr

[id 2208] Message from: <hgfang@trendus.org>

[id 2572] JOKE_TEST_VIRUS YIRUS FOUND in attached fie JOKE_TEST_VIR.e» _

lid 22080 Mezzane b <huzec?@oshonnfann aee _I—I
3

Pertarmance Monitor

Statistics screen
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Event scheduler

The scheduler reports an event history (date, time, and status) of scheduled tasks. The

tasks include updates to the virus pattern file, scan engine, anti-spam rules, and
anti-spam engine.

%g InterScan ¥irusWall Scheduler

=101 x|

Ewent Hiztary:

10/22/03 12:02:19: Anti-5pam rules manual update succeer
10/22/0312:02:19; Anti-Spam engine haz no new update

10/22/0312:02:19: Scan engine manual update succeedec
10/22/03 12:02:18: Viruz pattern manual update succeeded

FIGURE 1-2. Event scheduler displays recent history of scheduled tasks

Performance monitor

The Performance screen is a feature of the Windows operating system. It provides
data about system activities such as total number of virus-infected files or number of
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messages processed within a specified interval, for example, every 15 seconds. The
data appears in graph format, as shown in the following example.

[ Performance =1
J@ Console  Window  Help “ == | ‘;Iiléﬂ

|J Action  Wiew  Favorites “ 4= = ‘ | ‘ = |

Tree | F it e || “
| Fevoree | Ll O+ ol B alEl +x|¢| e=lelsE ols| @
L] Consols Roat 100
2%] System Monitor
@ Performance Logs & a0
60
a0
20
o
Last [ 0,000 Average | 0,190 Minimum | 0,000 Maximurn | 1.000
Duration 1:40
Color |Sca_|a |Countar |Instance |Parent |Ob.|_ect |Cumputer | |
1.000  Total virus-infected files - - InterScan Yirusw...  \\US-HOMGOS
1.000  Tokal messages processed Inkerscan Yirusw.., |\US-HOMNGOZ
1.000  Total queue size InterScan Yirus! L\ US-HOMGOS
1,000
1.000  Delivery queue size InkerScan Yirusw... \\US-HONGOS
4 _’I 1.000  Number of filles scanned - Inkerscan Yirusw.., \\US-HOMGO3

FIGURE 1-3. Performance monitor screen
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Management console

After you have successfully installed ISVW for SMB and restarted your computer,
launch the application from your Windows Programs menu. The Logon screen
displays. Type the password you created on the Administrator Account screen in
the installation wizard. Click Enter to access the management console.

Here is the appearance of the management console when you first log in.

-
_f/ TREND MICRO"InterScan VirusWall"for sMB PR  rra— /1=
-
% Summary 8 -
Expiration Notice
Summary
€3 The producthas notbeen activated. More info ...
b Mail (SMTP)
b Mail (POP3)
Status Alerts
b Web (HTTP) )
> Current tirme: 10/24/2003 14:25:03
¥ File Transfer (FTP
(G > \irus pattern file: 1.628.00 _Update
b Update
> Product version: 5.0-1008
¥ Logs

v

License: Unavailable
b Administration

Mail {SMTP}) Mail (POP3) Web (HTTP) File Transfer (FTP)

SMTP Service: ON Turn Off |

SMTP Summary Refrash
Incoming Message Activity

Processad messages since service anabled: 300

Viruses detected today: a

Viruses detected (last 7 days): 3

viruses detected (last 30 days) 7

Spamn detected today: 0

Spam detected (last 7 days): a =
Spam detected (last 30 days): a

Outgaing Message Activity

Processed messages since sarvice snabled: 70 =l

FIGURE 1-4. Summary screen on the InterScan VirusWall for SMB
management console

Navigation panel

The left side of the management console is a main menu, that also serves as a
navigation panel. Click a selection in the navigation panel to open its corresponding
screen. A selection is compressed when the arrow is pointing right, a selection is
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expanded when the arrow is pointing down.The right side of the screen does not refresh
until you click a selection name on the menu.

: :y/ TREND MICRO™T

&

Surnrmary
- Mail {SMTP)

Virus Scan

Incoming

Cutgoing

Anti-spam
Content Filter

Incoming

Cutgoing

Quarantine

Configuration
¥ Mail (POP3)
b Web (HTTP)
¥ File Transfer (FTP}
¥ Update
F Logs

b Administration

FIGURE 1-5. Navigation panel in the ISVW SMB console

Note:  Click the Update Now link to go directly to the Manual Update screen. This
screen is described in Chapter 5.

In the InterScan VirusWall for SMB documentation, a path such as Mail (SMTP) >
Virus Scan > Incoming > Action, indicates that:

*  The main selection in the navigation panel is Mail (SMTP)
e The secondary selection is Virus Scan
*  The tertiary selection is Incoming

e The selected tab on the SMTP Incoming Virus Scan screen is the Action tab
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Tab behavior

The action screens for your selection display on the right side of the management
console. Many of the screens have several tabs. The active tab name displays in
reddish-brown; inactive tab names display in black text.

Typically the tabs are related and work together. For example, in the following
figure, all three tabs are needed to configure virus scanning of incoming SMTP

traffic.

Clicking Save is necessary only once to save work for all tabs on a screen.

e -
o
Summary

- Mail (SMTP)
Wirus Scan
Incoming
Outgaing
Anti-spam
Content Filker
Incoming
Outgaing
Quarantine
Configuration

» Mail {POP3)

* Wab (HTTP)

¥ File Transfer (FTP)

* Update

» Lags

* Administration

7 TREND MICRO"Int

SMT)

Speil
anly
addits

Target Action Notification

erScan YirusWallT forsme Leacd 1 [Heir =l @!'.'E‘.'
P Incoming Virus Scar ]
the types files arriving yis email to be scanned for virsses, You can scan all file types,

usceptible filgs, or scan file bypes by file extensions (including Trend Micro patbern file and
pnal spadfied types).

File Type:

Wirus scan these incoming file types:

SMTP Incaming Vireg Scan: Enabled Dizable

& 4l file typas

™ ©nly the most vulnarable files using IntelliScan O

¢~ Al file name extensions in the pattern file, plus
extensions added below

#dd fila type to filter

Add

File types:

e ] Delete

FIGURE 1-6. Tab behavior in InterScan VirusWall for SMB

*  Target—Allows you to define the scope of activity to be acted upon

*  Action—Allows you to define the action to be taken when a trigger event (such
as an attempt to transfer an infected FTP file) has taken place - examples of
actions are clean, delete, or quarantine

*  Notification—Allows you to compose a notification message, as well as define
who is notified of the event and the action

For related tabs such as these, clicking Save once saves work on all three tabs.
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The appearance of the Save button indicates whether saving is necessary. The Save
button appears unavailable when the screen first opens. After you perform tasks on
the screen, the appearance of the Save button changes so the text on the button
appears black instead of gray. This is an indication that a Save is necessary to
validate the work you have done.

If you try to leave a screen before you click Save, a message displays, prompting you
to confirm whether you want to exit the screen without saving your work.

Information icon

Some screens in the management console contain an information icon. Click the
information icon to display a popup text box with additional information to help you
make a decision or complete a task.

In the following example, clicking the information icon displays more information
about IntelliScan, one of several options available for determining the type of virus
scanning to be performed:

SMTP Incoming Virus Scan @
Specify the types of files arriving via email to be scanned for viruses, You can scan all file types,
only susceptible files, or scan file types by file extensions (including the extensions listed in the

Trend Micro pattern file and additional specified types),

Target .| Action | Noftification

SMTP Incomning Virus Scan: Disabled Enable l

|

File Type:
i i i i O
Virus scan these incoming file types All file types Intalliscan opiiimizes parformance by

® IntelliScan: true file type identification O examining
file headers using true file type
Al file narne extenszions in the pattern file, B recognition,
extensions added below and scanning only file types known to
potentially harbor malicious code.

Add file type to filter:
| Add! True file type recognition helps identify

ralicious code that can be disguised by

File typas:

a
D&lete | harmless extension name.
™

FIGURE 1-7. Information icon
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Online help

Invoke general help by selecting the help feature in the InterScan VirusWall for SMB

banner. To invoke screen help, click the screen help icon.

General Help

InterScan VirusWall™ for smB Loa Off | IHe|pf +]

Administration Configuration

Directories Motification Password [ alerts

FIGURE 1-8. Help icons on InterScan VirusWall for SMB screens

Search the online help, by selecting Contents and Index from the general Help

pull-down menu.

Links in online help

The online help contains links, indicated by blue underlined text. Clinking a link

either takes you to another help screen or displays a popup text box with additional
information. In the following example, the SMTP Quarantine - Virus link takes you

to another help screen.

Action for incoming infected file attachments
Select only one of the following actions.
If you select: Results are:
Clean virus from infected files and deliver The infected file is cleaned and delivered.
message. Files that cannot be cleaned are sentto a
quarantine directory, deleted, or delivered
aryway,
Quarantine messages with infected The infected file is stored in the quarantine
attachrnents. directory, See SMTP Quarantine - Yirus for
mare infarmation.
Delete infected attachments. Deliver The infected attachment files are deleted;

FIGURE 1-9.  Online help links can take you to another help screen
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In the following example, the false positives link displays a definition for the term
“false positive:”

§
Mote: The higher the setting, the greater the risk of false positives.
APPVOVEd Senders False Positive

The approved senders fields allow you to specify sender’s email a
that are always accepted. These addresses and domain names a
purposes.

A legitimate message
impropetly identified as
EET

To classify an address or domain as approved, enter the address &
annrnwed candore’ amail addrocese nr domain namee fiald and rlick &dd Addrezces and

FIGURE 1-10. Online help links can display a popup text box

Most of the documentation in the online help is not repeated in this Getting Started
Guide. Be sure to read the online help for more information about InterScan
VirusWall for SMB.

Opening a management console from a
browser
You can open the management console remotely from another machine using your

Web browser. To log in remotely, you can either log in over HTTP, or HTTPS.

* Tologin over HTTP, type http://IP address of the SMB server:1812, for
example, http://12.345.6.789:1812

* Tologin over HTTPS, type https://IP address of the SMB server:8443

The logon screen for the management console appears in your browser.



Chapter 2

Planning Your Installation

Before you install and configure InterScan VirusWall for SMB, there are decisions to
make about how you want to implement the product in your network. This chapter
serves as a pre-installation checklist, to help you:

Consider and prepare the information you must provide to complete installation
and configuration successfully, and

Keep accurate documentation of your network configuration for such events as
upgrades, troubleshooting, disaster recovery, or training new personnel

Recommended system requirements

Install InterScan VirusWall for SMB on a system with:

650 MHz Intel Pentium™ III-compatible or higher processor
512 MB of memory

500 MB of free hard disk space

500 MB of disk space for mail storage

300 MB of free disk space for swap files

Microsoft Windows 2000™ server / Advanced Server with service pack 4 or
higher, or Microsoft Windows 2003™ server

Microsoft Internet Explorer™ 5.5 or above (JavaScript™ must be enabled)

2-1
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Pre-installation checklist

Pre-installation Checklist

Destination Folder

Features to Install

0 SMTP

O POP3

0O Anti-spam
O HTTP
aFTP

Registration Key

Activation Code

Generate Certificate
Common Name

Qrganization Unit

Organization Hame

Locality Name

Country

Adrnin Password

Adrmin Notification Email Address

Admin Notification Server

Proxy Settings {optional)
0 Use a proxy server to connect to Internat
Address

Port

Authentication {optional)
User Name

Password

SMTP
SMTP Server IP

SMTP Server Port

SMTP D

Incoming Mail Delivery
0O Use DNS? If not,
Incoming Server IP

Incoming Server Port

Outgoing Mail Delivery
0O Use DNS? If not,
Qutgoing Server IP

Qutgoing Server Port

POP3
Server IP

Server Port

HTTP Listening Port

Default Security Policy {Low, Medi or High)

FIGURE 2-1. Pre-installation checklist
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Planning Your Installation

Review each section of the checklist and record your responses. You can write your
answers in the space provided, or print another copy of these pages from the
following Web site:

www . trendmicro.com/download/product.asp?productid=13

An example is shown following the explanation of each section on the checklist.

WARNING! Make sure your responses are appropriate for your environment. Responses
shown in the example demonstrate the format or type of data expected, but
will not necessarily be valid for your environment.

Destination folder on InterScan VirusWall for SMB server

Decide which machine in your network will act as the InterScan VirusWall for SMB
server.You must install directly on this machine; InterScan VirusWall for SMB
cannot be installed remotely.

On the machine you have chosen, select the destination folder where InterScan
VirusWall for SMB will be installed. The default selection is:

C:\Program Files\Trend Micro\ISVW\

If you do not want to install in the default directory path, click Browse to choose
another path.

Note: It is a good idea to make a record of the machine name, physical location, and IP
address as well.

2-3
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Features

When you start the installation wizard, the Features screen summarizes the functions
to be installed on the machine you selected to use as the InterScan VirusWall for
SMB server. The main application files are the files that install the InterScan
VirusWall for SMB framework. The remaining features are:

SMTP—Simple Mail Transfer Protocol, which enables the transfer of electronic
mail between computers. This feature enables you to scan for viruses, detect
spam, and manage content in your SMTP traffic.

POP3—Post Office Protocol version 3, which enables a client computer to
retrieve messages directly from a POP3 server. Even if your organization does
not use POP3 email, employees may access their personal POP3 email accounts
using mail clients on their workstations, which creates points of vulnerability if
these messages are left unscanned. POP3 scanning enables you to use InterScan
VirusWall for SMB to scan for viruses, detect spam, and manage content in
incoming POP3 messages.

Anti-spam—This feature enables spam detection for the SMTP and POP3
protocols. This feature allows you to use InterScan VirusWall for SMB to filter
email messages for spam.

HTTP—Hypertext Transfer Protocol enables users to exchange HTML content
via the Internet. This feature enables you to use InterScan VirusWall for SMB to
scan for viruses, block certain types of files from downloading, or block URLs
that users should not access during work time in your HTTP traffic.

FTP—File Transfer Protocol enables a user on one computer to transfer files to
and from another computer over a network. This feature enables you to use
InterScan VirusWall for SMB to scan for viruses or block certain types of files
from downloading in your FTP traffic.

By default, all features will be installed. You can then disable features except the
main application from within the InterScan VirusWall for SMB management console
if you do not want to use a particular feature at this time.
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Product registration and activation

As you are installing InterScan VirusWall for SMB, you are prompted to enter the
product Registration Key and Activation Code. You can install InterScan VirusWall
for SMB, skipping both the registration and activation steps, but you cannot use the
features of the product such as virus scanning until these steps are completed.

Registration Key

A product Registration Key is required to complete the product registration process.
A Registration Key uses 22 characters, including hyphens, in following format:

XX-XXXX-XXXX-XXXX-XXXX

InterScan VirusWall for SMB must be registered, using your product Registration
Key, before you receive an Activation Code that allows you to begin using InterScan
VirusWall for SMB. See Chapter 4, Registering and Activating InterScan VirusWall
for SMB, for more information about obtaining your Registration Key, and
procedures to register InterScan VirusWall for SMB.

Activation Code

An Activation Code is required to enable scanning, receive product updates, and
display the status of your license in the management console. An Activation Code
uses 37 characters, including hyphens, in the following format:

XX-XXXX-XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

After you have completed the product registration process, you will receive your
Activation Code from Trend Micro. See Chapter 4, Registering and Activating
InterScan VirusWall for SMB, for more information about obtaining your Activation
Code, and procedures to activate InterScan VirusWall for SMB.



Trend Micro™ InterScan™ VirusWall™ for SMB Getting Started Guide

2-6

Generate certificate

During installation, you will be prompted to supply information needed by the setup
program to generate your authentication certificate that displays when a secure
connection via the HTTPS protocol is established. This information includes the
following:

*  Common name—This can be the name of a person, for example, the person in
charge of your IT organization, or it can be a title, such as VP of IT.

*  Organization Unit—The name of your department or the organization
responsible for network security.

*  Organization Name—The name of your company.

*  Locality Name—City and other appropriate information, such as state. If you
have offices in more than one state, enter the information for your corporate
headquarters.

e Country—The country in which your organization’s corporate headquarters is
located.

Only the organization name appears on your certificate.

Administrator account

During installation, you are prompted to enter a system administrator password to
access the InterScan VirusWall for SMB management console. The password should
be at least eight characters in length, using a combination of alpha and numeric
characters.

A notification administrator email address is also required, as well as the name of the
notification email server to be used for notifications.

Connection settings

If you have an existing downstream proxy server, you are prompted during
installation to supply the IP address and port number for your existing proxy server.
You may also be required to use an authenticated logon, in which case you must also
specify an authentication user name and password.

If you are not currently using a proxy server, this information is not required and you
can skip to the next section of the checklist.
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Mail - SMTP settings

You will be prompted to specify some of the configuration settings required for
InterScan VirusWall for SMB to scan your SMTP traffic. The following figure helps
illustrate the relationship between these settings and your network:

/ \ ISVW Server
IP address, port,

t and domain name

for SMTP server

Forward incoming
messages for the
configured domains
to the pre-defined

SMTP server

Use InterScan VirusWall
as an outgoing mail relay
MTA Server

No client
changes

required

Client

Client

FIGURE 2-2. Configuring the InterScan VirusWall for SMB server with the
a Mail Transfer Agent (MTA server) for SMTP

The IP address for the SMTP server is typically the IP address entered for InterScan
VirusWall for SMB, since InterScan VirusWall for SMB is acting as your SMTP
server (it is the IP address of the machine on which you are currently installing). In
addition, specify the port number of the SMTP server. Acting as an SMTP server,
ISVW for SMB not only delivers mail, but performs additional processing such as
virus scanning and spam detection prior to delivery.

The default selection for incoming mail delivery is to specify a server IP and port.
For outgoing mail delivery, the default selection is to use DNS (Domain Name
System) resolution, which provides reliable translation of names to network
addresses.

2-7
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Mail - POP3 settings

This screen allows you to specify some of the configuration settings required for
InterScan VirusWall for SMB to scan your POP3 traffic. You will be prompted to
select a specific IP address, or you can select all interfaces to make POP3 service
available to all interfaces.

iinternet
POP3 Server

ISVW Server

Configure a specific IP
or all interfaces on this
machine, and the port
number for incoming

POP3 traffic

Firewall

InterScan VirusWall as their

Configure your clients to use
incoming POP3 server

Client

FIGURE 2-3. Configuring the InterScan VirusWall for SMB server with the
POP3 IP address(es) and port for incoming POP3 traffic
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Web - HTTP settings
This screen allows you to specify the listening port required for InterScan VirusWall
for SMB to scan your HTTP traffic. You may or may not be using a firewall—it does
not affect the configuration of the HTTP port. The following figure helps illustrate
the relationship between these settings and your network:

Internet;
HTTP Server

Configure the HTTP
listening port used for
HTTP communication

Firewall

Client

Configure browser Client
clients to use
InterScan Viruswall
as an HTTP proxy
FIGURE 2-4. Configuring the InterScan VirusWall for SMB server with the
HTTP listening port

If you are already using another server as an HTTP proxy, reconfigure your mail
clients to go through the InterScan VirusWall server and use it as their HTTP proxy.
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Security level settings

The installation wizard prompts you to choose a security setting for InterScan
VirusWall for SMB. Choose a value of Low, Medium, or High. The following
figure describes the result of your selection:

Security Setting Low Mediumn High
SMTP viruz scan IntelliScan IntelliS can Scan all file types
POP3 viruz scan | InteliScan | IntelliS can | Scan all file types
HTTP wiruz scan | Intelis can | IntelliScan | Scan all file types
FTP viruz scan | InteliScan | InitelliS can | Scan all file types
Schedule Update | WwWeekly | Draily | Haurly

FIGURE 2-5. Security settings—Ilow, medium, and high
These settings are described in more detail below.

Low setting

Virus scanning is performed by IntelliScan, a method of identifying which files to
scan that is more efficient than scanning all files. Scheduled updates of the virus
pattern file and scan engine occur weekly.

Medium setting

Virus scanning is performed by IntelliScan. Scheduled updates of the virus pattern
file and scan engine occur daily.

High setting

All files are scanned for viruses. The results are slightly reduced performance
compared with IntelliScan, but the result is the most comprehensive scanning for
viruses. Scheduled updates of the virus pattern file and scan engine occur hourly.

Note: The Low, Medium, and High settings establish a default to help you get a basic
configuration installed. Your selections can be changed in the management console
after installation. If you are unsure which setting to select, choose Medium.
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Example of a completed pre-installation checklist

Here is an example of a completed pre-installation checklist that is ready for the
administrator to begin the installation:

Pre-installation Checklist

Destination Folder C:'\Program Files\Trend MicroVSvw

Features to Install

= SMTP

= POP3

=l Anti-spam
E HTTP

= FTP

Registration Key AJ-{3B2-P388-WJ5T-Z9Q7
Activation Code  BV-£3CZ-8TYY-DNMNFB2WED-L 7722.-WPX4T

Generate Certificate
Common Hame  Jorge Ortiz
Organization Unit k QOperations

Organization Name OurCompany, Inc.
Locality Name White Plains, New York.
Country USA

Admin Password same2yoo? (Secire this document after
Admin Notification Email Address adrin@smip. ourcompany.corm
Admin Notification Server smip.ourcompany.com

Proxy Settings {optional)
=l Use a proxy server to connect to Internet
Address  70.2.730.20
Port 80
Authentication {optional)
User Name secadnin@ ourcompany.corm
d P4

P

SMTP
SMTP Server IP 70.2.133.30

SMTP Server Port 25

SMTP D in  SHID. oMY COmpany.com

Incoming Mail Delivery

0 Use DNS? If not,
Incoming Server IP 10.2. 740.30
Incoming Server Port 25

Outgoing Mail Delivery

[ Use DNS? If not,
Qutgoing Server IP
QOutgoing Server Port

POP3
Server IP 70.2.746.30
Server Port 7

HTTP Listening Port 8080

Default Security Policy (Low, Medi or High) Mfedi

FIGURE 2-6. Example of completed pre-installation checklist
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When to install InterScan VirusWall for SMB

You can install InterScan VirusWall for SMB when you are ready to supply the
requested information on the pre-installation checklist. You do not have to register or
activate the product to complete installation, but you will not be able to perform any
scanning until you have completed these actions.



Chapter 3

Installing InterScan VirusWall for
SMB

The installation wizard prompts you through the installation of InterScan VirusWall
for SMB. Before you start, be sure to read Chapter 2, Planning Your Installation.
Complete the pre-installation checklist in that chapter.

There are two methods of installation:
¢ Installation from the Solutions CD for Small and Medium Businesses
» Installation by downloading InterScan VirusWall for SMB from the Web

Installing from a CD

Follow these steps to install InterScan VirusWall for SMB from a CD.

To start the installation process:

Note: Before you begin installation, save and close other programs you may have open
on your machine. A restart will be required at the end of the installation process.
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1. On the Trend Micro SMB Solution CD, run Setup.exe. The Trend Micro
Solutions CD for small and medium businesses displays.

¢? Trend Micro Solutions CD for small and medium businesses

TREND MICRO™Solutions CD for small and medium businesses

Please choose your protection

Hover your pointer over the parts of the netwark on the
right-hand image to see what products can protect them, or
haver over the praduct names below to see what parts of the
network they can protect,

Gateway

" ; Server
| Client Server Suite for SMB I
| Client Server Messaging Suite for SMB I = % =0 File server
Desktop
| InterScan ViruswWall for SMB I
| PC-cillin Internet Security I

FIGURE 3-1. Solutions CD screen
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2. Click InterScan VirusWall for SMB. The Product Information screen
displays as shown below.

¢? Trend Micro Solutions CD for small and medium husinesses

- K
Emoduct System Documentation
Information RBqurBITIBI'ItS

Overview

Trend Micro InterScan YirusWall Standard Edition is the most
comprehensive gateway security software on the market, stopping
viruses, Spam, and malicious mobile code, in major Internet traffic -
Email, ¥Web, and File download. While firewall restricts unauthorized
access to your network, only InterScan VirusWall ensures that Internet
threats do not infiltrate via these open channels.

Client Server Suite
for SME

Client Server Messaging
Suite for SME

InterScan ¥Yirus¥¥

PC-cillin
Internet Security

FIGURE 3-2. Product information for InterScan VirusWall for SMB on
Solutions CD

3. Select one of the three available tabs. In the above example, the Product
Information tab is presented. Click:

*  System Requirements to view the system requirements for installing the
product.

*  Documentation to display the documentation directory.

3-3
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4. When you are ready to install InterScan VirusWall for SMB, click Install. The
InstallShield screen displays.

InstallShield Wizard

Preparing to Install...
Trend Micra InterScan Virugwall for SME Setup iz

preparing the InstallShield \Wizard, which will guide you
through the program setup process. Please wait.

Preparing ta Install...

I

InstallShield is a setup program that displays the InterScan VirusWall installation
wizard.
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To respond to the installation wizard screens:

1.

Following the InstallShield screen, the Installation Setup screen displays:

Trend Micro InterScan YirusWall for SME Installation |

Welcome to Trend Micro InterScan Yiruswall for
Small and Medium Business Setup

Setup will inztall InterS can Vis'w all on your computer.
Click Mext to continue, or Cancel to exit.

Cancel

FIGURE 3-3. Installation setup screen

2.

Click Next to proceed with the installation. If you completed the pre-installation
checklist described in Chapter 2, you will have all the information you need to
respond to the prompts described in the following steps. The Trend Micro
License Agreement screen displays.

Click “I accept the terms in the license agreement” to proceed. If you do not
accept the terms in the license agreement, the installation cannot be completed.
The Choose Destination Location screen displays. The default directory for
installation of the InterScan VirusWall for SMB files displays in the Destination
Folder field.

Click Browse to select another directory path if you do not want to accept the
default. Click Next to continue. The Features screen displays the features of
InterScan VirusWall for SMB to be installed on your server, including the main
application files, anti-spam feature, and the scanning capability for the
messaging, Web, and file transfer protocols. View a description of each feature in
the Description field.

3-5
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5. Click Next to continue. The Product Activation screen displays:

Trend Micro InterScan YirusWall for SME Installation

You must activate your product to enable scanning and security updates.
Activation iz a 2-step process which pou can complete now or after product installation:

Step 1. Register
Uze the Registration K.ey that came with your product to register online [zkip this step if the
product iz already registered].

Fiegister Online |

Step 2. Activate

To activate InterScan Wiuswall, enter the Activation Code you receive after registration. To
activate later, leave this field blank. Scanning and security updates are not enabled until you
activate InterS can Virsiyall

For example: BY-43CZ-8T3-DAVNM-82WES-L 7722 W41
IrnztallShield

< Back Cancel |

FIGURE 3-4. Product Activation screen in the installation wizard

If you are already registered, you can skip Step 1 on this screen. If not, and you
want to register now, click Register Online. The Trend Micro Online
Registration screen launches in your browser.

6. Complete the registration process. Typically within 20 minutes, you will receive
an email message from Trend Micro that includes your Activation Code, which
you need to complete Step 2 on this screen.

Note:  After you purchase InterScan VirusWall for SMB, you will receive a license
certificate that provides a code, either 22 characters or 37 characters. If you have a
code that is 37 characters (including hyphens), you have an Activation Code and
can skip step 1 of this process. If you have a code that is 22 characters, you must
perform both steps 1 and 2. You can register and activate now, or continue the
installation without performing these steps, and do them later.

7.  When you receive the Activation Code, copy and paste the code into the Activate
text box. Click Next to continue installing InterScan VirusWall for SMB.The
Generate Certificate screen displays.
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10.

11.

12.

13.

14.

15.

16.

Enter the requested information, which is used to generate a security certificate
when a secure connection via HTTPS is required. Click Next to continue. The
Administrator Account screen displays.

Enter and confirm the password for the administrator account you plan to use to
manage InterScan VirusWall for SMB. Also enter the notification email address
and server. Click Next to continue. The Connection Settings screen displays.

Respond to the prompts on this screen if you are currently using a downstream
proxy server to connect to the Internet, including the proxy server address and
port number, and optional authentication user name and password. If you are not
using a downstream proxy, no information is required on this screen. Click Next
to continue. The Mail - SMTP Settings screen displays.

The fields on the Mail - SMTP Settings screen are described in detail in Chapter
2. Enter the values you recorded on your pre-installation checklist for the IP
address and port number that InterScan VirusWall for SMB will use to listen for
SMTP traffic, your mail server domain name, and your choices for SMTP
message delivery options. Click Next to continue. The Mail - POP3 Settings
screen displays.

Specify the IP address and port number to receive POP3 traffic. If you do not
plan to use this feature, you can disable it after installation. Click Next to
continue. The Web - HTTP Settings screen displays.

Specify the HTTP listening port and click Next to continue. The Security Level
Settings screen displays.

On the Security Level Settings screen, select a default security setting for your
network. Click Help to view information about the results of each available
setting (High, Medium, or Low). The Medium setting is recommended if you
are uncertain which setting to select. Click Next to continue. The Settings
Review screen displays.

Review the choices displayed on the Settings Review screen. The only
information that can be changed is the destination folder. Click Back to return to
the Choose Destination Location screen. Otherwise, click Next to proceed. The
Installation/Uninstallation Progress screen displays as the application files are
being loaded to your server.

When the loading process is complete, a dialog box displays, prompting whether
you want to see a copy of the ReadMe file for this release. If you click Yes, the
ReadMe file opens. If you click No, the Setup Complete screen displays.
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17. When you are ready, click Yes to restart your computer. After the restart, a
shortcut to the InterScan VirusWall for SMB console appears in the Start menu's
Programs folder.

Installing by downloading from the Web

Go to the Trend Micro SMB Web site:
www . trendmicro.com/smb

Select InterScan VirusWall for SMB and follow the prompts to download the
software.

Evaluation version

You can install the evaluation version of any Trend Micro product, which allows you
to try out other Trend Micro products as well. Evaluation versions are fully
functional and can be installed with a temporary product Registration Key and
Activation Code. Typically after 30 days, however, most of the program features will
be disabled.

Removing the evaluation-period limit

If you decide to purchase a product that you are evaluating, you do not need to
reinstall. Instead, open the Trend Micro Online Registration page, enter the
Registration Key you received (post-purchase) along with the other required fields,
and click Register to send your information to Trend Micro. Your fully-licensed
Activation Code arrives via email, typically within twenty minutes.

After installation

When you are finished installing, if you have registered and activated InterScan
VirusWall for SMB, you can:

*  Adjust the default configuration of the product to meet the needs of your
organization more accurately, or

*  Begin virus scanning, spam detection and content filtering immediately, using
the default settings you chose during installation
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Immediately after installing, you should also:

Update the virus pattern file and scan engine
Update the anti-spam rules and engine
Confirm that virus scanning is enabled
Confirm that anti-spam is enabled

Enable and configure content-filtering to meet your organization’s
communications objectives

Enable and configure URL and file blocking for HTTP and FTP
Customize the notification messages
Configure the alerts

Set up an update schedule for the virus pattern file, scan engine, and anti-spam
rules and engine

My Product Details screen

Verify the status of your product license anytime after installation and activation on
the Administration > Product License screen.

ﬁTREND MICRO " InterScan VirusWall"far smMB Log off | [Help - @I‘.‘E’.‘E
Product License @
.Summary - Status View renewal instruction
+ Mail (SMTP) . oYour Maintenance Agreement will expire in 124 days.
b Mail (POP3)
b oiieh (HTTP) License information View detailed licensze online
v File Transfer (FTP) Product:  Trend Micra Interscan viruswall for small and Medium Businesses
¥ Update Wersion: Full
b Logs Activation Code: I5-RBSL-27DKS-FEXYE-LDHHP-YHAPL-ESKAN
~ Administration PR I
Product License Status: Activatad
Configuration Maintenance expiration: 030172004
Check Status Online |

Last Status Check on 10/2%/2003,

The system will begin reminding you 60 days before expiration.

FIGURE 3-5. Product License screen in the management console



Trend Micro™ InterScan VirusWall for SMB Getting Started Guide

Click the View detailed license online link on the Product License screen to display
the My Product Details screen, which appears in your browser.

The My Product Details screen displays even more information about your
installation of ISVW for SMB.

I[ilohal Sites = | |Search II‘
(”TREND_ B L OE O
MICRO
Home Products Purchase QEINLIgd Security Info ;| Partners : About Us Find a product ;I
Knowledge Base Home » Support > Online Registration > My products > My Product Details
FAQs
Update Center q
- My Product Details

Supported Yersions

Beta Programs
Virus Response Service
Submission Wizard Product I1SVW SME
¥ersion of original purchase |Full
Platform {05} windaws {all versions)
Platform (Application) Default application Code

Premium Support

online Registration
3 Help
Language English

Number of authorized seats 100
Activation Code 15-ACFU-FSWIL-EMGHS-ATI32-69CKK-NSBZQ

Expiration of maintenance 12/31/2003 12:00:00 AM
and product update

FIGURE 3-6. My Product Details screen

De-installing ISVW for SMB

To remove the software from your machine:
1. Click Start > Settings > Control Panel.
2. On the Control Panel, click Add/Remove Programs.

3. Onthe Add/Remove Programs screen, select Trend Micro InterScan VirusWall
for SMB.

4. Click Change/Remove. The Confirm Uninstall dialog box displays.

5. Click Yes to completely remove the application and all of its features, or Cancel
to quit the de-installation process.



Chapter 4

Registering and Activating InterScan
VirusWall for SMB

This chapter describes:

*  Product registration, which is required to receive product updates, including
updates to the virus pattern file, scan engine, anti-spam rules, and anti-spam
engine

*  Product activation, which is required to enable InterScan VirusWall to begin
scanning, filtering, and blocking

After your purchase of InterScan VirusWall concludes, you will receive a product
license certificate. The certificate contains a code, either a Registration Key or an
Activation Code. The codes are needed to complete the following tasks.

Registering InterScan VirusWall for SMB

If you have a Registration Key, register InterScan VirusWall before proceeding. If
you have an Activation Code, skip to Activating InterScan VirusWall for SMB
starting on page 4-5.

Your Registration Key or Activation Code can be found on your license certificate,
that you should have received from Trend Micro shortly after your purchase of

4-1
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InterScan VirusWall. If you do not have your license certificate, contact Trend Micro
for assistance.

The following example of a license certificate shows a Registration Key in red text.

TREND MICRO SOFTWARE LICENSE CERTIFICATE

Issued to confirm the purchase by: YOUR COMPANY

Customer No: 38505

Product Name: INTERSCAN VIRUSWALL 5.0
No. of License 415

Reseller Name: BIZCO, INC.

SKU: SEXEMME32

TM Program Number: 3144

TM Reference Number: 01008866

S/N (R/K): AJ-43B2-P388-WI5T-790Q1

Maintenance Start Date:
Maintenance End Date:

(@) TREND

Customer Service and Sales Support - email sales@trendmicro.com

www.trendmicro.com

FIGURE 4-1. Code can be found on the license certificate

Assuming you have not already registered InterScan VirusWall prior to installation
or during installation, register now. You will be not able to use InterScan VirusWall
until the registration process is complete. Register online by visiting the following
URL:

https://olr.trendmicro.com/registration
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The Trend Micro Online Registration screen displays.

@) 1REND.

Products

Knowledge Base
FAQs

Update Center
Versions Supported
Support Newsletter
Beta Programs
Submission Wizard
Premium Support
Online Registration

> My Products
> My Company

|5witzer|and:French =1 |Search
B 5%

N EEEE Support [EEEETGTRL] rtners : About Us Find a Product

Home > Support > Online Registration

Online Registration

Thank you for using Trend Micra™ products and services. Tao ensure that you are eligible ta receive
the latest security updates and other product and maintenance services, register your products by
completing the fallowing Online Registration forms.

Login: : New customer registration:
g Cormnplete the registration process, if you:
. g - Have purchased Trend Micro product{s)
Login ID: but have never registered online
: - Have product evaluation CD and
want to install one or more programs,

p d: l— Select the region where the product were
EEECIH g purchased and your preferred language:

IUnlted States - English j

Forgot your 10/ Password? :
Register your product |

Instruction:
= Purchasing the software

Note: 4s part of the registration process, Trend Micro will collect certain contact infarmnation, which
may include personal data, for business reasons. Trend Micro agrees not to share this infarmation
generally with third parties other than as required to provide you directly with the services for which you
or your company ar organization have paid Trend Micro. For details about our information collection and
use practices, please review our Privacy Policy.

:&d Email this page # Rate this page

FIGURE 4-2.

Trend Micro Online Registration screen

Begin in the New customer registration section of the Online Registration screen.

Select your preferred language from the language pull-down, and click Register

your product.
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The Enter Registration Key screen displays.

|Glubal Sites =l ISEarch lz‘
a TREND, B &% PE UL
MICRO
Home : Products : Purchase [Eliddigdl Security Info : Partners @ About Us Find a product ;l
Knowledge Base Home > Suppart > Cnline Registration = Enter Reqgistration Key

FAQs
Update Center

Enter Registration Key

Supported Yersions 5

Beta Programs

Uirus Response Service Please enter your Registration key here.
Submission Wizard

= You can find your Registration key (for example, xx-xxxx-mxxx-mxxx-xxxx), on the license agreement
Premmiurn Suppart document inside the product box, You need to register your Registration Key in order to obtain your

- Activation Code.
Online Registration

» Hele Enter the Activation Code to enable virus pattern file and other security updates,
Please contact Trend Micro if you cannot locate your Registration Key.
Enter your Registration key: |43 | - |B25D | - IGEIRG - |HCHE | - IVR24-|

Type the registration key from your license certificate and click Continue. Follow
the prompts in the subsequent registration screens to complete the registration
process.

Your logon ID and password

Some of the information you provide during registration is used to create a logon ID
and password, so that next time you visit the Online Registration screen (for
example, to update your Maintenance Agreement), you can log on as an existing
customer rather than a new customer.

After registration

Shortly after you complete the registration process (typically within 20 minutes), you
will receive an email message from Trend Micro that contains your Activation Code.
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Activating InterScan VirusWall for SMB

Once you have your Activation Code, either received in an email message from
Trend Micro following product registration, or taken directly from your license
certificate, you are ready to activate InterScan VirusWall for SMB.

To activate during installation:

Enter the Activation Code in the Activate field on the Installation - Product
Activation screen.

Trend Micro InterScan YirusWall for SME Installation

You must activate your product to enable scanning and security updates.
Activation iz a 2-step process which pou can complete now or after product installation:

Step 1. Register
Uze the Registration K.ey that came with your product to register online [zkip this step if the
product iz already registered].

Fiegister Online |

Step 2. Activate

To activate InterScan Wiuswall, enter the Activation Code you receive after registration. To
activate later, leave this field blank. Scanning and security updates are not enabled until you
activate InterS can Virsiyall

For example: BY-43CZ-8T3-DAVNM-82WES-L 7722 W41
IrnztallShield

< Back T HEm s Cancel |

FIGURE 4-3. Activation screen in installation setup
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To activate after installation:

1. Select Administration > Product License to display the Administration
Product License screen.

—
“ - : s >
4 7 TREND MICRO"InterScan VirusWall tor smB Log off | [Help Sy i
@ Administration Product License (2]
The product has not been activated,
Summary Activate the product now to download the current virus pattern file and scan
engine.
b oMail SR
5 e
LallEERS) To Activate Your Product:
WEb.FHT.rP.). 1. Register Register to get activation code, Register |
¥ File Transfer (FTRP} 7 .
..... 2. Activate Enter your activation code below:
¥ Update
— Activation Code: | Activate |
¥ Logs
_— " (Code formats s xe0ama00nmo0 KM )OO0 KON KKK )
~ Administration

Product License

Caonfiguration

FIGURE 4-4. Administration Product License screen

2. Enter the Activation Code in the Activation Code field.

3. Click Activate. After activation, the message at the top of the Administration
Product License screen changes, to let you know that activation was successful.

As soon as InterScan VirusWall for SMB is activated, it begins scanning for viruses
and spam, according to the default security settings.

To enable content filtering, URL, and file blocking, configure these features
according to your organization’s communications policies. See Configuring
InterScan VirusWall for SMB starting on page 6-1 and the online help for more
information.

For more information about activation and registration
View a product registration FAQ by visiting the following site:

kb.trendmicro.com/solutions/solutionDetail.asp?solutionId=16326



Updating and Testing InterScan

VirusWall for SMB

This chapter describes the tasks to perform immediately after completing your
product activation. These include:

»  Updating InterScan VirusWall to use the most recent versions of the scanning
and anti-spam tools

»  Testing the installation to make sure InterScan VirusWall is detecting viruses

Updating InterScan VirusWall

As soon as you finish installation of InterScan VirusWall, verify that the product is
updated to use the current version of the:

*  Virus pattern file
*  Scan engine
*  Anti-spam rules

*  Anti-spam engine

5-1
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Virus pattern file

Trend Micro’s products draw upon an extensive database of virus “signatures,”
commonly called the virus pattern file. During scanning, the binary patterns of files
are compared against these signatures, and the scan engine determines a file is
infected if a match is found. Since new virus pattern files are available every week or
sooner, you should schedule automatic weekly updates.

To reduce the bandwidth used when updating the virus pattern file, Trend Micro
products use a procedure called incremental update. Rather than downloading the
entire virus pattern file every time it is updated, only the new virus patterns that have
been added since the last release are downloaded. The new patterns are then merged
with the older virus pattern file. This greatly reduces download and deployment time.

Configure your management console to update the pattern file on a regular basis, or
perform a manual update at any time. View the current version of the Trend Micro
pattern file by visiting the following URL:

www . trendmicro.com

Scan engine

A virus scanning engine is the program component that does the actual work of
scanning files and detecting viruses. Trend Micro releases new engine versions for a
number of reasons:

1. New types of viruses have been developed that cannot be detected by the old
engine.
Scanning performance and detection rates have been enhanced.

Support for virus detection of additional formats, for example, the newest
Microsoft Word and Excel types, have been added.
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The scan engine scans UUencode, Binhex, and MIME-encoded attachments, as well
as a wide variety of compressed file types.

WARNING! InterScan VirusWall for SMB will not scan password-protected or encryted
files. SMTP and POP3 password-protected or encrypted messages are
delivered, but ISVW for SMB embeds a warning message to that mail, to let
the user know the files were not scanned. HTTP and FTP traffic containing a
password-protected file is allowed to pass. Traffic utilizing HTTPS is not
scanned, but also is allowed to pass unless the URL is blocked.

Anti-spam rules and engine

The anti-spam rules and engine work together to detect spam in your email messages.
The advanced detection technologies in the Trend Micro anti-spam engine include:

*  Heuristic rule-based scanning—The anti-spam engine examines the email
using a heuristic (best guess) rule file, and returns a score that represents the
probability that the message is spam.

*  Supports list of approved and blocked senders—The anti-spam engine
implements Trend Micro and user-defined approved senders and blocked
senders. Spam filtering is bypassed for approved senders. For blocked senders,
email is automatically tagged as spam. These messages also bypass heuristic and
spam database scanning.

*  Uses a spam signature database—The anti-spam engine uses the Trend Micro
spam database for filtering spam messages. To help Trend Micro keep the
database current, users in your network are encouraged to forward their spam
email messages to Trend Micro at the following email address:

spam@support.trendmicro.com
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A periodic reminder displays on client desktops, as shown below, to remind users to
forward spam to Trend Micro.

Report Spam and False Positives to Trend Micro Support:
Reminders:

To report a sparn ermail message, please forward the message, incuding all headers, to

spam@supporttrendmicro. com,

To report an email message that was incorrectly identified as spam (a false positive), please
forward the message, including all headers, to fal ipporttrendrnicra, com,

Trend Micra's anti-spam rules file and anti-spam engine are regularly updated with
information from the rmessages vou provide, Your aszistance will help reduce future spam

and false positive messages.,
Close |

FIGURE 5-1. Spam and false positives reporting reminder

Forward false positive messages (messages inappropriately identified as spam) to
the following email address:

false@support.trendmicro.com

5-4
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Scheduled update

Click Update > Scheduled to display the Scheduled Update screen. In the
following example, the virus pattern file, virus scanning engine, anti-spam rules, and
anti-spam engine are all scheduled to be updated at 5:00 A.M daily.

TREND MICRO" InterScan VirusWall" for smB Loa off | [Help <] (@)TrEND

@ Scheduled Update @
"Summary . Update Scheduled:
b Mail (SMTF) ¥ Enable scheduled update
I Mail (POP3) ¥ wirus pattern file
b web (HTTRY ¥ wirus scan engine
b File Transfer (FTP) ¥ Anti-spam rules and Anti-spam engine
~ Update
Manual Check for update:
=cheduled ' Hourly
Proxy & Draily
'+ Logs C weekly, every: |Sunday =]
b Adrinistration
start tirme: [[BZ] hh [00 =] mm

Save I

FIGURE 5-2. Scheduled Update screen

There can be several virus pattern file updates within a week. The recommended
setting for the update interval is at least daily. The updates continue to occur
regularly as specified until you change the update interval.

Note: ActiveUpdate is a utility common to many Trend Micro products. Connected to the
Trend Micro software update Web site, ActiveUpdate provides up-to-date
downloads of virus pattern files and the scan engine as well as program files via
the Internet.
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Manual update

Click Update > Manual to display the Manual Update screen. If an update is
available for a particular component, the component can be selected. For example,
the following screen shows that a more current version of the virus pattern file and
scan engine is available. If the checkbox cannot be selected, as shown in the
following example for the anti-spam rules and engine, the component is already
current.

e
;%?'-TREND MICRO"InterScan VirusWall"for SMB ~ Loaoff | [melm =] f@yIREND
@ Manual Update @
B .Summary [¥ Update In Use Available Last Updated
b Mail (SMTPY [T wirus pattern file 1.661.00 2.105.00 10/27/2003 12:20:28
b Mail (POP3) [ Scan engine 6.51 £.15 10/27/2003 12120:28
¥ Web (HTTP) [T anti-spam rules 11193 11193 10/27/2003 13104:04
b File Transfer (FTP) [T Anti-spam engine 1.11.1008 1,11,1008 10/27/200% 13104:04
~ Update TEaE I
Manual
Scheduled
Proxy
.> Logs
b Administration

FIGURE 5-3. Manual update feature

Manual update, pattern file only

View the current virus pattern file version in the Status Alerts section of the
Summary screen. To manually update the virus pattern file at any time, click
Update.

Testing your installation

5-6

Trend Micro recommends testing your product and confirming that it works using the
EICAR test script. EICAR, the European Institute for Computer Antivirus Research,
developed the test script as a safe way to confirm that antivirus software is properly

installed and configured.

The EICAR test script is an inert text file with a .com extension. It is not a virus and
does not contain any fragments of viral code, but most antivirus software will react to
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it as if it were a virus. Use it to trigger a virus incident and confirm that email
notifications, HTTP scanning, and virus logs work properly.

WARNING! Never use real viruses to test your antivirus installation.

To test your installation's virus scanning:
1. Go to the following URLs:
http://www.trendmicro.com/en/security/test/overview.htm

http://www.eicar.org/anti virus test file.htm

2. Download the test files. In your browser window, you should see a warning
message that doesn’t allow you to continue the download.

3. Check the virus logs to see if the attempt is reported in the logs. If not, contact
customer support for assistance.

Visit the EICAR Web site for more information:

www.eicar.org
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Configuring InterScan VirusWall for
SMB

As soon as you have completed installation and activation, InterScan VirusWall
begins scanning your network traffic for viruses and spam. However, you must
configure additional settings in InterScan VirusWall for SMB to:

*  Enable clients to retrieve their mail using POP3 protocol
*  Use FTP service

»  Filter content

*  Block access to certain URLs

e Block HTTP and FTP transfers

*  Prevent relaying

*  Fine-tune spam filtering

e Setup approved and blocked sender lists

Configuring the POP3 client

Chapter 6

Whether or not your organization’s messaging policies allow users to retrieve mail

from a POP3 server, you should configure your network to enable scanning of
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incoming POP3 mail. Otherwise, your network is vulnerable if a user decides to do
so regardless of the policy.

Configuring the client desktop in Outlook Express

Launch Outlook Express and select Tools > Accounts. The Internet Accounts
screen displays. Click Add > Mail. The Internet Connection Wizard launches.

To configure the client in Outlook Express:

1. Type the client’s user name, such as John Smith, on the Your Name screen in the
Internet Connection Wizard. Click Next.

2. Type the user’s email address, such as John _Smith@anycompany.com, on the
Internet E-mail Address screen. Click Next.

3. The E-mail Server Names screen displays. Do the following:
a. Select POP3 in the My incoming mail server is a ... field. (Choices are
POP3, IMAP, or HTTP.)

b. Type the address for the incoming mail (POP3) server in the Incoming mail
(POP3, IMAP, or HTTP) server ficld.

c. Type the address for the ISVW server in the Outgoing mail (SMTP) server
field. Click Next.
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Note:  For steps b and ¢, you can use fully qualified domain name format as shown
in the following example, or IP address.

Internet Connection Wizard ﬂ

E-mail Server Names

My incoming mail gerver iz a IPDF'3 'l FEIVEL

Incaming mail [POP3, IMAP or HT TP server:
pop3.earthlink. net

An SMTP zerver is the zerver that iz used for your outgoing e-mail.

Outgoing mail [SMTF] server:

zmtp.earthlink. net

< Back | Mest » | Cancel |

FIGURE 6-1. Microsoft Outlook Express client configuration for POP3

4. On the Internet Mail Logon screen:

a. Type the account name the client will use to retrieve POP3 mail in the
Account name field. The format must be name, followed by # and then the
POP3 server name, for example:

vsanchez#pop3.earthlink.net

b. Type a password for the client’s POP3 mail account. Check Remember
password if appropriate for the client.

c. If the POP3 server requires authentication, select Log on using Secure
Password Authentication (SPA). Click Next.

5. Click Finish on the Congratulations screen. Now when you view the Internet
Accounts screen again, the POP3 connection appears, similar to the following
example.
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Internet Accounts

All HMail |News I Diirectory Servicel Add 4

Account | Type | Connection Bemove |
L = pop3. earthlink. net mail [default] Any Available

Froperties |

Set az Default |

Impaort... |

Export... |

| [+ Sef Wrder... |

Cloze

FIGURE 6-2. Outlook Express client configuration for POP3

Configuring FTP service

By default, FTP service is ready to use in stand-alone mode. IF you want to use
ISVW for SMB as a proxy for FTP service,

configure the FTP settings on the FTP Configuration screen.

6-4
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To display this screen, click File Transfer (FTP) > Configuration:

%/ TREND MICRO™InterScan VirusWall"for 5mB oot [[hew &l (&IREND
ﬁ FTP Gonfiguration (7]

Some figlds on this screen are pre-populated with selections you made during installation, You
can change the information at any time.

Summary
b Mail (SMTP) st e s S s
""""""" Choose "Stand-alone Mode" if you want InterScan VirusWall to serve as the sole FTP proxy
b Msil (POP3) server on the network, Choose "Use FTP proxy” if you wank InterScan VirusWall o complement
} Web (HTTP) an existing FTP proxy server on the network,
N ® -
- File Transfer (FTP) Sk Res
O Use FTP P 5 Port: |21
Wirus Scan EE Ty I
File Blacking T Use passive FTP for all file transfers.
Quarantine
Configuration FTP Client MNotification:
b Update The following explanation will be added to the message displayed in the end user's FTP client
B when a file is blocked or quarantined due to a virus infection, or when a file iz blocked due to
¥ Logs the blocking rules,
b Admninistration [Pleaze contack your system administrator,
FTP Admin Email Notifi
[v Email notification to admin@trendmicro.com when a file is blocked or quarantined due to
a virus infection, or when a file is blocked due to the blocking rules.

Eave I

FIGURE 6-3. FTP Configuration screen

Click the online help icon for instructions to configure your FTP service, and create
FTP notifications.

Content filtering

Content filtering allows you to implement policies to help your organization meet
objectives related to:

*  Human Resources management—for example, the company has a policy that
employees may not use company email resources to harass others

*  Legal issues—for example, the company has a policy that prohibits employees
from leaking confidential information

If you have not previously used a content filtering application in your organization,

you may want to meet with your organization’s Human Resources, Legal, and other
interested groups to solicit their ideas about how to implement the content filter. You
may start with a baseline of words and phrases from your initial assessment, and add
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more words and phrases on an ongoing basis. Your goal is to implement content
filtering in a way that will help reduce legal liability, and increase employee
productivity.

If you are using both SMTP and POP3 protocols for messaging, and you want to
filter only incoming email messages, set up content filtering on the Target tab of the
following screens:

e Mail (SMTP) > Content Filter > Incoming
e Mail (POP3) > Content Filter > Incoming

To filter outgoing SMTP messages, also set up content filtering on the Target tab for
the Mail (SMTP) > Content Filter > Outgoing screen.

Note: POP3 messages are incoming only, so no outgoing configuration is required for
POP3 content.

All three screens have a similar design and purpose, which is to:

*  Allow you to define a maximum message size, to help prevent Denial of Service
attacks

*  Define words that if found in the message subject, result in triggering an action
(as defined on the Action tab)

*  Define words that if found in the message body, result in triggering an action

*  Define words that if found in an attachment file name, trigger an action

*  Identify attachment group file types for scanning

On the Content Filter screens, make entries for the message subject and body filter

criteria, and the attachment filter criteria. Here is an example for the message subject
and body filter. The word “hate” has been added to the subject filter, and the phrase
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“I’1l get you™ has been added to the message body filter. These entries remain in the
content filter until you delete them.

}f{TREND MICRO™InterScan VirusWall"for sSMB Loa Of | [Help | @I'.‘E'.‘E
@ = .Il_essage Subject And Body Filter Criteria:

Filter messages with words in their subject and bady that mest the fallowing criterias

Add waords to subject filter:

Summary
Add
~ Mail {SMTP)
K Subject contains:
Virus Scan
e s e e o e ] ot Delet
Incoming = B
Qutgoing

[T Match case

Incarning

Cutgoing

Add words to body filter:

Quarantine
- || add

Body contains:
Tl get you Delete

[T Match case

FIGURE 6-4. Setting up content filtering criteria for message subject and
body

Attachments are scanned if:

*  The attachment file type is selected for scanning, and/or

* A text string match is found in the attachment name

To set up words or phrases for filtering in the attachment file name, scroll down to
the Attachment Filter Criteria portion of the screen, and type the text in the Add

words to attachment filter field. In the following example, the word “sushi,”
representing a confidential project code-name, has been added to the filter.
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Attachment Filter Criteria:
Filker attachrments with file names that contain characters or a word in the list box, For
example, if "*abc*" is added, attachrents named as "Financial_abc.doc” is matched.
Add words to attachrent filter:

Add

Attachment file name contains:

sushi Delete I

Select attachrnent file types to scan:
W sudiofvideo (.mp3, wav, ste)

Wl cormpressed (.zip, tar, stc)

|| M executable (.exe, .dil, ete)

¥ trmages (.gif. jpg. ete)

I Microsoft Office (dac, xls., =tc)

Al

FIGURE 6-5. Setting up content filter criteria for attachment subject

The example also shows that all attachment file types should be scanned, so all the
following file names would trigger an action:

»  InstallProjectSushi.exe

*  MakingSushi.doc

*  ProjectSushiLogo.jpg

e SushiRecipes.zip

*  SushiBarRecordings.mp3

6-8



Configuring InterScan VirusWall for SMB

An email message and/or attachment that meets any one of these filtering criteria will
be acted upon, according to the action you specify in the Action tab of the Content

Filter screen.

47 TREND MICRO™InterScan VirusWall™for SMB PEL O Crra— L
ﬁ SMTP Incoming Content Filter 7]
Target | Action Notrficatian
Summary ! z :
- Mail {SMTP) For messages that match the filtering criteria:
Virus Sean @ Guarantine messages. Messages will be put in SMTP Quarantine and will nat ba
dalivered unlass you raleasa tham.
Incoming O ol o I
e lete ages, will not be
Anti-spam
Cantent Filtar messages that match the attachment criteria:
Inceming [l Clelate attachmant and ingart the follawing notification in the maszage:
Gutgoing l¥iefave removed %FILENAMES from this email because It is not part of our content =
z2curity policy.
Quarantine
Configuration .'J
* Mail (POP3) sz
b Wah (HTTPY e
FIGURE 6-6. Action tab on SMTP Incoming Content Filter screen

The options for SMTP messages and their attachments, as shown in the previous

figure, are:

*  Quarantine—The message, with attachments if applicable, is sent to the

Quarantine directory, not the recipient.

*  Delete—The message, with attachments if applicable, is deleted. The recipient
typically receives a notification that the message was deleted.

The options for POP3 messages and their attachments are:

*  Delete—The message, with attachments if applicable, is deleted. The recipient
typically receives a notification that the message was deleted.

*  Deliver—The message, with attachments if applicable, is delivered to the

recipient anyway.

If you select Delete attachment and insert the following notification in the
message, on the SMTP Incoming Content Filter screen, the SMTP Outgoing
Content Filter screen,or the POP3 Content Filter screen, attachments are always
deleted regardless of the action selected for the message.
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Blocking URLs

The URL blocking feature helps you prevent employees from accessing prohibited
Web sites. For example, suppose you want to block some sites because they are
dating services, online shopping services, or other offensive sites. Further, suppose

you want to block any URL containing the characters “shop,

99 ¢

singles,” or “porn.”

You also want to exclude “Singlestop Financials,” your company’s accounting
service, and “Learning Tree Workshops,” a consulting organization that your
company uses for employee training.

To configure the HTTP URL Blocking screen for this example:

1.
2.

Select Web (HTTP) > URL Blocking > HTTP URL Blocking.

On the File tab, in the Add URL field, type the URLs you want to block. Assume
you have been having problems with employees spending time on commercial
Web sites, and want to block the following URLs:

¢  www.singlesmatch.com (an online dating service)

*  www.homeshoppersite.com (an online shopping service)

*  www.girlsnthings.com (a pornography site)

*  www.nazisunite.com (a racial hatred site)

*  www.casinosonline.com (an online gambling service)

Click Add after each entry, to move the URL to the Blocked URL:s field.

99 < 99 < EENT3

To block any URLs containing the words “singles,” “shop,” “girls,” “porn,”
“nazi,” or “casino.” In the Block connections to URLs containing these text
strings field, add these words, one at a time. Click Add after each entry, to move
the words to the Blocked URLSs containing following text strings field.

To create an exception for “Singlestop Financials” and “Learning Tree
Workshops,” add “singlestop” and “workshop” in the Add text string field.
Type these words, one at a time. Click Add after each entry.
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After you complete these steps, the screen appears as follows:

I
47 -TREND MICRO"InterScan VirusWall"for SMB  Leaoff | [Hele - @I'?E'.‘E
@ HTTP URL Blocking 17}
- URL Motification
Surmrary
» Mail (SMTP) HTTP URL Blocking: Enabled Dizable
» Mail (POP3) Block connections to URLs: add URL:

v Web (HTTP)

Virus Scan

File Blocking

URL Blocking

Quarantine

Configuration
b File Transfer (FTP)
¥ Update o
L3 Lng‘s

F administration

FIGURE 6-7.

Block connections to URLs

Exceptions:

Allaw connections to URLs

containing these text strings:

containing these text strings:

Add

Blacked URLs:

www singlesmatch, com
www, homeshoppersite, com
www, gitlznthings. com

www. nazisunite, com

www, casinosonline. com

Delete I

Add text string:

Add

Blocked URLs containing following text strings:

zingles Delete |
shap

qgirls

porm

nazi

casino

Add text string:

Add

Exception text strings:

singlestop
warkshop

Delete I

Save I

Setting up HTTP URL blocking

When employees attempt to acess blocked sites, they are not able to view the site. A
notification displays in their browser.

Blocking HTTP or FTP transfers

This feature is available to prevent employees from transferring certain types of files
using HTTP and FTP service during work time. For example, suppose your company
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does not allow downloading of music, both because of legal issues as well as
employee productivity issues.

To block HTTP download via HTTP, select Web (HTTP) > File Blocking > HTTP
File Blocking.

On the File tab of the HTTP File Blocking screen, block transferring of music files
by selecting Audio/Video, as shown in the following example:

/7 TREND MICRO™InterScan VirusWall for M8 Lesof | [wek o e

@ HTTP File Blocking (2]
— File Notification
sSummary
» Mail (SMTP) HTTP File Blocking: Disabled Enable |
Block th file £ 4

¥ Mail (POP3) o these Te WRES M audiofvideo [.mp3, .wau, ete.)

+ Web (HTTP) [T compressed (.zip, .tar, ete.)
..... Q‘,—us v [ I Evemmtots frame e ate

[T 1mages (.gif, jpg. etc)

File Blocking
URL Blocking [T Java (ar. Jjava, etc)
Quaranting [T Micrasoft Office [.dac, xls, ete]

[ Block ather file types
Add file type to filken

Configuration
¥ File Transfer (FTP}

Add
F Updat:
" Cpdate File types:
} Logs Delete

b Adrinistration

FIGURE 6-8. Setting up HTTP file blocking
To block file transfer via FTP, select File Transfer (FTP) > File Blocking > FTP
File Blocking.

On the File tab, make the same selection on the FTP File Blocking screen, to block
the Audio/Video file types.
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In the following example, two more file types, com and vbs, are also blocked:

—
_““_“«? TREND MICRO"InterScan VirusWall"for sme Log of | [Help -] (& mene
@ FTP File Blocking (7]
— File Notification

Surmrmary
=T FTP File Blacking: Disabled Enable |
b Mail (POP3Y Black these fils tp2sl 57, iovideo (.mp3, wav, stc)
b Web (HTTP) [T compressed (.zip, .tar, etc)
- File Transfer (FTP) [ Executable (exe, .dll, etc.)

- ———— 1 tmages Caifs o, eto)

File Blocking [ Java Cian java, ete)
Quarantine [T wicrozoft Office (i doc, Jxlz, ete)
-

Configuration
» Update
* Logs

¥ administration

FIGURE 6-9.

Block other file types
Add file type to filter:

File types:
com
ubs

Deleta I

Setting up FTP file blocking

When users attempt to transfer a file that you have designated as blocked, they
receive a standard notice in their browser or FTP client that this file cannot be

transferred.

To add a notification message of your own composition, see the online help for the
Notification tab for the File Transfer (FTP) > File Blocking > FTP File Blocking

screen.

Setting up the anti-relay feature

Relaying is a process of utilizing bandwidth from other networks to move an email
message to a final delivery point. If an SMTP server is set up to allow relaying, either
intentionally or by accident, anyone can connect to the SMTP server and send email.
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This practice:

*  Slows down the legitimate business traffic for the relaying server, because it has
to handle relaying traffic as well as legitimate traffic

*  Allows senders of spam mail to utilize an unprotected server for relaying spam,
which could result in a lawsuit

ISVW for SMB is already configured to prevent relaying of traffic through your
network. The Relay Control tab of the Mail (SMTP) > Configuration > SMTP
Configuration screen states that InterScan VirusWall does not allow other hosts to
use your server as a relay, unless you identify them as trusted.

You can allow trusted domains, such as a subsidiary or a joint venture partner, to
relay traffic by configuring the domain name in the Trusted Domains section of this
screen.

To allow a trusted domain to relay through your network:

1. Enter the domain name in the Add domain field.
2. Click Add. The domain name displays in the Trusted domains field.



Configuring InterScan VirusWall for SMB

The following example shows that three domains have been added as trusted
domains—tellsitall.com, sales.tellsitall.com, and finance.tellsitall.com.

SMTP Configuration @

Server Connection Disclaimer Incorming Mail Relay Control ™.

SMTP Relay Control

Spam ernailers often relay email messages through other organization's servers, InterScan
Wiruswall does not allow other hosts to use your SMTP server as a relay unless you identify
thern as trusted.

Trusted Domains

Identify vour trusted domain(s) so your SMTP service will not be affected by the relay contral
settings, Add all the domains in your organization.

For example: mydomain.carm
Add domain:

Trusted domains:

tellsitall. corn Delete |

zales.tellzitall. com
finance.tellzitall. corn

Trusted Hosts IP

Allow these hosts to relay mail through vyour SMTP server to any other server on the Internet.
Mast arganizations consider their own mail server a trusted host,

For example: 10,123,123,123
Add IP addresses of hosts allowed to relay mail:

Add

Delete |

IF address contains:

Save |

Fi

GURE 6-10. SMTP configuration - relay control tab

To allow a trusted host to relay through your network:

1.

Enter the host IP address in the Add IP address to filter field.
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2. Click Add. The host IP address displays in the IP address contains field. The
example shows that two IP addresses have been added as trusted
hosts—10.2.44.59, and 10.2.44.60.

Only domains or hosts added to the Trusted sections of this screen are allowed to use
the ISVW for SMB server as a relay. Relay attempts from other organizations are
blocked.

Fine-tuning spam filtering

If you are getting too many false positives, to decrease the number, set the spam
threshold setting to Low. Conversely, you may be getting complaints from users that
they are still getting too much spam. In this case, adjust the threshold from Low to
Medium, or Medium to High.

The following example shows the Threshold section of the POP3 Anti-spam screen.
To display this screen, click Mail (POP3) > Anti-spam. The POP3 Anti-spam
screen displays. The anti-spam filter threshold is set on the Target tab, as shown

below:
+/“TREND MICRO"InterScan VirusWall"for smB VR rrra— )
@
—| POP3 Anti-spam (2]
InterScan VirusWall sllows you to specify the filtering level to determine the likelihood that an
ernail is spam. You can also define approved senders or blocked senders o skip anti-spam
Summary filtering.
¥ Mail (SMTF) Target Action
~ Mail (POP3)
PGP Anti-zpam: Enabled Disable |
Wirus Scan
anti-spam
Threshol
Camii Get the parn filter thrashold,
» Web (HTTF) = | © Hight Rigorous filtering-catches the most spam-greater chance of false positives.
¥ Filo Transfer (7P o :\:Sdil:li.lun;;lDeFault filtering-high rate of spam detection-moderate chance of false
F Update LI % Low: Lenient filtering-catches anly abvious spam-lawest chance of false pasitives,

FIGURE 6-11. Adjusting the spam settings on the POP3 Anti-spam screen

A similar section exists on the SMTP Incoming Anti-spam screen. To adjust
settings for the SMTP Incoming Anti-spam screen, click Mail (SMTP) >
Anti-spam. The SMTP Incoming Anti-spam screen displays. Configure the
threshold on the Target tab.
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Approved/blocked senders list

You can reduce demand on the spam engine by setting up a list of:
*  Approved senders—senders whose messages are never filtered for spam because
they are always accepted

*  Blocked senders—senders whose messages are not filtered for spam because
they are never accepted

Setting up an approved senders list also helps reduce the incidence of false positives.
For example, employee newsletters are often falsely identified as spam. To prevent a
flood of false positives whenever your employee newsletter is mailed, add the
employee newsletter address to your approved senders list.

See the anti-spam online help screens for more information.
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Troubleshooting

This chapter is provided to help you troubleshoot. Information is provided for the
following situations:

e Cannot log on

* Activation Code is invalid

*  No log or quarantine directory

e Cannot update the pattern file

*  Cannot create a spam stamp identifier
e Unacceptable number of false positives
»  Cannot accept any false positives

¢ Unacceptable amount of spam

¢ Management console timed out

*  Performance seems degraded

*  Virus is detected but cannot be cleaned
In addition, other information resources are described in this chapter, such as the

Trend Micro Knowledge Base containing thousands of solutions, the Virus
Information Center, free scanning tools, and more.

Chapter 7
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To contact Trend Micro support, visit:
kb.trendmicro.com/solutions/default.asp

Click the appropriate Contact Support link for your region, to view the telephone
number to call.

Issues

The following describes issues you might encounter with ISVW for SMB, as well as
possible causes and suggested solutions.

Cannot log in

You entered an administrator password when you installed InterScan VirusWall for
SMB with the installation wizard. You must use the password you created during
installation to log in. Passwords are case-sensitive—be sure you have entered the
characters correctly.

Activation Code is invalid

7-2

If you are attempting to activate InterScan VirusWall for SMB and get an error
message about the Activation Code, there are several possible explanations.

*  Verify that you entered the Activation Code correctly. The hyphens are required.

» Ifyou are entering an Activation Code for a trial version, and the trial period has
expired, you cannot activate the product until you purchase the software and
register. After registration, you will receive a valid Activation Code via email,
typically within 20 minutes.

e If'the problem is not a typing error or an evaluation version of the license, there
may be a problem with the information on file in the licensing server at Trend
Micro. Contact technical support for assistance.
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No log or quarantine directory

If InterScan VirusWall for SMB cannot find the directory path for the log or
quarantine directories, you will get an error message. If you know the directories
already exist, verify that they have not been moved or renamed.

If they do not already exist, be sure you have administrator privilege to create a
sub-directory in the selected directory path, and create the path. Then go back to what
you were doing prior to the error message and try again. If you are still unsuccessful,
contact Trend Micro technical support for assistance.

Cannot update the pattern file

If the pattern file is out of date, and you are unable to update it, the most likely cause
is that your Maintenance Agreement has expired. Check the status on the Summary
screen. If the date shown in the License field is in the past, you cannot update the
pattern file until you renew your Maintenance Agreement.

Another possible cause is that the Trend Micro ActiveUpdate server is temporarily
down. Try to update again in a few minutes.

Cannot create a spam stamp identifier

A spam stamp identifier is a message that appears in the email message subject. For
example, for a message entitled Q3 Report, if the spam stamp identifier is defined as
"SPAM:", the message subject would appears as "SPAM:Q3 Report."

If you are having problems creating a spam identifier, make sure you are using only
English upper and lowercase characters, digits 0-9, or the following set of special
characters:

P"#8% &*+, - T ===7@[1V_" (]} ~
FIGURE 7-1.  Special characters for spam stamp identifier

If you attempt to use characters other than those specified, you will not be able to use
the spam identifier for your SMTP and POP3 messages.
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Unacceptable number of false positives

Your spam filtering threshold may be set at a level that is too aggressive for your
organization. Try a lower setting in the Threshold fields on the SMTP Anti-spam
screen and the POP3 Anti-spam screen.

Also, if users in your network are receiving newsletters, this type of message tends to
trigger a high number of false positives. Add the newsletter email address or domain
name to the approved senders list to bypass spam filtering on these messages.

Cannot accept any false positives

Some organizations, such as banks and other financial institutions, cannot risk any
message being identified as a false positive. In this case, disable the anti-spam feature
for SMTP and POP3.

Unacceptable amount of spam

You may have set your spam filtering threshold at a level that is too lenient for your
organization. Try a higher setting in theThreshold fields on the SMTP Anti-spam
screen and the POP3 Anti-spam screens.

Management console timed out

If you leave the management console active and there is no activity detected for
approximately 10 minutes, your session is timed out. Log in again to resume work.
Unsaved changes to your work are lost. If you are called away, it’s best to save your
work and log off until your return.

Performance seems degraded

If the system is slow, and you are receiving an excessive number of alerts, such as the
message queue is continuously backed up or a service has stopped, possible causes
are:

¢ You have exceeded the allowed number of connections
¢ You have exceeded the ISVW for SMB default limits

To resolve this issue, you may want to install a faster CPU or more memory.
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Virus is detected but cannot be cleaned

If you think you are infected with a virus that does not respond to cleaning, go to the
following URL:

subwiz.trendmicro.com/SubWiz/Default.asp

This link takes you to the Trend Micro Submission Wizard, which includes
information on what to do, including how to submit your suspected virus to
TrendLabs for evaluation.

Virus scanning not working

Ensure that no one has disabled the virus scanning feature, on the SMTP Incoming,
SMTP Outgoing, POP3, HTTP, and FTP Virus Scan screens. If scanning is enabled
but viruses are not being detected, contact technical support for assistance.

Free detection tools

Trend Micro provides several virus detection tools, at no charge, to the public.

HouseCall

HouseCall is the free Trend Micro online virus scanning service. This service
requires Microsoft Internet Explorer, version 4.0 or later. For more information about
HouseCall, see:

housecall.trendmicro.com/housecall/start corp.asp

HouseCall can help you to discover and clean up an existing problem, but will not
prevent future ones, nor will HouseCall protect against worms, or mass-mailing
programs. For preventive protection, you need InterScan VirusWall for SMB.

Trend Micro Damage Cleanup Services

Trend Micro Damage Cleanup Services help restore your Windows system after a
Trojan attack. A Trojan, like a virus, attacks your system (but unlike a virus, a Trojan
cannot self-replicate).
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When a Trojan is executed, you will likely experience unwanted system problems in
operation, and sometimes loss of valuable data. These are indications that you should
run Trend Micro Damage Cleanup Services on your system.

Two versions of Damage Cleanup Services are available at no charge, one for Trend
Micro customers, and one for the general public. Download Damage Cleanup
Services from the following Web site:

www . trendmicro.com/download/dcs.asp

Both versions support the following:
e Terminates malware instances in memory
¢ Removes malware registry entries
*  Removes malware entries from system files

e Scans for and deletes malware copies in local hard drives

Knowledge Base

You are welcome to search for more information in the Trend Micro online
Knowledge Base. The Support URL is:

kb.trendmicro.com/solutions/solutionSearch.asp

The Knowledge Base search engine allows you to refine your search, by entering
product name, problem category (such as hardware, installation, and so on), and
keywords. There are thousands of solutions available in the Knowledge Base, and
more are added weekly.

Virus information center

7-6

Comprehensive security information is available from the Trend Micro free Virus
Information Center. The URL is:

trendmicro.com/vinfo/default.asp

In the Virus Information Center, you can find information about the following:

e Virus advisories—current news about the top threats, associated risks, and the
pattern file update that addresses the threat
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Weekly Virus Report —current news about threats that have appeared in the
past week

Virus Map—a description of threats by location worldwide
Virus Encyclopedia—a compilation of knowledge about all known viruses

Test files—a test file for testing InterScan VirusWall for SMB, and instructions
for performing the test

General virus information, including:

*  Virus Primer—an introduction to virus terminology and a description of the
virus life cycle

*  Safe computing guide—a description of safety guidelines to reduce the risk
of virus infections

*  Risk ratings—a description of how viruses are classified as Very Low,
Low, Medium, or High threats to the global IT community

White papers—that explain such concepts as the real cost of a virus outbreak or
how to manage email content security

Webmaster tools—free virus information updates and tools
TrendLabs—the ISO 9002-certified virus research and product support center

Global support centers

If you need to contact a technical support center, the Support URL contains links to
the global support centers, by region. The regions are:

Asia/Pacific
Australia and New Zealand
Europe

Latin America
US & Canada

Telephone numbers are available for each contact center. The URL is:

www . trendmicro.com/support

To contact the US technical support center, call 1-800-228-5651, between 5 A.M.
and 5 P.M., Pacific Standard Time.
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Before contacting technical support

Before you contact technical support, check the documentation and online help to see
if it contains the answer you are looking for. If you have checked the documentation,
as well as Knowledge Base, and still need help, be prepared to give the following
information to speed the resolution of your problem:

Product Activation Code

Version number of the product

Version number of the pattern file and scan engine

Windows version and server pack version

Number of users

Computer brand, model, and any additional hardware connected to your machine
Amount of memory and free hard disk space on your machine

Detailed description of the install environment

Exact text of the error message, if you received one

Steps to reproduce the problem



Glossary of Terms

This glossary describes special terms as used in this document or the online help.

Term

Explanation

action

(Also see target and notifi-
cation)

The operation to be performed when:

- a virus has been detected

- spam has been detected

- a content violation has occurred

- an attempt was made to access a blocked URL, or

- file blocking has been triggered.

Actions typically include clean and deliver, quarantine, delete,
or deliver/transfer anyway. Delivering/transferring anyway is
not recommended—delivering a virus-infected message or
transferring a virus-infected file can compromise your network.

activate

To enable your InterScan VirusWall software after completion
of the registration process. InterScan VirusWall will not be
operable until product activation is complete. Activate during
installation on the Product Activation screen, or after installa-
tion (in the management console) on the Administration >
Product License screen.

Activation Code

A 37-character code, including hyphens, that is used to acti-
vate InterScan VirusWall for SMB. Here is an example of an
Activation Code:
SM-9UE7-HG5B3-8577B-TD5P4-Q2XT5-48PG4

Also see Registration Key.

Glossary-1
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Term

Explanation

active FTP

Configuration of FTP protocol that allows the client to initiate
“handshaking” signals for the command session, but the host
initiates the data session.

ActiveX

A type of open software architecture that implements object
linking and embedding, enabling some of the standard inter-
faces, such as downloading of Web pages.

ActiveUpdate

A Trend Micro utility that enables on-demand or background
updates to the virus pattern file and scan engine, as well as the
anti-spam rules database and anti-spam engine.

address

Refers to a networking address (see IP address) or an email
address, which is the string of characters that specify the
source or destination of an email message.

administrator

Refers to “system administrator"—the person in an organiza-
tion who is responsible for activities such as setting up new
hardware and software, allocating user names and passwords,
monitoring disk space and other IT resources, performing
backups, and managing network security.

administrator account

A user name and password that has administrator-level privi-
leges.

administrator email address

The address used by the administrator of InterScan VirusWall
for SMB to manage notifications and alerts.

alert A message intended to inform a system's users or administra-
tors about a change in the operating conditions of that system
or about some kind of error condition.

anti-relay Mechanisms to prevent hosts from “piggybacking” through
another host’s network.

anti-spam Refers to a filtering mechanism, designed to identify and pre-

vent delivery of advertisements, pornography, and other “nui-
sance” mail.

anti-spam rules and engine

The Trend Micro tools used to detect and filter spam.

antivirus

Computer programs designed to detect and clean computer
viruses.

approved sender

A sender whose messages are always allowed into your net-
work.
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Term

Explanation

archive A single file containing one or (usually) more separate files plus
information to allow them to be extracted (separated) by a suit-
able program, such as a .zip file.

attachment A file attached to (sent with) an email message.

audio/video file

A file containing sounds, such as music, or video footage.

binary A number representation consisting of zeros and ones used by
practically all computers because of its ease of implementation
using digital electronics and Boolean algebra.

block To prevent entry into your network.

blocked sender

A sender whose messages are never allowed to enter your
network.

boot sector

A sector is a designated portion of a disk (the physical device
on which data is written and read). The boot sector contains
the data used by your computer to load and initialize the com-
puter’s operating system.

boot sector virus

A virus targeted at the boot sector (the operating system) of a
computer.

browser

A program which allows a person to read hypertext, such as
Internet Explorer. The browser gives some means of viewing
the contents of nodes (or "pages") and of navigating from one
node to another. A browser acts as a client to a remote Web
server.

cache

A small fast memory, holding recently accessed data, designed
to speed up subsequent access to the same data. The term is
most often applied to processor-memory access, but also
applies to a local copy of data accessible over a network etc.

case-matching

Scanning for text that matches both words and case. For
example, if "dog" is added to the content-filter, with
case-matching enabled, messages containing "Dog" will pass
through the filter; messages containing "dog" will not.

cause

The reason a protective action, such as URL-blocking or
file-blocking, was triggered—this information appears in log
files.

Glossary-3
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Term

Explanation

checksumming

The process of calculating a computed value which depends
on the contents of a block of data, and which is transmitted or
stored along with the data to detect corruption of the data.

clean

To remove virus code from a file or message.

client

A computer system or process that requests a service of
another computer system or process (a "server") using some
kind of protocol and accepts the server's responses. A client is
part of a client-server software architecture.

client-server environment

A common form of distributed system in which software is split
between server tasks and client tasks. A client sends requests
to a server, according to some protocol, asking for information
or action, and the server responds.

compressed file

A single file containing one or more separate files plus informa-
tion to allow them to be extracted by a suitable program, such
as WinZip.

configuration

Selecting options for how InterScan VirusWall will function, for
example, selecting whether to quarantine or delete a
virus-infected email message.

content filtering

Scanning email messages for content (words or phrases) pro-
hibited by your organization’s Human Resources or IT messag-
ing policies, such as hate mail, profanity, or pornography.

content violation

An event that has triggered the content filtering policy.

daemon

A program that is not invoked explicitly, but lies dormant wait-
ing for some condition(s) to occur. The perpetrator of the condi-
tion need not be aware that a daemon is lurking.

damage routine

The destructive portion of virus code, also called the payload.

default A value that pre-populates a field in the management console
interface. A default value represents a logical choice and is
provided for convenience. Use default values as-is, or change
them.

directory A node, which is part of the structure in a hierarchical computer

file system. A directory typically contains other nodes, folders,
or files. For example, C:\Windows is the Windows directory on
the C drive.
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Term Explanation

directory path The subsequent layers within a directory where a file can be
found, for example, the directory path for the ISVW for SMB
Quarantine directory is:

C:\Programs\Trend Micro\ISVW\Quarantine

disclaimer A statement appended to the beginning or end of an email
message, that states certain terms of legality and confidential-
ity regarding the message, To see an example, click the online
help for the SMTP Configuration - Disclaimer screen.

DNS Domain Name System—A general-purpose data query service
chiefly used on the Internet for translating host names into IP
addresses.

DNS resolution When a DNS client requests host name and address data from

a DNS server, the process is called resolution. Basic DNS con-
figuration results in a server that performs default resolution.
For example, a remote server queries another server for data
on a machine in the current zone. Client software on the
remote server queries the resolver, which answers the request
from its database files.

domain name The full name of a system, consisting of its local host name and
its domain name, for example, tellsitall.com. A domain name
should be sufficient to determine a unique Internet address for
any host on the Internet. This process, called "name resolu-
tion", uses the Domain Name System (DNS).

DoS (Denial of Service) Group-addressed email messages with large attachments that
attack clog your network resources to the point where messaging ser-
vice is noticeably slow or even stopped.

download (noun) Data that has been downloaded, for example, from a Web site
via HTTP.
download (verb) To transfer data or code from one computer to another. Down-

loading often refers to transfer from a larger "host" system
(especially a server or mainframe) to a smaller "client" system.

executable file A binary file containing a program in machine language which
is ready to be executed (run).

false positive An email message that was "caught" by the spam filter and
identified as spam, but is actually not spam.

FAQ Frequently Asked Questions—A list of questions and answers
about a specific topic.
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Term Explanation
file An element of data, such as an email message or HTTP down-
load.
file type The kind of data stored in a file. Most operating systems use

the file name extension to determine the file type. The file type
is used to choose an appropriate icon to represent the file in a
user interface, and the correct application with which to view,
edit, run, or print the file.

file name extension

The portion of a file name (such as .dll or .xml) which indicates
the kind of data stored in the file. Apart from informing the user
what type of content the file holds, file name extensions are
typically used to decide which program to launch when a file is
run.

filter criteria

User-specified guidelines for determining whether a message
and attachment(s), if any, will be delivered, such as:

- size of the message body and attachment

- presence of words or text strings in the message subject

- presence of words or text strings in the message body

- presence of words or text strings in the attachment subject
- file type of the attachment

firewall

A gateway machine with special security precautions on it,
used to service outside network (especially Internet) connec-
tions and dial-in lines.

FTP

A client-server protocol which allows a user on one computer
to transfer files to and from another computer over a TCP/IP
network. Also refers to the client program the user executes to
transfer files.

gateway

An interface between an information source and a Web server.

group file type

Types of files that have a common theme. There are six group
file types in the InterScan VirusWall for SMB interface, they
are:

- Audio/Video

- Compressed

- Executable

- Images

- Java

- Microsoft Office

GUI

Graphical User Interface—The use of pictures rather than just
words to represent the input and output of a program. This con-
trasts with a command line interface where communication is
by exchange of strings of text.
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Term

Explanation

hacker

See virus writer

hard disk (or hard drive)

One or more rigid magnetic disks rotating about a central axle
with associated read/write heads and electronics, used to read
and write hard disks or floppy disks, and to store data. Most
hard disks are permanently connected to the drive (fixed disks)
though there are also removable disks.

heuristic rule-based scan-
ning

Scanning network traffic, using a logical analysis of properties
that reduces or limits the search for solutions.

HTTP

Hypertext Transfer Protocol—The client-server TCP/IP proto-
col used on the World Wide Web for the exchange of HTML
documents. It conventionally uses port 80.

HTTPS

Hypertext Transfer Protocol Secure—A variant of HTTP used
for handling secure transactions.

host

A computer connected to a network.

HouseCall

A free virus scanning and cleaning product from Trend Micro.
HouseCall can detect and clean viruses found on your hard
drive, but HouseCall does not provide real-time protection. In
other words, HouseCall can help you to discover and clean up
an existing problem, but will not prevent future ones, nor will
HousecCall protect against worms, or mass-mailing programs.
For preventive protection, you need InterScan VirusWall for
SMB.

image file

A file containing data representing a two-dimensional scene, in
other words, a picture. Images are taken from the real world,
for example, via a digital camera, or they may be generated by
computer using graphics software.

IMAP

Internet Message Access Protocol—A protocol allowing a cli-
ent to access and manipulate electronic mail messages on a
server. It permits manipulation of remote message folders
(mailboxes), in a way that is functionally equivalent to local
mailboxes.

incoming

Email messages or other data routed info your network.

installation wizard

The setup program used to install InterScan VirusWall for
SMB.

integrity checking

See checksumming.
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Term

Explanation

IntelliScan

IntelliScan is a Trend Micro scanning technology that optimizes
performance by examining file headers using true file type rec-
ognition, and scanning only file types known to potentially har-
bor malicious code. True file type recognition helps identify
malicious code that can be disguised by a harmless extension
name.

Internet

A client-server hypertext information retrieval system, based on
a series of networks connected with routers. The Internet is a
modern information system and a widely accepted medium for
advertising, online sales, and services, as well as university
and many other research networks. The World Wide Web is
the most familiar aspect of the Internet.

interrupt

An asynchronous event that suspends normal processing and
temporarily diverts the flow of control through an "interrupt han-
dler" routine.

intranet

Any network which provides similar services within an organi-
zation to those provided by the Internet outside it, but which is
not necessarily connected to the Internet.

P

Internet Protocol—See IP address.

IP address

Internet address for a device on a network, typically expressed
using dot notation such as 123.123.123.123.

IT

Information technology, to include hardware, software, net-
working, telecommunications, and user support.

Java file

Java is a general-purpose programming language developed
by Sun Microsystems. A Java file contains Java code. Java
supports programming for the Internet in the form of plat-
form-independent Java "applets.” (An applet is a program writ-
ten in Java programming language that can be included in an
HTML page. When you use a Java-technology enabled
browser to view a page that contains an applet, the applet’s
code is transferred to your system and is executed by the
browser’s Java Virtual Machine.)

LAN (Local Area Network)

A data communications network which is geographically lim-
ited, allowing easy interconnection of computers within the
same building.

license

Authorization by law to use InterScan VirusWall for SMB.
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Explanation

license certificate

A document that proves you are an authorized user of Inter-
Scan VirusWall.

link (also called hyperlink)

A reference from some point in one hypertext document to
some point in another document or another place in the same
document. Links are usually distinguished by a different color
or style of text, such as underlined blue text. When you activate
the link, for example, by clicking on it with a mouse, the
browser displays the target of the link.

listening port

A port utilized for client connection requests for data exchange.

log storage directory

Directory on your InterScan VirusWall for SMB machine that
stores the log files. This directory is set up on the Directories
tab of the Administration Configuration screen.

logic bomb

Code surreptitiously inserted into an application or operating
system that causes it to perform some destructive or secu-
rity-compromising activity whenever specified conditions are
met.

KB

Kilobyte—1024 bytes of memory.

MacroTrap

A Trend Micro utility that performs a rule-based examination of
all macro code that is saved in association with a document.
macro virus code is typically contained in part of the invisible
template that travels with many documents (.dot, for example,
in Microsoft Word documents). MacroTrap checks the template
for signs of a macro virus by seeking out key instructions that
perform virus-like activity—instructions such as copying parts
of the template to other templates (replication), or instructions
to execute potentially harmful commands (destruction).

macro virus

Unlike other virus types, macro viruses aren't specific to an
operating system and can spread via email attachments, Web
downloads, file transfers, and cooperative applications.

management console

The InterScan VirusWall for SMB user interface.

mass mailer (also known as
a Worm)

A malicious program that has high damage potential, because
it causes large amounts of network traffic.

match case

See case-matching.

MB

Megabyte—1024 kilobytes of data.
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Term

Explanation

message

An email message, which includes the message subject in the
message header and the message body.

message body

The content of an email message.

message queue

The number of messages waiting to be scanned.

message size

The number of KB or MB occupied by a message and its
attachments.

message subject

The title or topic of an email message, such as “Third Quarter
Results” or “Lunch on Friday.”

Microsoft Office file

Files created with Microsoft Office tools such as Excel or
Microsoft Word.

MTA (Mail Transfer Agent)

The program responsible for delivering email messages. Also
see SMTP server.

multi-partite virus

A virus that has characteristics of both boot sector viruses and
file-infecting viruses.

MX record A DNS resource record type indicating which host can handle
electronic mail for a particular domain.
notification A message that is forwarded to one or more of the following:

(Also see action and target)

- system administrator

- sender of a message

- recipient of a message, file download, or file transfer

The purpose of the notification is to communicate that a prohib-
ited action has taken place, or was attempted, such as a virus
being detected in an attempted HTTP file download.

offensive content

Words or phrases in messages or attachments that are consid-
ered offensive to others, for example, profanity, sexual harass-
ment, racial harassment, or hate mail.

online help

Documentation that is bundled with the GUI.

operating system

The software which handles tasks such as the interface to
peripheral hardware, scheduling tasks, and allocating storage.
In this documentation, the term also refers to the software that
presents a window system and graphical user interface.
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Explanation

outgoing Email messages or other data leaving your network, routed out
to the Internet.
parameter A variable, such as a range of values (a number from 1 to 10).
partition A logical portion of a disk. (Also see sector, which is a physical
portion of a disk.)
assive FTP Configuration of FTP protocol that allows clients within your
p 9 p Y

local area network to initiate the file transfer, using random
upper port numbers (1024 and above).

pattern file (also known as
Official Pattern Release)

The pattern file, as referred to as the Official Pattern Release
(OPR), is the latest compilation of patterns for identified
viruses. It is guaranteed to have passed a series of critical tests
to ensure that you get optimum protection from the latest virus
threats. This pattern file is most effective when used with the
latest scan engine.

payload Payload refers to an action that a virus performs on the
infected computer. This can be something relatively harmless,
such as displaying messages or ejecting the CD drive, or
something destructive, such as deleting the entire hard drive.

PC Personal Computer—A general-purpose single-user micro-

computer designed to be operated by one person at a time.

polymorphic virus

A virus that is capable of taking different forms.

POP3

Post Office Protocol, version 3—A messaging protocol that
allows a client computer to retrieve electronic mail from a
server via a temporary connection, for example, a mobile com-
puter without a permanent network connection.

POP3 server

A server which hosts POP3 email, from which clients in your
network will retrieve POP3 messages.

port A logical channel or channel endpoint in a communications
system, used to distinguish between different logical channels
on the same network interface on the same computer. Each
application program has a unique port number associated with
it.

proxy A process providing a cache of items available on other serv-

ers which are presumably slower or more expensive to access.
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Term

Explanation

proxy server

A World Wide Web server which accepts URLs with a special
prefix, used to fetch documents from either a local cache or a
remote server, then returns the URL to the requester.

purge

To delete all, as in getting rid of old entries in the logs.

quarantine

To place infected email messages, email messages with
infected attachments, infected HTTP downloads, or infected
FTP files in an isolated directory (the Quarantine Directory) on
your InterScan VirusWall server. The Quarantine Directory is
typically located in the following directory path:

C:\Program Files\Trend Micro\ISVW\Quarantine

queue

A data structure used to sequence multiple demands for a
resource when mail is being received faster than it can be pro-
cessed. Messages are added at the end of the queue, and are
taken from the beginning of the queue, using a FIFO (first-in,
first-out) approach.

recipient

The person or entity to whom an email message is addressed.

registration

The process of identifying yourself as a Trend Micro customer,
using a product Registration Key, on the Trend Micro Online
Registration screen.

https://olr.trendmicro.com/registration

Registration Key

A 22-character code, including hyphens, that is used to register
in the Trend Micro customer database. Here is an example of a
Registration Key: SM-27RT-UY4Z-39HB-MNW8

Also see Activation Code

relay

To convey by means of passing through various other points.

removable drive

A removable hardware component or peripheral device of a
computer, such as a zip drive.

replicate To self-reproduce. As used in this documentation, the term
refers to viruses or worms that can self-reproduce.
rule-based Describes the anti-spam engine, which is based on a set of

rules for determining whether an email message should be
considered spam. When the anti-spam engine examines an
email message, it searches for matches between the mail con-
tents and the entries in the rules files.
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Term

Explanation

scan To examine items in a file in sequence to find those that meet a
particular criteria.

scan engine The module that performs antivirus scanning and detection in
the host product to which it is integrated.

sector A physical portion of a disk. (Also see partition, which is a logi-
cal portion of a disk.)

seat A license for one person to use InterScan VirusWall for SMB.

Secure Password Authenti-
cation

An authentication process, by which communications can be
protected, using for example, encryption and chal-
lenge/response mechanisms.

sender The person who is sending an email message to another per-
son or entity.
server A program which provides some service to other (client) pro-

grams. The connection between client and server is normally
by means of message passing, often over a network, and uses
some protocol to encode the client's requests and the server's
responses. The server may run continuously (as a daemon),
waiting for requests to arrive, or it may be invoked by some
higher-level daemon which controls a number of specific serv-
ers.

shared drive

A computer peripheral device that is used by more than one
person, thus increasing the risk of exposure to viruses.

SMTP

Simple Mail Transfer Protocol—A protocol used to transfer
electronic mail between computers, usually over Ethernet. It is
a server-to-server protocol, so other protocols are used to
access the messages.

SMTP server

A server that relays email messages to their destinations. Inter-
Scan VirusWall can act as the SMTP server, so that virus scan-
ning, content filtering, and spam detection take place before
the message is delivered to the recipient.

SOCKS4

A protocol that relays TCP (transmission control protocol) ses-
sions at a firewall host to allow application users transparent
access across the firewall.

spam

Unsolicited email messages meant to promote a product or
service.
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Term Explanation
stamp To place an identifier, such as “Spam,” in the subject field of an
email message.
status bar A feature of the user interface, that displays the status or
progress of a particular activity, such as loading of files on your
machine.
target The scope of activity to be monitored for a violating event, such

(Also see action and notifi-
cation)

as a virus being detected in an email message. For example,
you could target virus scanning of all files passing into and out
of your network, or just files with a certain file name extension.

Telnet

The Internet standard protocol for remote login that runs on top
of TCP/IP (Transmission Control Protocol/Internet Protocol).
This term can also refer to networking software that acts as a
terminal emulator for a remote login session.

top-level domain

The last and most significant component of an Internet fully
qualified domain name, the part after the last ".". For example,
host wombat.doc.ic.ac.uk is in top-level domain "uk” (for United
Kingdom).

traffic Data flowing between the Internet and your network, both
incoming and outgoing.
trigger An event that causes an action to take place. For example,

InterScan VirusWall detects a virus in an email message. This
triggers the message to be placed in quarantine, and a notifica-
tion to be sent to the system administrator, message sender,
and message recipient.

Trojan Horse

A malicious program that is disguised as something benign.

true file type

Used by IntelliScan, a virus scanning technology, to identify the
type of information in a file by examining the file headers,
regardless of the file name extension (which could be mislead-

ing).

trusted domain

A domain from which InterScan VirusWall will always accept
messages, without considering whether the message is spam.
For example, a company called Dominion, Inc. has a subsid-
iary called Dominion-Japan, Inc. Messages from domin-
ion-japan.com are always accepted into the dominion.com
network, without checking for spam, since the messages are
from a known and trusted source.
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Term

Explanation

trusted host

A server that is allowed to relay mail through your network
because they are trusted to act appropriately and not, for
example, relay spam through your network.

TSR (Terminate - Stay -
Resident)

A type of disk operating utility that, once loaded, stays in mem-
ory and can be reactivated by pressing a certain combination
of keys.

URL

Universal Resource Locator—A standard way of specifying the
location of an object, typically a Web page, on the Internet, for
example, www.trendmicro.com. The URL maps to an IP
address using DNS.

virus

A computer virus is a program — a piece of executable code —
that has the unique ability to infect. Like biological viruses,
computer viruses can spread quickly and are often difficult to
eradicate.

In addition to replication, some computer viruses share another
commonality: a damage routine that delivers the virus payload.
While payloads may only display messages or images, they
can also destroy files, reformat your hard drive, or cause other
damage. Even if the virus does not contain a damage routine, it
can cause trouble by consuming storage space and memory,
and degrading the overall performance of your computer.

virus kit

A template of source code for building and executing a virus,
available from the Internet.

virus trap

Software that helps you capture a sample of virus code for
analysis.

virus writer

Another name for a computer hacker, someone who writes
virus code.

Web

The World Wide Web, also called the Web or the Internet.

Web server

A server process running at a Web site which sends out Web
pages in response to HTTP requests from remote browsers.

wildcard

An InterScan VirusWall, the term is used in reference to con-
tent filtering, where an asterisk (*) represents any characters.
For example, in the expression *ber, this expression can repre-
sent barber, number, plumber, timber, and so on. The term
originates from card games, in which a specific card, identified
as a "wildcard," can be used for any number or suit in the card
deck.
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working directory

The destination directory in which the main application files are
stored, such as C:\Program Files\Trend Micro\ISVW.

workstation (also known as
client)

A general-purpose computer designed to be used by one per-
son at a time and which offers higher performance than nor-
mally found in a personal computer, especially with respect to
graphics, processing power and the ability to carry out several
tasks at the same time.

Zip file

A compressed archive (in other words, “zip file") from one or
more files using an archiving program such as WinZip.

"Zip of Death"

A zip (or archive) file of a type that when decompressed,
expands enormously (for example 1000%) or a zip file with
thousands of attachments. Compressed files must be decom-
pressed during scanning. Huge files can slow or stop your net-
work.
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